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WE WILL DISCUSS..,

What it is

What it isn’t

Uses

What is needed to make it work
Related law

Things to consider
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WET SIGNATURES s e

Hand written stylized version of the
signers name on a physical document

Its purpose is not to prove identity, but
to show deliberation, agreement, and
consent

Historical legal concept recognizes any
mark made with the intention of

authenticating the marked document
as a signature
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ENGINEERING DOCUMENTS
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ORS 672

Does not address digital sighatures on digital
documents

The general understanding is that this requires
a physical document with a wet signature
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ORS 672

672.020 Practice of engineering without registration prohibited; seal
required. (1) In order to safeguard life, health and property, no person shall
practice or offer to practice engineering in this state unless the person is
registered and has a valid certificate to practice engineering issued under ORS
672.002 to 672.325.

(2) Each registered professional engineer shall, upon registration,
obtain a seal of the design authorized by the State Board of Examiners for
Engineering and Land Surveying. Every final document including drawings,
specifications, designs, reports, narratives, maps and plans issued by a
registrant shall be stamped with the seal and signed by the registrant. The
signature and stamp of a registrant constitute a certification that the document
was prepared by the registrant or under the supervision and control of the
registrant.
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Wet signatures on physical documents
worked well in the era of hand
written/drawn documents

The use of computers has progressed into
an era where electronic documents are
transmitted; reviewed and approved,;
utilized during bidding; utilized for stake-
less construction; and archived for future
retrieval
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To apply a hand written signature to
electronic files requires printing, signing the
paper document, and then scanning it back
iInto an electronic file

Loses the original files native format and
any imbedded intelligence, is time
consuming, and in today's world...
unnecessary.
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PROBLEMS WITH WET SIGNATURES

The signature itself may not bind the signer to
the document, unless the signer’s identity was
authenticated during the placement of a
signature.

The signature itself does not certify the
integrity of the document.

Today, most seals are simply CAD cells stored
In a library open to anyone to copy, alter, and
affix to any drawing.
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PROBLEMS WITH WET SIGNATURES
The requirement for wet signatures significantly
hinders a company’s or agency’s abilities to
fully integrate the development, transmittal,
execution, archival, and retrieval of digital
engineering documents.



ELECTRONIC VS DIGITAL SIGNATURES

Often the terms electronic signature and

digital signature are used interchangeably to
mean the same thing.

In the Information Security world, the two
terms are distinctly different.
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ELECTRONIC SIGNATURES

The term Electronic Signature may include
scanned images of hand written signhatures;
typed notations such as /s/ Jane Doe; or
signature blocks on email messages, etc.
without any authentication and/or encryption
system included. [Ronsnon pis

Geometronics Manager/Chief of Surveys

Oregon Department of Transportation
200 Hawthorne Avenue, SE

Suite B250

Salem, Oregon 97301

503.986.3033

503.881.2813 cell
ranvir.singh@odot.state.or.us
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DIGITAL SIGNATURES

The term Digital Signature is more properly used
to describe a signhature system applied to an
electronic document that utilizes specific
technical processes to provide significant added
security, authentication, and/or encryption.
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WHAT IS A DIGITAL SIGNATURE?

A digital signature is to an electronic document
as a handwritten signature is to a paper one
and much more.

A digital signature provides signer
authentication, document authentication,
possible document encryption, and efficiency.
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WHAT IS A DIGITAL SIGNATURE?

A digital signature uses digital keys to attach
the identity of the signer to the document and
record a binding commitment to the content of
the document.

Digital sighatures enable "authentication” of
digital documents, assuring the recipient of a
digital document of both the identity of the
sender and the integrity of the document.
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WHAT IS A DIGITAL SIGNATURE?

A digital signature provides “who” signed the
digital file. A time stamp of that digital
signature provides “when” the digital file was
signed.
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A ROBUST DIGITAL SIGNATURE SYSTEM

Must be capable of creating a signature that is:
Unique to the person using it

Capable of verification

Under the sole control of the person using it

Linked to the document in such a way that if
any part of the document is altered, the digital
signature iIs rendered invalid.
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Provides a greater degree of security than a
handwritten signature

The recipient of a digitally sighed document
can verify both that the document originated
from the person whose signature is attached
and that the document has not been altered
either intentionally or accidentally since it was
signed.
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Secure digital signatures cannot be
repudiated.

Reduction of paper handling
Maintaining the data in a digital format.

Signing documents digitally will enable and
greatly facilitate the development of an
Engineering Data Management System

resulting in greater project delivery
efficiency.



Digital signature technology has
undergone thorough research and
development for over 2 decades.

It iIs not an emerging technology.

Digital sighatures have been accepted in
several national and international
standards developed and accepted by
many corporations, banks, and
government agencies.
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WHAT IS NEEDED TO CREATE A DIGITAL
SIGNATURE?
Software
Signing Certificate %riSign*-
Optionally:

A piece of hardware to provide further
security with a signer’s private key.

The services of a Certificate Authority
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CREATING DIGITAL SIGNATURES

Creating the signing certificate involves
creating a public-private digital key pair.
The public and private keys are related

mathematically.

Knowing the public key allows a signhature to
be verified but does not allow new signatures
to be created.
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PUBLIC KEY

The public key certificate creates proof of the
identity of the signer and made available to
anyone who needs to verify the signature.

The combination of the public key and proof of
identity result in a public key certificate - also
called a signer's certificate.
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PRIVATE KEY

The private key is something kept only by the
signer.

The document is signed with the private key.

If the private key is not kept “private,” then
someone could maliciously create the original
signer’'s signature on a document without
consent.

It is critical to keep the private key secret.
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DIGITAL SIGNATURE VERIFICATION

To verify a digital signature, the verifier must
have access to the signer's public key and have
assurance that it corresponds to the signer's
private key.

The solution to this is to use a trusted third
party to associate an identified signer with a
specific public key.

That trusted third party is referred to as a
"Certification Authority"
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SELF SIGNED CERTIFICATES Rlingﬂfe"gjﬁm;?;

A self-signed certificate is one that is
created by the individual signer without
the services of a certification authority.

Should generally be avoided.

A signature applied using a self-signed
certificate signature tells a document
recipient that "This document is valid,
and | am authorized to sign it"
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V5 Geolrust
INDEPENDENTLY VERIFIED CERTIFICATES

Digital IDs provided by 3rd parties are
generally considered more secure,
because an independent certificate
authority has ratified them.

A signature applied using a 3rd party
digital ID tells them that "This document
valid, | am authorized to sign it, and
[Certificate Authority X] verifies my
identity."
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http://www.geotrust.com/index.html

CERTIFICATION AUTHORITY

To associate a key pair with a prospective
signer, a Certification Authority issues a
certificate, an electronic record which lists a
public key as the "subject" of the certificate,
and confirms that the prospective signer
identified in the certificate holds the
corresponding private key.

The Certification Authority performs a
background check on each individual that is
assigned a signing certificate
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TYPES OF DOCUMENTS THAT MAY UTILI

ILIZE DIGITAL
SIGNATURES

CAD Drawings
Coordinate Correct Engineering Drawings
Contract Plans
Record of Surveys
Standard Drawings

Spreadsheets

Engineering Calculations
Material Lists
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TYPES OF DOCUMENTS THAT MAY UTILIZE DIGITAL
SIGNATURES

Word processor Documents

Inter-Governmental Agreements
Contracts

Engineer/Surveyor Narratives
Design Exceptions

Email
Correspondence

PDF Files
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DIGITAL SIGNATURES AND THE LAW

In 1997, the Oregon legislature passed the Digital
Signature Act (ORS Chapter 192.825 to 192.855)

In June, 2000, President Clinton signhed the
electronic signature act - promotes the acceptance
and use of digital signatures in contracts, etc.

In 2001, Oregon adopted the Uniform Electronic
Transactions Act (ORS 84.001 to 84.061). Under
that Act, if a law requires a signature, an electronic
signature satisfies the law.
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OSBEELS OAR

Joint OSBEELS/ODOT Work Sessions:

Clarified intent of digital stamping

Determined whether change could be made
by Oregon Administrative Rule change

Studied workflow
Developed draft Oregon Administrative Rule

OSBEELS Board Meetings
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FINAL RULING

The Oregon State Board of Examiners for
Engineering and Land Surveying (OSBEELS)
adopted the new Oregon Administrative Rules
on July 8th, 2008 and filed it with the Oregon
Secretary of State’s Archives Division making it
effective on July 9th, 2008.
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OAR 820-010-001.0 (periNiTIONS)

“Digital signature” means a type of electronic
signature, as allowed by the ORS 84.001 to
84.061, that transforms a message through the
use of an algorithm or series of algorithms that
provide a key pair, private and public, for signer
verification, document security and
authentication.
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OAR 820-010-0620 (oFFICIAL SEAL)

(D) A digital signature, as an option to a handwritten signature in
permanent ink, in accordance with ORS 84.001 to 84.061, is
acceptable for final documents. The registrant will provide
adequate security regarding the use of the seal and signature.

a) The digital signature must be:

A) Unique to the registrant using it; and

B) Capable of verification; and

C) Under the sole control of the registrant using it; and

D) Linked to a document in such a manner that the digital
signature is invalidated if any data in the document is changed.

(b) Documents signed using a digital signature will bear the
phrase “digital sighature” in place of the handwritten signature.
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OAR 820-015-0010 (PROCESSING COMPLAINTS)

(9) Upon request of the Board, digitally sighed documents must
be provided to the Board in a form that can be processed by
the Board’s information processing systems.
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STAMPING OPTIONS

Hardcopy Print (today)
Source Document

Wrapped Package
Portable Document Format (PDF)
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‘If we keep doing what we're |
doing, we're going to keep
getting what we're getting”

Th an k YO U I Stephen R. Covey ‘

Ron Singh

ranvir.singh@odot.state.or.us
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