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Who am I?



SecureState Overview
A Management Consulting Firm Specializing in Information Security

• Founded in September 2001

• Payment Card Industry Certified (PCI) 

• Qualified Security Assessor (QSA)

• Approved Scanning Vendor (ASV)

• Largest dedicated security company 
in the Great Lakes

• Practices include: 
– Advisory Services

– Audit & Compliance

– Business Preservation

– Profiling & Penetration

– Risk Management
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The Company We Keep The Company We Keep
Key Industries: Retail , Financial Services, Healthcare, Critical Infrastructure, Professional Services, 

Service Providers,  Education, Food Service,  Entertainment and Government

http://www.cintas.com/default.asp
http://www.kitchencollection.com/
http://www.firstcallevents.com/corpus/service/2455/Lincoln Electric logo.jpg
http://www.akrongeneral.org/pls/portal/portal.home
http://www.campmor.com/webapp/wcs/stores/servlet/StoreCatalogDisplay?storeId=226&catalogId=40000000226&langId=-1
http://www.uhhospitals.org/
http://www.rubbermaid.com/
http://www.gianteagle.com/main/home.jsp?bmUID=1149082742498&WebLogicSession=RH2cdiZDLzbiBkY2Dglu3oli7TctYSy6xupfdHgxPPDocDqYg7ld9SmynIgencyNIE7mkvThxqU3|5187155138433946159/-1408214167/5/7005/7005/7002/7002/-1|-6973464993878896995/-1408214166/5/7005/7005/7002/7002/-1|5187155138433953588
http://images.google.com/imgres?imgurl=http://www.littletikes.com.cy/Portals/0/New Graco Logo.JPG&imgrefurl=http://www.littletikes.com.cy/&h=645&w=1942&sz=96&hl=en&start=26&sig2=AaKZ6U8N0lHY7gB54KWxXw&um=1&tbnid=iHe6TtlldKec-M:&tbnh=50&tbnw=150&ei=Go_ERv_iKpaEeNC62OwL&prev=/images?q=graco&start=18&ndsp=18&svnum=10&um=1&hl=en&rlz=1T4GZHY_enUS236&sa=N
http://www.dickssportinggoods.com/home/index.jsp?clickid=hdr_logo_img


• Chris Clymer

– Senior Consultant, Advisory Services Practice

– Acting Chief Security Officer for 6 organizations 

of various sizes within public sector, retail, 

manufacturing, & technology

– 13 Years of experience in Information Security & 

Technology, including multiple security roles with 

one of the five largest U.S. banks

– Certifications: CISSP, CISA, GPEN, GWAPT

About your presenter…



Security Program Development



Why am I here?



Data Breaches by State

Source: Data Loss Database, http://datalossdb.com
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• Oregon Community Credit Union

– Incidents: 1 Records: 200
– Headquarters Location: Eugene OR

• Oregon Department of Revenue

– Incidents: 1 Records: 2,200
– Headquarters Location: Albany OR

• Coos County Oregon

– Incidents: 1 Records: 500
– Headquarters Location: Coquille OR

• Oregon State University

– Incidents: 1 Records: 4,700
– Headquarters Location: Corvallis OR

• Deschutes County, Oregon

– Incidents: 1 Records: 3,400
– Headquarters Location: OR, US

• Southwestern Oregon Community College

– Incidents: 1 Records: 200
– Headquarters Location: Coos Bay OR

• City of Oakridge Oregon

– Incidents: 1 Records: 0
– Headquarters Location: Oakridge OR

• Oregon National Guard

– Incidents: 1 Records: 3,500
– Headquarters Location: OR

• Oregon Health & Science University

– Incidents: 3 Records: 5,890
– Headquarters Location: Portland OR

• Oregon Department of Corrections

– Incidents: 1 Records: 550
– Headquarters Location: Salem OR

• Oregon Department of Human Services

– Incidents: 1 Records: 45
– Headquarters Location: Coos Bay OR

• Oregon Housing and Community Services

– Incidents: 1 Records: 0
– Headquarters Location: Salem OR

• Oregon Parks and Recreation Department

– Incidents: 1 Records: 0
– Headquarters Location: Salem OR

• University of Oregon Youth Transition Program

– Incidents: 1 Records: 2,000
– Headquarters Location: Eugene OR

Oregon Gov Breaches

Source: Data Loss Database, http://datalossdb.com

http://datalossdb.org/organizations/187-oregon-community-credit-union
http://datalossdb.org/organizations/322-oregon-department-of-revenue
http://datalossdb.org/organizations/949-coos-county-oregon
http://datalossdb.org/organizations/976-oregon-state-university
http://datalossdb.org/organizations/1342-deschutes-county-oregon
http://datalossdb.org/organizations/1443-southwestern-oregon-community-college
http://datalossdb.org/organizations/2404-city-of-oakridge-oregon
http://datalossdb.org/organizations/2788-oregon-national-guard
http://datalossdb.org/organizations/1206-oregon-health-science-university
http://datalossdb.org/organizations/3141-oregon-department-of-corrections
http://datalossdb.org/organizations/1514-oregon-department-of-human-services
http://datalossdb.org/organizations/2342-oregon-housing-and-community-services
http://datalossdb.org/organizations/2343-oregon-parks-and-recreation-department
http://datalossdb.org/organizations/1414-university-of-oregon-youth-transition-program


Project Recap



• In early 2010 SecureState performed a penetration 

test on the 9-1-1 frame network

– Multiple vulnerabilities were found across the 

network, at PSAPs, and at OEM

• In June of 2010 SecureState was contracted to 

develop a “Security Playbook” to provide guidance 

on securing the 9-1-1 networks

– This was developed with an eye on Next 

Generation 9-1-1

Recap



• In August of 2010 SecureState performed on-site 
assessment of OEM itself

• In October of 2010 SecureState visited 11 PSAPs to 
conduct brief on-site assessments

• In December, January, and February of 2010/2011 
SecureState conducted assessments of network vendors 
(Qwest, CenturyLink, Frontier) via phone

• In April of 2011 SecureState delivered the draft Security 
Playbook to OEM

• This draft is under review, and will be finalized by July

Recap



Playbook Status



Security Playbook Status

• Draft Delivered!



Security Playbook Status

• Draft playbook delivered to OEM on 4/30

• SecureState and OEM have been reviewing, and 

making changes where appropriate

• On 6/30 the playbook is finalized, and 

implementation begins





Plan – Do – Check - Act



Phase 1: Plan

• Develop security plan (the playbook)

• Review previous year’s plan

• Perform assessments

• Adjust plan where necessary



Phase 2: Do

• Implement the plan developed in phase 1

• This is where security tasks actually happen



Phase 3: Check

• Check validates that things are going as expected

– Review vulnerability assessment results

– Follow-up discussions with 9-1-1 participants if 

necessary



Phase 4: Act

• Make adjustments based on results of “Check” phase

• If any component seems to have drifted significantly 

from the original plan, we adjust it here and get back 

on track



PDCA

• After “Act” the cycle begins again

• Annul assessments are performed

• Plans for the next year are made



Vulnerability Assessment

• This is performed through network scanning

• Performed on a quarterly basis

• OEM will perform these on the 9-1-1 network

• Any PSAPs performing these actions themselves are 

encouraged to share results



Penetration Testing

• This is a manual, simulated attack performed by an 

experienced assessor

• Meant to simulate a real-world attack by a hacker

• Will be performed by OEM, on the 9-1-1 networks



Risk Assessment

• Risk Assessment will include two questionnaires:

– Questions for vendors on the 9-1-1 networks

– Questions for each PSAP

• This will also include an asset inventory, provided by 
PSAPs

• OEM will collect, review, and rate the results

• This will give OEM a view of the current state of security 
across the 9-1-1 networks

• It will also allow OEM to prioritize actions related to 
security



How does this affect you?



How does this affect vendors?

• Expect more engagement from OEM on security of 

your products, and of their deployment

• Expect more questions about how security is 

considered in the development and implementation 

of your products and/or services

• Be prepared to answer a brief questionnaire which 

includes some of these questions





How does this affect PSAPs?

• Expect more engagement from OEM on security of your 
9-1-1 equipment and facilities, specifically anything 
connected to 9-1-1 networks

• Expect OEM to perform periodic security tests of the 9-1-
1 networks

• Be prepared to answer a brief questionnaire once each 
year about security of 9-1-1 equipment

• Be prepared to provide OEM with an inventory of your 9-
1-1 assets on an annual basis

• Be prepared for comparison to other PSAPs, and anyone 
else connecting to the 9-1-1 networks









How does this affect OEM?

• OEM will be performing annual assessments of 

security on the 9-1-1 networks

• These results will be reviewed, and used to set 

security priorities across the 9-1-1 networks

• Priorities will be based on risk

• OEM will be investing significant effort into the 

ongoing management of security on Oregon’s 9-1-1 

networks







How It Fits Together

PSAPs

Vendors

Security 
Playbook

OEM



The Playbook in Action



We’re All In This Together



Thank you for your time!

A
Q&

Chris Clymer

Senior Consultant, Advisory Services 
cclymer@securestate.com


