
Health Information Technology Oversight Council 
Consumer Advisory Panel 

Tuesday, November 16, 2010 
1-4 pm 

Oregon State Library, Room 103 
250 Winter St NE 
Salem OR 97301 

 
DRAFT Meeting Agenda 

 
Outcomes  
• Provide overview of the Health Information Exchange Strategic and Operational plans 
• Updates from Technology, Finance and Legal and Policy Workgroups 
• Review status of consent policy recommendation and provide feedback, if appropriate 
• Update on Medicaid Transformation Grant – Personal Health Record project 
 
 
1:00 pm   Welcome and introductions − Carol Robinson 
 
1:30 pm   Review charter  − Chris Coughlin 
  
1:40 pm   Orientation to Strategic and Operational Plans − Carol Robinson 
 
2:15 pm   Updates from workgroups − Carol Robinson and Staff 
  Review consent policy recommendation 
 
3:15 pm   Update on Medicaid Transformation Grant − Barry Kast 
 
3:50 pm   Next steps − Carol Robinson 
  
4:00 pm   Close 





Oregon 
Theodore R. Kulongoski, Governor 
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Executive Summary
Health Information Exchange and the Health of Oregonians
Health information exchange (HIE) is a key building block for health system improvements to enhance population health. The 
inconsistent and fragmented nature of patient records is a highly visible example of the problems caused by the U.S. health 
care system’s reliance on multiple, disparate players in a complex health system. Sharing patient information in a secure, 
ef!cient manner has the potential to substantially reduce costs, waste and consumer heartache. It will support efforts to track 
patients’ medical outcomes, reduce errors and make medical processes more ef!cient. It can empower consumers to better 
understand their own health, choose high-quality providers and make healthier choices. And information sharing can vastly 
improve public health agencies’ ability to track disease and combat chronic illness, leading to improved population health. 


The transformation of the health system, with health information technology (HIT) at its core, is already underway. The HIE 
effort will involve broad engagement from the public and private sector, consumers, providers and health plans.  And once 
designed, Oregon’s health information exchange approach will require "exibility and ongoing re!nement. Oregon’s history of 
strong civic engagement throughout the state will serve this process well.


Oregon Health Reform, Health Information Technology and Health Information Exchange
Oregon has long been in the forefront of innovation in health care delivery, access and technology, dating back to its 
groundbreaking Medicaid waiver design with the Oregon Health Plan in 1987 and continuing to 2009, when the state 
Legislature approved an ambitious health reform law (House Bill 2009). Oregon’s new law anticipated many of the innovations 
contained in the federal recovery law (American Reinvestment and Recovery Act) that same year and in national health 
reform (Patient Protection and Affordable Care Act) a year later. The central role of health information technology in improving 
access, quality and value in the health care system has been a thread running through Oregon’s health reform, with one 
tangible result being the creation of the Health Information Technology Oversight Council (HITOC) to guide these efforts  
within Oregon.


One of HITOC’s early focuses has been the creation of strategic and operational plans for HIE within Oregon. This opportunity 
came about after Congress made the acceleration of health information technology an urgent priority in early 2009; it included 
the HITECH Act as part of its economic recovery legislation. Ultimately this resulted in federal grant funding for the nation’s 
states and territories to lead the planning of health information exchange, and the creation of this strategic plan.


The work of organizing electronic health information exchange in Oregon is advanced by the health system planning 
processes that have already taken place and in particular by the strong participation by average Oregonians along with health 
industry stakeholders throughout the state. This plan builds on those efforts over the past several years, along with existing 
health information infrastructure in both the private sector and within government.


Oregon’s leadership has established three main goals for health care system improvement: 


Improve the lifelong health of all Oregonians;


Increase the quality, reliability and availability of care for all Oregonians; and


Lower or contain the cost of care so it is affordable to everyone.


Oregon’s approach to statewide health information exchange will include nurturing a new and growing marketplace of local 
and regional health information organizations (HIOs), setting and monitoring standards to ensure the security of personal 
health information, developing an accreditation program to ensure health information exchange with a common set of rules, 
providing valued centralized services and !lling the gaps in availability to rural providers and other identi!ed stakeholders.  


Oregon is using a phased approach to HIE to allow "exibility to adjust over time to new federal rules, marketplace evolution 
and real-world lessons learned. It will designate a non-pro!t, public/private state designated entity (SDE) to carry out this 
work after a sustainable !nancing plan has been developed and appropriate legislation has been passed.
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Vision 
The core of this work centers around the Oregon Health Authority’s vision of healthy Oregonians and the three key goals: 
improved patient experience, improved population health and affordable health care. 


Oregon Health Authority Vision and Mission:
Healthy Oregonians


Helping people and communities achieve optimum physical, mental and social well-being through partnerships,  
prevention and access to quality, affordable health care.


HIE Mission:
Information, when and where it is needed, to improve health and health care.


Given the complexity of this effort—which includes a rapidly changing regulatory, economic, political and technical 
environment—the stakeholders, planning team and HITOC have developed a strategy that includes the following  
key elements:


A phased approach to allow for "exibility and to ensure a stable !nance plan


Oregon Health Authority in a role of facilitation, coordination, communication and oversight


Adherence to federal standards and certi!cations as they evolve and the development of Oregon-speci!c standards, 
accreditation processes and accountabilities


Collaboration with and support of HIE efforts underway through local and regional health information organizations


Overarching Imperatives
Establish a governance structure that achieves broad-based stakeholder collaboration with transparency,  
buy-in and trust.


Set goals, objectives and success measures for the exchange of health information that re"ect consensus among the 
health care stakeholder groups and that accomplish statewide coverage of all providers for HIE requirements related to 
meaningful use criteria.


Ensure the coordination, integration, and alignment of efforts with Medicaid and public health programs.


Establish mechanisms to provide oversight and accountability of HIE to protect the public interest.


Account for the "exibility needed to align with emerging nationwide HIE governance that will be speci!ed in the future.


Incorporate national and state health reform goals.


Support opportunities to improve health outcomes and equity in all populations.


Goals of Health Information Exchange
To ensure patients have safe, secure access to their personal health information and the ability to share  
that information with others involved in their care.


To engage in an open, inclusive and collaborative public process that supports widespread electronic  
health record (EHR) adoption and robust, sustainable statewide coverage.


To improve population health.


To improve health care outcomes and reduce costs.


To integrate and synchronize the planning and implementation of HIE and health IT in the public and private sectors, 
including Medicaid and Medicare provider incentive programs, the Regional Extension Center, local and regional HIOs 
and other efforts underway.


To ensure accountability in the expenditure of public funds.
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PHASE OBJECTIVES DELIVERABLES


One 1. Provider and HIO education programs are conducted
2. HIE services reviewed, !nalized and communicated to 


stakeholders 
3. Services requirements de!nition process is completed
4. Strategy for meeting the HIE needs of underserved 


areas is developed, reviewed, and approved
5. Sustainable business plan for SDE developed, 


reviewed, and approved
6. HIE Participant Accreditation Program designed, 


announced and implemented
7. HIE Participant Accreditation Pilot Project started
8. At least one intrastate and one interstate data usage 


and reciprocal sharing agreement (DURSA) are 
executed


9. One HIE participant exchanges information with 
another HIE participant


10. Legislative changes necessary to implement consent 
model are identi!ed and bills drafted


11. De!ne and begin transition of HIE operations to SDE
12. HIE participation survey/study initiated
13. Strategic and operational plan reviews and 


adjustments


1. Intrastate and interstate DURSAs created,  
reviewed and !nalized


2. List of Phase 2 business support and technology 
service offerings and associated sustainable !nance 
plan created, reviewed and made !nal


3. Requirements documents for Phase 2 services created
4. Meaningful use criteria review process document 


created
5. Strategy for meeting the HIE needs of underserved 


areas created, reviewed, and made !nal
6. Sustainable business plan for SDE created, reviewed, 


and made !nal
7. Consumer, provider and HIO education programs 


de!ned and documented, including topics and 
timelines


8. Provider and HIO education program materials  
made !nal 


9. HIE Participant Accreditation Program de!ned, 
documented and operational


10. Standards for HIE Participant Accreditation Program 
chosen


11. Document detailing laws pertaining to consent, 
including identi!cation of the law/statute, reconciliation 
with consent model and necessary changes created, 
reviewed and made !nal


12. Transition plan for HITOC-to-SDE developed, reviewed 
and accepted


13. Measures and benchmarks for HIE participation and 
impact de!ned


14. HIE participation study/survey program parameters 
and deliverables de!ned and documented


15. Success criteria for HIE participation de!ned and 
reviewed


16. Plan to monitor and maintain a targeted degree of 
participation in HIE-enabled state-level technical 
services developed


Two and 
Ongoing


1. Complete transition of HIE services and programs 
operation to the SDE


2. Consumer education sessions have been conducted 
3. Phase 2 services start
4. Success metrics for HIE participation de!ned


1. Consumer education program materials made !nal 
2. Project plans for Phase 2 services created and 


published
3. Plan for follow-on services de!ned and reviewed 


(offerings, scope and timing)
4. Process to monitor, measure and assess gradual 


attainment of benchmarks identi!ed in Phase 1
5. Process for assessing use of HIE services de!ned
6. List of additional services to be offered by SDE de!ned 


and reviewed including costs, timelines and !nancials
7. Process for reviewing costing models, utilization 


and budgets for additional services to be provided in 
continuing operation


Table 1. Objectives and Deliverables in Achieving HIE Capacity and Use
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Highlights of Strategic Plan Details


Environmental Assessment
Oregon has several large health systems that are actively pursuing health information exchange.


65% of Oregon physicians work in practices with EHRs, well ahead of the national average.


There are a growing number of local HIOs within the state whose work needs to be supported.


The interstate sharing of electronic health information is supported by the fact that Oregon’s health care markets 
already extend across state borders through consumer choice, large hospital systems, health plans and current data 
sharing agreements.


Governance
Oregon Health Authority, guided by HITOC recommendations, is the body that provides oversight for health information 
technology issues.


Oregon’s HIE approach will be conducted in phases to allow for careful planning, input and strategic adjustment as 
elements of the plan are carried out.


Oregon Health Authority, guided by HITOC recommendations, will serve as the governance entity for HIE during the 
!rst phase.


The statewide infrastructure for carrying out the goals of HIE in Oregon will be developed with the core tenets of 
ef!ciency and "exibility and will leverage and support existing resources within the state.


The statewide infrastructure for carrying out the goals of HIE in Oregon will be as minimal as possible and will leverage 
and support existing resources within the state.


Oregon will designate a public/private, non-pro!t entity to take on statewide HIE governance and operational duties 
during the second phase.


Finance
Recent state and federal health reform efforts have created imperatives and some short-term !nancing sources to 
accelerate the adoption of EHRs and health information exchange among health care organizations and providers.


Priorities in designing ways to pay for exchange include maximizing meaningful use for providers, being equitable 
among stakeholders in costs and bene!ts, utilizing user fees and ensuring those fees have broad bene!t.


State contracts can be modi!ed to provide incentives for providers and payers to participate in exchange.


Speci!c !nancing sources for HIE could include Of!ce of the National Coordinator for Health Information Technology 
(ONC) Cooperative Agreement funds, Medicaid 90/10 money, philanthropic and stakeholder contributions and revenue 
from centralized HIE services.


Technical Infrastructure/Business and Operations
The !rst phase of operations will have Oregon Health Authority, guided by HITOC recommendations, as the initial 
governance entity, establishing standards and requirements for statewide HIE and implementing technology  
needed to enable Oregon providers to meet meaningful use requirements in 2011.


During the second phase a non-pro!t entity with a public/private governing board will be designated to operate 
centralized services for exchange implemented in Phase 1.


During Phase 2 the state designated entity (SDE) will identify additional services and ensure that all centralized 
services are reaching unserved and underserved areas.


This work will take place in concert with Oregon’s neighbors: Washington, Idaho, Nevada and California.


It will coordinate with administrative simpli!cation efforts already under way.


HIE standards will be based on technical standards, criteria and frameworks that are nationally recognized  
and/or adopted by the U.S. Department of Health and Human Services.


The Oregon HIE effort will align with the National Health Information Network (NHIN), including NHIN Direct,  
by adopting technology standards and business processes that are interoperable, either directly or by proxy,  
with NHIN-adopted processes and frameworks.  
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Legal and Policy
An “opt-out with exceptions” consent model for the use and disclosure of protected health information will support  
the initial phase of electronic exchange of information while excluding specially protected health information from  
HIE without express patient consent, as current Oregon law speci!es.


A Legal and Policy Workgroup will convene in Phase 1 of operations to examine state laws that de!ne specially 
protected health information.


Proposed revisions of current Oregon statute to allow for a full opt-out consent model will be considered  
and may be presented to the Oregon Legislature.


This strategy addresses all eight of HHS’ principles in its Privacy and Security Framework.


Oregon’s HIOs will be held to national standards, federal and state law.


Oregon Health Authority, with guiding recommendations from HITOC, may act as an accrediting body for  
regional and local HIOs in Phase 1, or may contract with another organization to serve in that function.


HIT Adoption Strategies
O-HITEC, Oregon’s Regional Extension Center, is working to support providers’ adoption of electronic health records 
and achievement of meaningful use and is an important adjunct to health information exchange.


Work is also under way to bring broadband capabilities to more providers and particularly to those in rural and other 
underserved areas through the work of Oregon Health Network and the Oregon Public Utility Commission.


Efforts for HIE through local, regional and statewide entities will support EHR connectivity to data sharing between 
unaf!liated organizations, beginning with three priority services: electronic prescription transmission, clinical 
summaries of care and receipt of structured laboratory data.


Role of Consumers
Security and privacy are important to Oregon consumers.


The strategy takes into account the development of personal health records.


A core HIE goal is to ensure patients have safe, secure access to their personal health information and  
the ability to share that information with others involved in their care.


Access to accurate health information will help consumers make better decisions about their health care  
and lifestyle choices.


Coordination
The Oregon Medicaid program’s comprehensive planning work to develop a State Medicaid HIT Plan (SMHP)  
will be a natural coordination point with the statewide HIE effort.


A wide variety of other state and federal programs touch on electronic health information exchange and will be  
part of a coordinated plan, including focused coordination with O-HITEC, Oregon’s Regional Extension Center.


HITOC and eventually the state designated entity will work with Oregon HIT workforce development programs.


Oregon’s health care markets extend across state borders so continued coordination with neighboring states  
will be a priority of this strategic plan.








 
 
HITOC Panel Charter 
Consumer Advisory Panel 


 
Summary 
The Consumer Advisory Panel charter is to provide strategic input to HITOC 
regarding ongoing consumer interests and issues. To the greatest extent 
practical, members will represent the geographic, ethnic, gender, racial and 
economic diversity of this state. The Panel will have 8-15 members with a goal of 
having representation from both consumer organizations and individuals. 
 
The charter of the Consumer Advisory Panel is to: 


• Review planning work in progress and provide strategic input to HITOC 
regarding goals for statewide HIE based on the strategic and operational 
plans and work of the workgroups 


• Provide a consumer perspective to HITOC 
• Develop recommendations for specific goals, actions and timelines for the 


execution of the strategic and operational plans in the area of consumer 
education and communications 


• Assess and provide input regarding potential opportunities, risks and 
challenges 


 
 
Membership 
The Panel shall be composed of 8-15 representatives selected by HITOC based 
on recommendations from a HITOC Selection Panel including the Chair and 
Vice-Chair and at least one other HITOC member. The HITOC Director will 
designate staff to support the Panel.  Members of the Panel will receive no 
compensation for their services. 
 
 
Selection Process 
HITOC shall develop an open application process, announcing the opportunity on 
the HITOC website and shall request potential applicants to respond. The HITOC 
Selection Panel will bring a Panel Roster to HITOC for approval. Following are 
recommended elements for inclusion in the application: 


1. Name, Title Organization, Contact Information 
2. Experience in relevant areas named above 
3. Areas of specific expertise 







4. Examples of previous successes, experiences and work in collaborative 
efforts 


5. Any other relevant information applicant wishes to provide 
6. Stated ability to invest the time required (up to 15 hours per month) 


 
Applicants shall be selected based upon relevant experience, proven managerial 
and collaborative abilities, availability, and to provide the broadest statewide 
reach possible. Additional Panel members would need to be approved by 
HITOC. 
 
 
Participation Guidelines 
The HITOC Chair will select the Chair and Vice-Chair. These individuals will 
serve for 2 years from the date of their confirmation or until the Panel disbands, 
whichever comes first. Members can continue for additional terms at the 
discretion of HITOC. 
 
The HITOC Director and Panel will provide regular status updates to HITOC. 
 
Duties of the Chair: 
• Preside at all meetings of the Panel 
• Coordinate meeting agendas after consultation with HITOC Director and staff 
• Review all draft Panel meeting notes 
• The Chair may designate, in the absence of the Vice-Chair or when expedient 


to Panel business, other Panel Members to perform duties related to Panel 
business 


 
Duties of the Vice Chair: 
• Perform all of the Chair’s duties in his/her absence or inability to perform 
• Perform any other duties assigned by the Chair 
 
Duties of Panel Members: 
• Attend all Panel meetings and related subcommittees as needed 
• Provide input to strategic direction 
• Other input as needed 
 
 
Member Participation 
• If a Panel Member is unable to attend a Panel meeting in person, the Member 


may participate by conference telephone or Webinar.  
 
• Members shall inform the HITOC Director or staff with as much notice as 


possible if they are unable to attend a scheduled meeting.  
 







• The Panel will conduct its business through discussion, consensus building 
and informal meeting procedures. The HITOC Director may establish 
procedural processes as needed. 


 
• A majority of Panel Members shall constitute a quorum for the transaction of 


business.  
 
• Panel meetings will be held quarterly or as needed. 
 
Amendments 
• The Panel and the affirmative vote of HITOC may amend this Charter and 


Guidelines upon recommendation and confirmation. 
 


 


 








 


Legal and Policy Workgroup 
Summary Progress Report 


Workgroup Staff: Carol Robinson, Chris Coughlin, Kahreen Tebeau, Miles Hochstein, Julie Harrelson 
Report Prepared by: Kahreen Tebeau 
Meeting date: October 12, 2010 
Workgroup Members Present: Gwen Dayton, BJ Cavnor, David Greenberg, Anne Greer, Christina 
Grijalva, Gwen Jimenez, Shawn Messick, Glendora Raby, Lynne Shoemaker, Thomas Yackel, Joe 
Greenman 
Workgroup Members Absent: Rus Hargrave, Frances Storrs, Robert Thomson 
Other Attendees: Marie Laper (HITOC); Andrea Meyer 
 


Progress Status Summary:  


The Legal and Policy Workgroup was presented with and discussed background information to help 
determine answers to the following set of questions to provide input to HITOC at the November HITOC 
meeting: 


• How should SPHI be handled within a long term consent model for Oregon? 


• What, if any, legislative proposals to adjust Oregon’s SPHI should be brought forward to achieve 
the goals of Oregon’s HIE (clinical quality, patient safety, containing the cost of healthcare, etc.)? 


• What operational components are critical to ensure that the consent policy is implemented 
successfully? 


• How will any consent policy impact the availability of PHI at the point of care, cost of technical 
implementation, and the broad participation of consumers within Oregon’s HIE? 


 


Discussion Highlights:  


1. HIPAA: The scope of what it permits and applies to: 


a. Purposes: treatment, payment, and healthcare operations (TPO) 


b. Covered entities: providers, insurers, and those who have business associate agreements 
with covered entities 


c. Data type: Individually identifiable data only; not de-identified data 


d. Gives equal protection to all protected health information, except psychotherapy notes, which 
it does not permit to be exchanged without authorization 


2. Specially protected health information (SPHI): 


a. Articulation of the concerns and risks related to SPHI being unavailable to treating providers, 
including potential drug interactions, allergies, and the general necessity of having all 
possible health related information on a patient in order to make informed treatment decisions 


b. Clearly defining how and when SPHI statutes/administrative rules impose restrictions on the 
exchange of information for purposes permitted by HIPAA. The data/records that cannot be 
exchanged in Oregon for TPO are: 
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i. Substance abuse in federally-funded treatment programs (from federal regulation 42 
CFR part 2) 


ii. Mental health or substance abuse in specified state-funded programs (ORS 179.505) 


iii. HIV test results: 


1. Conflict of state statute and rule regulating the disclosure of HIV test results 
has resulted in a situation whereby it may be permitted to disclose HIV 
positive test results for TPO without patient consent, but not HIV negative 
test results. Because of this conflict and the confusion around this, state-level 
legislative changes are needed to create a consistent policy around HIV test 
results disclosure. Until that legislative clarity is established, many providers 
will not consider it permissible to disclose any HIV test results without patient 
consent.  


c. Patient control, preferences, and needs, versus doctor control, preferences, and needs 
pertaining to the sharing of SPHI 


3. Culture: 


a. How practice, policy, and/or interpretation of law (HIPAA and Oregon’s SPHI) often differ 
from, and are more restrictive than, actual legal requirements 


b. Providers tend to err on the side of not sharing data without patient consent, even when it is 
permitted by law, because of the uncertainty and difficulty of interpreting statute, practices 
that developed before HIPAA was established, and the fear of violating HIPAA and Oregon’s 
SPHI laws. 


4. Consent policy: 


a. The importance of the technology strategy (repository vs. federated models) as a variable 
influencing the appropriateness of any consent model, and particularly how to treat SPHI 


b. How the consent policy will be incorporated as a standard in the Accreditation Program: will 
the consent policy adopted by HITOC be a floor or a ceiling in terms of the policies that 
organizations will be permitted to implement? 


c. Defining the applicable scope in terms of time horizon and use cases:  


i. We’re focusing on meeting meaningful use for 2011-2012, which requires exchange 
of patient care summaries across unaffiliated organizations, for the initial phase of 
our HIE efforts. Later we will examine and develop policies applicable to pull 
technologies and other entities outside the health care system (e.g. public health and 
law enforcement). 


ii. Secondary use cases, such as quality reporting, clinical research, and public health 
efforts, raise important questions about desired goals and how to accommodate 
these goals in the current consent discussion and policy. 


 
Meeting Outcomes: 


1. The Workgroup members have a thorough and detailed understanding of: 


a. HIPAA 
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b. Federal and Oregon-specific SPHI, and the variety of interpretations, practices, and policies 
around these laws and regulations 


c. Background work and guiding principles around consent and SPHI, including HIIAC’s role, 
Oregon’s HISPC work, the Markle Foundation Principles, and the US Dept. of Health and 
Human Services Privacy and Security Framework 


d. The questions the Workgroup will have to develop recommendations around for HITOC by 
the conclusion of the October 20 meeting 


2. The Workgroup’s informational needs around technology, timing, and the Accreditation Program were 
communicated to staff, who will provide the Workgroup with the necessary information prior to or at 
the October 20 meeting, including a presentation by John Hall on the technology strategy. 


3. Selection of two members, BJ Cavnor and Christina Grijalva, to serve on the Accreditation 
Subcommittee meeting on Oct. 28. David Greenberg may be interested and available to join the 
subcommittee as well. He will know before the next meeting. 


 


Next Steps:  


o The next meeting, on October 20, 2010, will consist of further discussion, and ultimately 
recommendations, on the consent model, how SPHI will be handled within that consent model, 
legislative proposals (if any), as well as the operational components of the recommended consent 
policy. 


 
Challenges/Opportunities: 
o Aggressive timeline to develop consent policy due to cooperative agreement requirements and 


Oregon legislative schedule  


 
Other Workgroup Interdependencies: 
o The consent model will impact the technology architecture that is purchased, which will also affect 


and be affected by finance. 


 
Public Comment: 
o Andrea Meyer, ACLU: The ACLU’s interest in this is that it is a privacy issue. Consumer 


representation in this process needs to be expanded. The ACLU doesn't oppose HIE, but medical 
information breaches happen. The ACLU is concerned about the Opt Out strategy, and the 2011 
legislative timeline being a constraining factor. There’s concern about treatment being withheld if a 
patient chooses to Opt Out. Patients’ rights and remedies need to be addressed.  


 


Out of Scope, But Needs Attention: 
 


o Electronic data retention standards for protected health information in Oregon 
 


HITOC input: (to be completed after the November HITOC meeting) 
 








 


Legal and Policy Workgroup 
Summary Progress Report 


Workgroup Staff: Carol Robinson, Rochelle Graff, Miles Hochstein, Chris Coughlin, Julie Harrelson, 
John Hall, Kahreen Tebeau 
Report Prepared by: Kahreen Tebeau 
Meeting Date: Oct. 20, 2010 
Primary Meeting Focus: Consent policy 
Workgroup Members Present: Gwen Dayton, BJ Cavnor, Anne Greer, Joe Greenman, Jon Collins (via 
phone), Gwen Jimenez, Frances Storrs, Thomas Yackel, Christina Grijalva, David Greenberg, Shawn 
Messick, Glendora Raby, Lynne Shoemaker, Rus Hargrave 
Workgroup Members Absent: Robert Thomson 
Other Attendees: Paul Matthews, Bob Brown (HITOC) 
 


Progress Status Summary:  
• The Workgroup continued their discussion on the following key decision points around which 


they will provide input to HITOC:  
1. How should specially protected health information (SPHI) be handled within a long-


term consent model for Oregon? 
2. What, if any, legislative proposals to adjust Oregon’s SPHI should be brought 


forward to achieve the goals of Oregon’s HIE (clinical quality, patient safety, 
containing the cost of healthcare, etc.)? 


3. What operational components are critical to ensure that the consent policy is 
implemented successfully? 


4. How will the recommended consent policy impact the availability of PHI at the point 
of care, cost of technical implementation, and the broad participation of consumers 
within Oregon’s HIE? 


• The Workgroup agreed that they need additional meeting time to discuss these issues 
before they can formulate recommendations to HITOC. 


Discussion Highlights:  
1. Technology: John Hall and Paul Matthews provided a presentation to the 


Workgroup on the technical architecture as outlined in Oregon’s HIE plans. The 
following points were discussed pertaining to technology: 


a. The difference between “push” and “pull” technologies, the fact that the 
ONC is prioritizing push technologies currently, and Oregon is focusing on 
push in the initial phases of implementation but will not preclude pull 
technologies in the future.  


b. The technical capabilities of excluding SPHI from HIE:  
i. Some EHR products have the capability to restrict certain 


“departments” of information. However, these capabilities vary from 
product to product, and the legal requirements of what constitutes 
SPHI vary from state to state, making it difficult for EHR vendors to 
accommodate this diversity. Also, medication lists and problem lists 
are not generally restricted departments in an EHR, though these may 
contain information from which one could infer SPHI.    


ii. “Push” technologies allow greater flexibility and control in what 
information is sent from the EHR. “Pull” technologies have a very 
limited ability to discern between different types of information and 
segregate SPHI.  
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iii. Even with a capable EHR and push technology, separating what may 
constitute SPHI will require human discretion and action because the 
technologies have not yet developed to the point where they are 
capable of doing this automatically or reliably.  


c. Will there be central repositories of data? 
i. For the provider registry, which is a central and essential technical 


service to enable statewide HIE, there will have to be a central 
repository of provider data, such that they can be located for HIE 
purposes. However, this repository will not contain any personal 
health information.  


ii. Currently, a master patient directory is not part of the initial 
implementation phase for HIE in Oregon. However, if it was 
determined necessary to develop one, this directory would contain 
demographic data on patients in order to positively identify them, and 
to determine where their health records are located. It would also not 
contain personal health information, other than the locations of the 
patient’s records. This directory would be secure and protected, and 
accessible only to authorized users.  


d. How are records combined? 
i. Currently, when a record is received on a patient, it is stored in what is 


called an “outside view”- the data from that record is not directly 
integrated into the data elements of the receiving provider’s record, 
but rather is stored in a separate section which they can access. If the 
receiving provider were then to send the patient’s record to another 
provider, the “outside view” would not be transmitted.  


ii. EHR technology is evolving rapidly however, and as products and 
systems become interoperable and data is standardized, we will move 
in the direction of direct import and integration of patient data into the 
EHR itself, rather into a separate “outside view” section.  


e. What information about HIE transactions can we track and audit? 
i. The statewide HIE could provide an ancillary service that would allow 


us to track the sender and receiver of each “push” transaction. This 
would not contain any information about what was sent, including the 
identity of the patient whose information was being exchanged. The 
purpose of encrypting it and packaging it securely would be so that no 
one, except the sender or receiver, would have that information.  


ii. With “pull” technologies, the identity of the patient for each transaction 
could be included in the audit information. 


iii. The new HIPAA requirements may require that this audit information 
be available to patients upon request.  


iv. Doctors can provide a patient with information regarding to whom, 
when, and for what purpose they have sent their patient’s record via 
HIE.  
 


2. Consent: 
a. Operational components of implementing consent: 


i. HIPAA now requires that all providers give patients a Notice of 
Privacy Practices (NPP). This could be used to inform patients that 
the provider participates in an HIE and that their record will be 
exchanged via HIE, in addition to, or rather than, through fax, 
telephone, or mail. Amending the NPP in this way would allow 
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providers to exchange information that is already allowed by HIPAA, 
but it would not satisfy the requirements for authorization for 
disclosure of SPHI.  


ii. If there is an Opt Out model, it is important that patients be educated 
about what an HIE is, which may require more than giving them a 
document they may or may not read.  


b. Scope of the consent policy: 
i. Whether the consent policy recommended by this Workgroup 


will/should apply to treatment purposes only, or for the purposes of 
treatment, payment, and healthcare operations, as is permitted by 
HIPAA.  


ii. How often patients should have to renew their consent status- at each 
visit, annually, etc. 


iii. Whether consent should be required at all for purposes that are 
already allowed by HIPAA (treatment, payment, and healthcare 
operations), and whether we feel we should erect new consent 
barriers where they do not currently exist for other modes of 
transmission (fax, telephone, mail, etc.) 


c. SPHI:  
i. Both state and federal-level regulations around specially protected 


health information were reviewed, with discussion and diversity of 
opinion around whether Oregon-specific SPHI categories should be 
expanded to include currently unprotected categories, reduced or 
eliminated to better align with HIPAA, or left unchanged.  


d. The need for representation and engagement from communities of 
color: 


i. Some communities, including and perhaps especially minority 
communities, have expressed mistrust in the healthcare system; 
those voices are not represented in the workgroup, and their concerns 
and perspectives need to be included to inform the discussion around 
consent. 


ii. HITOC has made and continues to strive to improve its efforts to 
reach out to and engage all of the diverse communities across the 
state. Two positions on the Consumer Advisory Panel have been 
identified as needing representation from the behavioral health field 
and from communities of color, and outreach to fill these positions 
continues.  


 


Meeting Outcomes: 
• The Workgroup members were provided with a presentation and an understanding of 


how the HIE technical architecture will be set up and function.  
• The Workgroup conducted a non-binding straw poll to determine each member’s current 


consent policy preference, which demonstrated the following results: 
o No Consent: 3 (no consent for data exchange that is already permitted by law) 
o Opt Out: 5 (all patient data, except that prohibited by federal law, will be 


exchanged unless and until patient opts out) 
o Opt Out with Exceptions: 5 (all patient data, except that prohibited by federal and 


state SPHI law, will be exchanged unless and until patient opts out) 
o Opt In: 1 (no patient data will be exchanged unless and until a patient 


affirmatively opts in to all of their data being exchanged, including all SPHI) 
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• Workgroup members indicated that they do not sufficiently understand the rationale 
behind the other consent choices and requested additional time for conversation to 
better understand each others’ thinking before they would be able to arrive at a 
consensus or make an informed recommendation to HITOC around the key decision 
points.  


 


Next Steps:  
• The Workgroup staff and chairs will work together to adapt the workplan for the next 


meetings to accommodate the Workgroup’s need for more meeting time to discuss and 
develop recommendations on consent, beginning with the next meeting on Nov. 9, 2010. 


 
Challenges/Opportunities: 


• Additional meeting time is required to arrive at informed recommendations around the 
key decision points. The interdependencies with the legislative timeline for any 
necessary legislative changes related to the consent recommendation will pose a 
challenge.  


 


Other Workgroup Interdependencies: 
• The Technology Workgroup’s recommendations around technology are contingent upon 


the Legal and Policy Workgroup’s recommendations around the consent policy and 
implementation details, which will require additional meeting time to develop.  


 
Public Comment: 


• Andrea Meyer-ACLU of Oregon: Privacy is a non-partisan issue. The ACLU would like 
to call our attention to the March 23 document on consumer consent options and 
specifically to the consumer concerns expressed in focus groups and surveys. The 
Workgroup must address the question of how to create and maintain trust. For privacy 
concerns, it's not just a concern about the transmission, but where it is housed after the 
transmission, which may present additional opportunities and risk to access that 
information. Remedies for breach beyond what is provided by HIPAA must be 
established. Consumers have a right to know whether someone has inappropriately 
accessed their information. Consumers need to know that they will be protected. 
  


• Dr. Mike Saslow: Something the Workgroup should consider is that it isn't always the 
patient, but often a proxy, that must give consent. The more complicated the consent 
process, the more vulnerable the proxy is. There's no way to know all aspects of another 
person’s healthcare history, or to know what they would choose in terms of consent. The 
need for outreach is immense.  


 


Out of Scope, But Needs Attention: 
• Breach remediation policies and security standards 


 


Recommendations to HITOC: None at this time. 








 


HITOC Workgroup: Technology Workgroup 
Summary Progress Report 


Workgroup Staff: John Hall, Mindy Montgomery, Oliver Droppers 
Report Prepared by: Oliver Droppers 
Meeting Date: 10/13/2010 
Primary Meeting Focus: Gather Feedback on HIE Core Services Requirements 
Workgroup Members Present: Brian Ahier (Chair), Aaron Karjala (Vice Chair), Ellen Larsen, Eric 
McLaughlin, Hongcheng Zhao, JA Magnuson, John Dunn, Kent Achterhof, 
Mary Moore, Patricia VanDyke, Paul Matthews, Leeta Anderson 
Workgroup Members Absent: Dick Taylor 
Other Meeting Attendees: three members of the public 
 
Progress Status Summary:  
Purpose of the meeting was to continue orienting members to the Oregon’s strategic plan and set the 
foundation for the work ahead. John Hall facilitated the meeting with the intent for workgroup members to 
develop a common understanding of Oregon’s technology landscape and HIE context. Specific targeted 
outcomes for the meeting was to identify and gather feedback on HIE Core Services requirements, and 
identify Accreditation Subcommittee members.  
 
Discussion Highlights:  
• Initial workgroup deliverables for the Tech WG will be made under aggressive timeframe and 


deadlines with interdependencies among the other workgroups.    
• Review key terminology and concepts.  
• Highlighted the importance of using agreed upon key terminology as the workgroup moves forward. 
• Concepts reviewed and discussed included: HIE, HIE Participant, Health Information Organization 


(HIO), HIE Core Services, HIE Centralized Services, and HIE Ancillary Services.  
• Discussion around “Provider Directory.” Question as to whether the State of Oregon might provide 


access to other states’ provider directories, for example, as a core service.  Additional topics related 
to provider directory included:  


o Would Oregon limit the provider directory to only Oregon providers or include/allow providers 
from other states to participate? Could a core service be providing connectivity for providers 
across borders? 


o Providers nested within organizations are an important issue and could impact the state’s 
ability to monitor clinical quality measures, at the individual provider level.  


o Need to consider that when dealing with provider directory services, that will help facilitate 
HIE process, also need to consider how provider indexes will function in the broader 
environment. 


• Recognize the need to work closely with the Finance Workgroup to complete the ONC financial 
sustainability plan for HIE in Oregon.  


• Environment is very fluid around HIE, want to allow the marketplace to evolve, federated approach to 
statewide technology architecture, use of national and industry standards wherever possible and 
practical.  


• Review Oregon’s proposed HIE technology architecture.  
o Important not to over specialize standards in Oregon or create Oregon standards that are 


different from proposed national standards.  
o Discussion as to what are the minimum and maximum standards for robust HIE? If Oregon 


adheres to national or internationally recognized standard framework(s), then Oregon can 
augment additional criteria as needed.  


o For interstate HIE, Oregon’s standards should allow and support interoperability.  Need to 
ensure that Oregon’s standards for HIE harmonize with neighboring states in terms of 
adoption and use of standards for HIE.  


• Initial discussion as what are the core values or value propositions for core HIE services in Oregon. 
o Review potential HIE ancillary services: Personal Health Record (PHR) Interface 


import/export capability, Record/Patient lookup service, quality reporting, public health 
reporting, NHIN Gateway, record access audit, and pseudo-HIE services.  
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• One possible benefit is a reduction in costs if organizations did not have to connect with multiple 
laboratories. For example, if Oregon established a centralized laboratory clearinghouse, that might 
serve or support the financing aspect of providing core services.  


• Question: are health care organizations actually ready for push services?  
o ”Push” is something Oregon will need and should proceed.  


• Value proposition of Provider Registry (group discussion): 
o Without a provide directory, it is likely that EHR vendors would have to handle the directory 


issue, likely in a proprietary manner.  
o Ability to pay for central HIE services by standing up its provider registry is critical, in terms of 


reducing costs.  
o Whether there is a distinction between an HIO Registry and a Provider Registry/Directory. 


These registries might actually be the same registry.  
• Discussion about the value proposition of HIE Trust Services.  


o Question: where does an individual consent factor into this service? 
o There is no core consent service. Consent is not a consideration for core services. Could 


possibly be considered as an HIE ancillary service.  
o Consent considerations will significantly impact decisions and is a key factor in technology 


services considerations. What technology standards will need to be in place to support 
whatever consent models are adopted/approved in Oregon (i.e. opt-in with restrictions, full 
opt-out, or full opt-in)? 


• Feedback or recommendation from Technology Workgroup to HITOC could include “ancillary 
services.”   


o Ancillary services will be necessary but phased in overtime.  
 
Meeting Outcomes: 
• Understanding of Oregon’s proposed HIE technology  
• Gathered feedback on HIE Core Services requirements 
• Selection of Accreditation Subcommittee members 
• General agreement that “Provider and HIO” directories should be considered as a core centralized 


service. 
 
Next Steps:  
• Next meeting will focus on ancillary services, in-depth review of HIE standards and frameworks for 


standards, including exploring how best to integrate standards into existing HIO and HIE activities in 
Oregon.  


• Further review and consideration of the proposed list of HIE core services. Also, consideration of 
additional “ancillary services.”  


• Next meeting: November 13th, 1-5pm.  Location:  Mazama Room, 1225 SE Ferry St, Salem. 
 
Challenges/Opportunities: 
• Workgroup interdependencies 
• Decision upon an agreed definition and approach for “Provider Directory.” Specifically when 


referencing provider directories, are we referring to “individual providers” or “individual provider 
organizations?”  


• Are the benefits from HIE going to materialize with existing list of central HIE services?  
 
Other Workgroup Interdependencies: 
• Finance and value added services 
• HIO accreditation process 
• Consumer Advisory Panel input/feedback on ancillary services such as PHRs 
 
Out of Scope, But Needs Attention:  
• Nothing at this time 
 
HITOC Input: (to be completed after the November 4, 2010 HITOC meeting) 








 


Finance Workgroup 
Summary Progress Report 


Workgroup Staff: Dave Witter, Carol Robinson, Luke Glowasky, Rochelle Graff, Julie Harrelson 
Report Prepared by: Luke Glowasky 
Meeting Date: October 19, 2010 
Primary Meeting Focus: HIE financing issues and services list 
Workgroup Members Present: Vaughn Holbrook (chair), Regence BlueCross/BlueShield; Betsy Boyd-
Flynn, OMA; John Britton, OHA; Andy Davidson, OAHHS; Erick Doolen, Pacific Source; Phil Skiba, 
OCHIN; Martin Taylor, CareOregon; Adam Nemer, Kaiser Permanente; Mark Hetz, Asante Health System 
Workgroup Members Absent: None 
Other Attendees: Bill Hockett, HITOC; Scott Zacks, Medical Business Solutions; Mike Saslow; Greg 
Fraser, HITOC 
 


Progress Status Summary:  


The goals for this meeting were (1) for the members to gain an understanding of the scope, role, and 
timetable of the workgroup as well as the goals, options, and issues relating to sustainable financing, (2) 
to gain common grounding on financing issues such as value propositions and the difference between 
value-based and utility services, and (3) to get reactions to the HIE services list.  Workgroup staff 
facilitated a discussion regarding the proposed HIE technical architecture and services list as well as a 
brief review of the strategic plan’s finance section.  Greg Fraser reviewed a journal article by Vest & 
Gamm, which lead to further discussion regarding potential HIE services, the differential values between 
local and statewide services, value propositions, and workgroup dynamics & interdependencies. 


Discussion Highlights: 


• HIE technical architecture and services: The proposed technology architecture and the list of 
potential core and ancillary HIE services were discussed.  The group raised concern over how the 
HIE services were selected, suggesting that value propositions and marketability be the key 
guidelines.    Members commented that in order to go forward and estimate costs and revenues 
associated with the core services there needs to be a clear understanding about the value 
propositions, cost, and financing sources.  The group requested a prioritized list of core and ancillary 
services that includes the potential values of each, as well as a description of the phasing strategy for 
the services. 


• Value propositions: Discussed potential value propositions of statewide HIE to various healthcare 
entities, specifically local HIOs.  The importance of analyzing the differential values between the 
statewide HIE and local HIOs in creating a financial model was emphasized.   


• Gap (white space) strategy: Discussed the importance of developing strategies that will enable 
areas without an existing HIO to participate in statewide HIE.  The two strategies discussed were the 
establishment of a pseudo HIO and the creation of a process that encourages the franchising of 
existing HIOs to cover the white spaces.  


 


Meeting Outcomes:  


• The workgroup members are familiarized with the status of the other workgroups, the proposed 
statewide HIE technical architecture, the potential core and ancillary services, and the scope and role 
of the workgroup in the recommendation process. 


• Members expressed a desire for further discussion of potential statewide HIE services, including 
feedback from the Technology Workgroup and the HIO Executive Panel regarding HIE services, 
priorities, and value propositions. 
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• The group requested that members from the Technology Workgroup attend the next Finance 
Workgroup meeting. 


•  A list of issues that need further discussion was established 


 
Next Steps:  
The next meeting is on November 10, 2010.  The agenda needs to include the results of staff discussions 
with the HIO Executive Panel and the Technology Workgroup regarding statewide HIE services, priorities, 
and value propositions, as well as a discussion of possible gap strategies. 


 
Challenges/Opportunities: 


• Interdependencies with other workgroups, specifically the Technology Workgroup 


• Finalizing the HIE services list, cost, and value propositions 


• Understanding differential roles and service needs of local HIOs versus the statewide HIE 
 
Other Workgroup Interdependencies:  
• The Technology Workgroup’s recommendation for core and ancillary services will need to be finalized 


before budget projections can be made. 


• The Legal/Policy Workgroup’s consent policy recommendation will influence technology, and thereby 
affect cost projections. 


• The HIO Executive Panel’s input regarding value propositions and sustainable financing options will 
impact financing strategies. 


 
Public Comment: 


• Bill Hockett, HITOC: Mentioned that a majority of the meeting was spent discussing a value-based 
financial model.  Suggested that more time be dedicated to discussing a public utility model, as he 
believes that the long-term financial plan will need to be a combination of both. 


• Dr. Mike Saslow: Commented that the success of HIE hinges on political support, and gaining such 
support requires prompt visible impact on the public, specifically through improved quality of care.  
Also mentioned the importance of delivering EHR and interoperability capabilities to long-term care 
facilities. 


 


Out of Scope, But Needs Attention:  
• Nothing at this time.  


 


 


HITOC input: (to be completed after the November 4, 2010 HITOC meeting) 








 


HITOC HIO Executive Panel 


Summary Progress Report 


Workgroup Staff: Carol Robinson, Rochelle Graff, Miles Hochstein, Chris Coughlin, Julie Harrelson, John 
Hall, Oliver Droppers, Kahreen Tebeau 
Report Prepared by: Kahreen Tebeau 
Meeting Date: Oct. 28, 2010 
Primary Meeting Focus: HIE Accreditation Program 
Panel Members Present:  Laureen O’Brien  (by phone), Mark Hetz, Brian Ahier,  Lisa  Ladendorff, Matt 
Nightingale, Bob Power, Paul Matthews, Bob Adams, and Brent Eichman  
Panel Members Absent: William Winnenberg 
Other Attendees: BJ Cavnor (by phone), Christina Grijalva, Greg Fraser (HITOC), Kent Achterhof 


Progress Status Summary:  


• This was the second meeting of the HIO Executive Panel, which met initially at the Orientation 
on Sept. 29. Panel members discussed the HIE Accreditation Program, financing issues around 
HIE, and provided updates on the status of their HIE/HIO efforts. 


Discussion Highlights:  
 


1. Accreditation Program: The Panel members, with the workgroup members of the Accreditation 
Subcommittee, discussed issues around Oregon’s HIE Accreditation Program.  


a. The questions raised for follow‐up included: 
i. Will  the  accreditation  program  take  a  phased  approach,  with  more  stringent 


standards, requirements, and validation methods phased in over time? 
ii. What is the time frame for piloting the program and finalizing it? 
iii. What are the definitions of the entities that must be accredited? 
iv. Will there be a different set of standards for core versus ancillary services? 
v. Will there be a different set of standards for small‐scale/regional HIOs versus large‐


scale/statewide HIOs? 
vi. What will be  the  fee  for  accreditation? How will  this  fit  into  the overall  financial 


sustainability plan? 
vii. What are the overall benefits and costs of being accredited for an HIO?  


b. It was tentatively agreed that the Electronic Healthcare Network Accreditation Commission 
(EHNAC) criteria for HIE Accreditation is an adequate baseline standard for the Accreditation 
Program. However, Panel members  agreed  to  submit  additional  feedback  and/or  identify 
any concerns  they may have about  the criteria  to HITOC staff  for  further  review, and  this 
process has been initiated. It was also noted that Oregon should adapt to federal standards 
as those become available. 


c. Piloting the standards for the Accreditation Program: 
i. It was agreed that it will be important to pilot the standards. Self‐assessment by one 


or more Panel members using the EHNAC criteria was suggested and supported as 
an appropriate method for piloting the standards.  


d. The decision process for establishing the parameters of the HIE Accreditation Program: 
i. It was  determined  that  a  staff‐driven Accreditation  “Tiger  Team” will  be  formed, 


composed  of  the  workgroup  members  that  volunteered  for  the  Accreditation 
Subcommittee.  
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ii. Staff will perform analysis of the questions and other issues raised, draft a proposal 
for the Accreditation Program for review by the Tiger Team  in  late November, and 
submit a revised proposal to the HIO Panel in early December. 


iii. The staff and Tiger Team will also draw on input from the workgroups as needed.  
 


2. HIE Financing: The Panel discussed the article, “Health Information Exchange: Persistent Challenges 
and New Strategies” (by Vest and Gamm, 2010). The following points around HIE financing were 
raised during the discussion: 


a. The payment and operational models for healthcare are changing; some examples include 
the patient‐centered medical home, Accountable Care Organizations, and payment for 
outcomes.  HIOs will need to adapt their business models in light of these new healthcare 
models. 


b. There can be considerable risks to being an early adopter in terms of these newly emerging 
models in healthcare, including HIT adoption, so participants will need incentives to adopt 
such models. 


c. The public good/public utility model of HIE was discussed, as well as possible roles for the 
market and the public sector in developing and maintaining HIE as a potential public good. 


 


Meeting Outcomes: 


• Panel  members  will  provide  staff  with  feedback  on  the  EHNAC  HIE  Accreditation  Program 
criteria. 


• An  Accreditation  Tiger  Team  will  be  formed  to  continue  with  the  analysis  and  develop 
recommendations for the Accreditation Program.  


• Panel members and staff are informed of the status of the Panel members’ HIO/HIE efforts. 


 


Next Steps:  


• The next meeting of  the HIO  Executive  Panel will be  a  1‐2 hour webinar  in  early December. 
Discussion topics will include recommendations from the Accreditation Tiger Team.  


 


Challenges/Opportunities: 


• Developing a financially sustainable business model in a constantly evolving marketplace as well 
as a rapidly evolving and changing technological environment is a challenge for HIOs. 


• There may be opportunities  for HIOs  to expand previously geographically‐bounded operations 
into un‐geographically defined markets.  


 


Other Workgroup Interdependencies: 


• The Legal and Policy Workgroup’s discussions and recommendations around consent policy will 
be informed by the privacy & security standards proposed for the Accreditation Program. 


• The  fee  structure  proposed  for  the  Accreditation  Program  will  impact  the  analysis  and 
recommendations of the Finance Committee. 
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Public Comment: 


• Dr. M. Saslow: Dr. Saslow emphasized  the need  to deliver  short‐term,  tangible  results  to  the 
public if Oregon’s HIE efforts are to succeed and be sustainable. The public must be aware of the 
benefits of this public good if they are to support it.  


   


Out of Scope, But Needs Attention: 


• None at this time 


   


Recommendations to HITOC: 


• None at this time 


 








HITOC Consumer Advisory Panel Meeting


November 16, 2010







Agenda 
1:00 pm Welcome, introductions, and meeting outcomes


1:30 pm Review charter and guiding principles


1:45 pm Orientation to Strategic and Operational Plans


2:30 pm Update on Medicaid Transformation Grant


2:45 pm Workgroup Overview
»


 


Review consent policy language


3:45 pm


 


Next steps −


 


Carol Robinson 


4:00 pm Close 







Meeting Outcomes 
•


 
Review Charter and Guiding Principles


•
 


Provide overview of the Health Information Exchange 
Strategic and Operational plans


•
 


Overview of  Technology, Finance and Legal and Policy 
Workgroups


•
 


Review status of consent policy recommendation and 
provide feedback


•
 


Medicaid Transformation Grant –
 


Personal Health Record 
project







Consumer Advisory Panel Charter 


The charter of the Consumer Advisory Panel is to: 
•


 
Review planning work in progress and provide strategic 
input to HITOC regarding goals for statewide HIE based on 
the strategic and operational plans and work of the 
workgroups 


•
 


Provide a consumer perspective to HITOC 
•


 
Develop recommendations for specific goals, actions and 
timelines for the execution of the strategic and operational 
plans in the area of consumer education and 
communications 


•
 


Assess and provide input regarding potential opportunities, 
risks and challenges 







Public Meeting Laws


•
 


Intended to ensure meetings of governing bodies are:
–


 
Open to public


–
 


Public has notice of time and place of meetings
–


 
Notice includes list of topics anticipated to be considered 


 at the meeting (e.g. Agenda)
–


 
Meetings are accessible to persons wishing to attend


–
 


Required to provide written minutes or


 
provide recording 


 of the meeting (e.g. digital recording)
•


 
Governing bodies voluntarily may allow limited public 


 participation at meetings
•


 
Presiding office or chair is responsible for the efficient and 


 orderly conduct of a meeting







Meeting Logistics
•


 


We will be providing materials for the Orientation on a flash drive


 


to reduce 


 environmental impact of printing and give you convenient access and a way 


 to store documents


•


 


All subsequent meeting materials will be e‐mailed to you prior to each 


 meeting, for you to save or print


 


as desired


•


 


Summaries


 


of the discussions from each meeting will be provided to each 


 workgroup with the next meeting’s materials


•


 


A teleconference/webinar


 


will be made available in the event that a 


 workgroup member is not able to attend a meeting in person, but physical 


 attendance is encouraged to the greatest extent possible







Guiding and Working Principles


Guiding Principles (amended March 2010):


1.


 


We will operate in collaboration and partnership between the private and 


 public sectors, leveraging current investments where possible  


2.


 


We will be transparent in our work and inclusive of stakeholder input 


3.


 


We will only support flexible solutions that meet or exceed evolving best‐


 practices, national and industry standards


4.


 


We will adopt policies that protect the integrity, availability,


 


privacy, 


 security and confidentiality of the consumer’s health information


5.


 


We will employ strategies that assist consumers and providers in


 


making 


 informed health decisions


6.


 


We will identify and align incentives for all stakeholders for the purposes of 


 improving the quality and efficiency of health care in Oregon and across 


 our borders







Guiding and Working Principles


Working Principles (adopted 11/5/09):


The members of HITOC will:


–


 


Make meeting attendance a priority


–


 


Conduct regular progress evaluations


–


 


Start and end meetings on time


–


 


Respect the agenda and agenda timelines


–


 


Come to the meetings prepared and versant with materials


–


 


Bring notebooks and associated materials to meetings


–


 


Be responsive to requests between meetings


–


 


Represent the public good not just our respective organizations


–


 


Build trust by assuming we are all operating for the good of Oregon


–


 


Be able to disagree and commit going forward


–


 


Use a dialogue and consensus based process







Overview of Health Information Exchange: Strategic 
and Operational Plans for Oregon 


1.
 


What is “HIE”?


2.
 


Core components of Oregon’s HIE Plans


3.
 


Oregon’s technology approach to achieving statewide HIE


4.
 


Oregon’s phased approach to achieving statewide  HIE







What is “HIE”? 


1.
 


HIE stands for “health information exchange”


2.
 


HIE is a method for sharing patient health information with 
those who are authorized and need it, such as:
1.


 


Medical providers, in order to provide treatment to you
2.


 


Insurers, to pay for your medical treatment


3.
 


HIE happens through the use of an Electronic Health 
Record (EHR) in your provider’s office. With the 
appropriate EHR technology, and with the necessary 
technical infrastructure in place, EHRs can “communicate”


 with other EHRs, sending your health information 
electronically and securely to those who are authorized.







•
 


“To improve the quality of 
our health care while 
lowering its cost, we will 
make the immediate 
investments necessary to 
ensure that within five years, 
all of America’s medical 
records are computerized …


 It just won’t save billions of 
dollars and thousands of 
jobs –


 
it will save lives.”


 (January 5, 2009)











Health Information Exchange and 
Health Reform Goals
•


 
Better information in the hands of patients for more 
informed health decision making


•
 


Better information in the hands of providers at the point 
of care 


•
 


Provide infrastructure and capabilities for providers to 
achieve meaningful use and receive incentive payments


•
 


Support Public Health surveillance initiatives 
•


 
Provide data to the Oregon Health Authority, 
stakeholders and to Legislators to inform policy choices 
to increase quality, improve patient safety and contain 
rising health care costs
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Core Components of 
Oregon’s HIE Strategic Plan
•


 
Incremental phased approach


•
 


Support local health information organizations 
(“HIOs”, the entities that provide or facilitate exchange 
services for HIE)


•
 


Light central services: The state or an entity designated 
by the state will provide certain “central”


 
services, to 


facilitate HIE across the state and across state lines
•


 
Standards and Accreditation: To ensure that all HIOs 
are held to the same privacy, security, technical, and other 
standards


•
 


Role of the State: Communicate, coordinate, facilitate 
(evolving through the phases), oversight, risk mitigation 
and coverage of gaps.







HIE Technical Architecture
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HIE Example
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1.
 


Dr. Alice sees Patient in clinical setting.
2.


 
Dr. Alice decides to refer Patient to Dr. Bob.


3.
 


Dr. Alice sends pertinent Patient information to Dr. 
Bob.


–


 


Provider & HIE Registries = “White Pages”


 


& “Yellow Pages”
–


 


Trust Services enable Dr. Alice to encrypt and sign Patient information
–


 


Push Services to allow for transport of Patient information


1.
 


Dr. Bob receives Patient’s information from Dr. 
Alice.


–


 


Dr.  Bob uses the Registries & Trust Services to decrypt and validate the 


 
received Patient information







The Phased Approach: Phase 1


•


 


Develop and set HIE policies, requirements, standards and 
agreements through the existing HITOC and Oregon Health 
Authority mechanisms, and begin implementing technology to 
ensure providers can meet Meaningful Use in 2011.  Standards will 
include:


–


 


Privacy and security requirements 


–


 


Appropriate standards for data exchange


–


 


Operational requirements for HIE that will allow providers to report 


 on and receive payment for meaningful use


–


 


Architecture, business and sustainability requirements


–


 


Public health reporting


–


 


Other data and reporting requirements deemed necessary 
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The Phased Approach: Phase 2 and Ongoing


A non-profit state designated entity (SDE) will be designated to serve


 


as a 
central contracting point for data use and business associate agreements with 
regional and local HIOs and data providers. Specific roles of the SDE will 
include:
• Convening and coordinating with regional and local HIOs
• Implementing and monitoring statewide standards and policies
• Advising regional and local HIOs on HIE architecture and sustainability  
strategies


• Assuring statewide HIE coverage through two possible mechanisms:
•


 


Internal HIE operations, and/or
•


 


Local/community HIO compliance
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Community Meetings and 
Public Input on the Strategic Plan


•


 


From June 17 through July 14, 2010, the HIE Planning Team analyzed over 


 150 comments from more than 100 individuals and organizations


 


on the 


 Draft HIE Strategic Plan


•


 


Feedback was received via a diversity of forums, including the HITOC 


 Public Meeting in Portland (June 17), five community meetings held across 


 the state, a public webinar (July 8), and via e‐mail submitted to 


 hitoc.info@state.or.us


•


 


A full list of individual comments and feedback has been compiled, is 


 included in the flash drive, and is available as a public document 


•


 


While several public comments resulted in changes to the Strategic Plan, 


 others have been given to the appropriate workgroup, panel, or other 


 forum to inform Phase 1 planning activities
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Current Status


•
 


Strategic and Operational Plans are the foundation of the 


 work for the next phase


•
 


HITOC has approved Plans and is in agreement to move 


 forward as outlined in the Plans


•
 


ONC is reviewing


•
 


Workgroups and Panels are meeting to provide input to  


 HITOC on Phase 1 decisions







Update on Medicaid Transformation Grant







Workgroups 
and 
Panels







GROUP TYPE RESPONSIBILITY


Technology 
Workgroup


•


 


HIE Standards
•


 


Technology definition of HIE Central Services
•


 


Provide technology input and perform other projects, as needed


Finance 
Workgroup


•


 


Value propositions of Central HIE Services
•


 


Financial sustainability plan for HIE Services
•


 


Review impacts of financing plan on Legislative proposals


Legal and Policy 
Workgroup


•


 


Develop long-term consent model for HIE in Oregon
•


 


Recommendations for oversight and accountability, including privacy and security 
standards and mechanisms for monitoring and enforcement 


•


 


Policy/Other


HIO Executive 
Panel


•


 


Forum for sharing of best practices around HIE
•


 


Serve as a conduit for collaboration and coordination of intrastate and interstate 
HIE services including HIE gap assessment and mitigation activities


Consumer 
Advisory Panel


•


 


Provide a consumer perspective to HITOC 
•


 


Develop recommendations for specific goals, actions and timelines for the 
execution of  the strategic and operational plans in the area of consumer 
education and communications 


•


 


Assess and provide input regarding potential opportunities, risks and challenges 


HITOC Workgroups and Advisory Panels
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Privacy and 
Security:
Implications for 
Patient Consent







Specially protected health information (SPHI)


Oregon’s SPHI:
–


 


Oregon state law requires explicit, written patient authorization for 
the disclosure of the following information for treatment, payment, 
and healthcare operations:


•


 


Patient medical records held by certain state-funded mental health 
and substance abuse treatment facilities (ORS 179.505)


•


 


HIV negative test results


Federal:
–


 


The federal government requires explicit, written patient 
authorization for the disclosure of the following information for 
treatment, payment, and healthcare operations:


•


 


Patient medical records held by certain federally-funded substance 
abuse treatment programs  (42 CFR Part 2)







HIPAA: Health Insurance Portability and 
Accountability Act


The HIPAA Privacy Rule permits “covered entities”


 
(i.e. medical 


providers, health plans) to use and disclose protected health 


information (PHI) without written patient  authorization for 


purposes related to medical treatment, payment for medical 


treatment, and health care operations. 
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HHS Privacy and Security Framework


1) Individual Access 
2) Right to Dispute and Correction
3) Openness and Transparency
4) Individual Choice
5) Limitation on Collection, Use, and Disclosure to a 


specified purpose
6) Data Quality and Integrity
7) Safeguards
8) Accountability







ONC Privacy & Security Tiger Team- 
Draft Recommendations around Patient Consent


•
 


The Tiger Team recommendations are based on fair 
information practices, as embodied in the HHS Privacy & 
Security Framework


•
 


The Tiger Team was asked for specific 
recommendations around patient consent, including:
–


 


Ability of the patient to consent to participation in identifiable health 


 information exchange at a general level (i.e., yes or no)


–


 


The ability of technology to support more granular patient consents 


 (i.e., authorizing exchange of specific pieces of information while 


 excluding other records)







ONC Privacy & Security Tiger Team- 
Draft Recommendations around Patient Consent


•
 


Re: Ability of the patient to consent to participation in 
identifiable health information exchange at a general 
level (i.e., yes or no):
–


 


Tiger Team Recommendation: “Assuming Fair Information Practices 


 are followed, directed exchange for treatment does not require 


 additional patient consent beyond what is required in current law or 


 what has been customary practice.”


–


 


“Directed exchange”


 


is defined as being from one provider to another, 


 even if through an intermediary service provider, if the sending


 provider has choice and control over whether the patient record is 


 sent.







ONC Privacy & Security Tiger Team- 
Draft Recommendations around Patient Consent


•
 


Re: The ability of technology to support more granular 
patient consents (i.e., authorizing exchange of specific 
pieces of information while excluding other records):
–


 


The Tiger Team learned that the filtering methodologies are still evolving 


 and improving, but that challenges remain, particularly in creating filters 


 that can remove any associated or related information not traditionally 


 codified in standard or structured ways.


–


 


Most of the commercial EHR systems today do not provide this filtering 


 capability on an individual basis. 


–


 


Preventing what may be a downstream clinical inference is clearly a 


 remaining challenge and beyond the state of the art today. Even with 


 the best filtering it is hard to guarantee against “leaks”


 


[of sensitive or 


 specially protected health information]. 







Language around consent policy 
for HIE in Oregon
The Legal and Policy Workgroup would like the Consumer Advisory Panel’s 
feedback around the following potential consent policy language:
“Under HIPAA and Oregon law, individuals are not required to specifically 
authorize or consent to the sharing of protected health information (with the 
exception of HIV negative test results, and records held by certain state and 
federally funded mental health and substance abuse treatment facilities) for 
certain fundamental purposes, principally for medical treatment, payment for 
medical treatment, and health care operations. It is not clear that 
authorization should be required for sharing of information for an already 
authorized purpose, if the only reason is that the sharing is through an 
electronic medium.”







Next Step on Consent Policy


•
 


The Legal and Policy Workgroup will review the 
feedback from the Consumer Advisory Panel at its next 
meeting on November 17 and hopes to finalize a 
recommendation that can be considered at the 
December HITOC meeting 







Next Steps for Consumer Advisory Panel


Next Quarterly Meeting: January 27, 2011, 1 – 4 pm


Interim conference call?


Possible Upcoming Topics:
Opportunities for outreach
Messages for consumers about benefits and risks
Security standards and enforcement mechanisms
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Resources


•


 


HITOC: http://www.oregon.gov/OHPPR/HITOC/index.shtml
(HIE Strategic and Operational Plans, meeting materials, list serve, other reports)


•


 


O-HITEC: http://o-hitec.org/
(Oregon’s Regional Extension Center for technical assistance relating to


 


EHR 
adoption and meeting Meaningful Use)


•


 


Oregon Health Network: http://www.oregonhealthnet.org/
(Executing on FCC Grant for Broadband expansion)


•


 


Oregon Medicaid HIT: http://www.oregon.gov/DHS/mhit/index.shtml
(Planning for State Medicaid HIT Plan with 90/10 funding for HIT/HIE)


•


 


CMS Incentives: http://www.cms.gov/EHrIncentivePrograms/
(Medicaid and Medicare payment incentive programs for Meaningful


 


Use of EHRs 
•


 


Office of the National Coordinator for Health IT: 
http://healthit.hhs.gov/portal/server.pt/community/healthit_hhs_gov__home/1204
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http://www.oregon.gov/DHS/mhit/index.shtml
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http://healthit.hhs.gov/portal/server.pt/community/healthit_hhs_gov__home/1204





Questions or Comments:


Carol Robinson
State Coordinator, Health Information Technology


Director, HITOC
carol.robinson@state.or.us


503-373-1817 (office)
503-856-6662 (cell)
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