Health Information Technology Oversight Council
Finance Workgroup
Wednesday, November 10, 2010, 1-5 pm
Planned Parenthood Columbia Willamette, Board Room
3727 NW Martin Luther King Jr. Bivd
Portland OR 97212

Meeting Agenda

Meeting Outcomes

1:00 pm
1:10 pm

1:15 pm

1:45 pm

3:00 pm
3:15 pm
4:30 pm
4:45 pm

5:00 pm

Understanding the rationale for statewide core and ancillary HIE services
Understanding trends and expected scope of local HIO services

Confirm value propositions for statewide HIE services

Confirm financing options for start-up, value-based and utility services
Reactions to rough five year cost estimates

Opening
Meeting outcomes

Updates
* ONC feedback on Oregon Strategic and Operational Plans
Technology and Legal/Policy Work Groups
HIO Executive Panel Input
Accreditation program discussions
HITOC

HIE services: rationale and scope: joint discussion with Technology Work Group members
*  ONC expectations of State HIE and Medicaid HIT plans
e Evolving market developments (national, local HIOs)
* Core services: provider directory, participant directory, trust services, push services
o Definition

o Value
o Costrange
o Timing

* Ancillary services: record locator service, quality and public health reporting, NHIN
gateway, record access audit, PHR data export
o Definition

o Value
o Costrange
o Timing

e Gap issues: geographic, functional; performance risks/failures, market changes
* Accreditation

Break

HIE services exercise: beneficiaries, value propositions
Public Comment

Preview of next meeting

Close
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Agenda

* Review inputs from other Workgroups, HIE Executive
Panel, and HITOC

o Updates: ONC feedback, Accreditation program
discussions

e Discuss rationale and scope of HIE services
e HIE services exercise

* Discuss central HIE service costs, financing mechanisms
for HIE services, and financing criteria for sustainability

e Closing

Health

Author ity





Meeting Outcomes

* Understanding the rationale for statewide core and
ancillary HIE services

e Understanding trends and expected scope of local HIO
services

e Confirm value propositions for statewide HIE services

« Confirm financing options for start-up, value-based and
utility services

* Reactions to rough five year cost estimates
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Financial Sustainability Elements

Gaps & Risks

ONC

Regulations%
Sustainability
Technology @
Considerations

National & Local Other Qm(,(m
Developments ]—[ ltl l

Financial

Legal & Policy
Considerations

Financial
@ Considerations
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Updates

 ONC feedback on Oregon Strategic and Operational
Plans

 Technology and Legal/Policy Workgroups
 HIO Executive Panel input

« Accreditation program discussions

e HITOC
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HIE Services: Rationale and Scope

ONC expectations of State HIE and Medicaid HIT plans

Evolving market developments (national, local HIOs)

Core services:

— Provider directory, participant directory, trust services, push services

Ancillary services:

— Record locator service, quality and public health reporting, NHIN

gateway, record access audit, PHR data export
| I Oregon lt I
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HIE Services (contd.)

o Gap issues:
— Geographic, functional
— Performance risks/failures
— Recent developments
— Need/role of pseudo-HIO

e Accreditation

Health
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Oregon’s Statewide HIE Technology
Strategy

e Focuses on:

— Facilitating HIE by enabling basic communication of health
Information using a set of core services and standards

— Enhancing HIE through a set of ancillary, shared services

o Characteristics
— Federated, leveraging existing efforts and investments
— Central services: Core and Ancillary
— National and industry-based standards
— Phased, with incremental and iterative delivery

Health
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ONC Common Set of Principles for HIE
iIncluding State HIE programs— (PIN-01)

e Support privacy and security
e Focus on desired outcomes, especially MU of EHRs

e Support HIE services and adoption for all relevant
stakeholder organization, including providers in small
practices, across a broad range of uses and scenarios

— Ensure options are available to all eligible providers in the state who
seek to meet Stage 1 MU requirements for HIE in 2011

* Be operationally feasible and achievable, building on
what is already working

 Remain vigilant and adapt to emerging trends on what is

already working
HOreU(m l th

 Foster innovation
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We propose that states pursue | < a5
a gap-filling strategy, building on Ed Ee %{é g &

existing exchange in the market
HEALTH INFORMATION EXCHANGE INFRASTRUCTURE

Aggregation and Analytic Services
Public health Reporting, Quality Measurement, Research

Value-Added Services : Comprehensive
_ PatientPortal || Comprehensive || comoraneneive || Iteroperabitty
_ Record Locator Service || Interoperability || jutaroperability || Services (RHIO)
" Master Patient index || Semices (RHIQ) Services
o e |
_Transformation Service

NHIN EXCHANGE
Secure Routing Services (NHIN DIRECT)

Openly Available Core Services: Provider Directories, |D Assurance

Policy Support for Exchange (Providers, Labs, Health Plans, Pharmacies)






Evolving Market Developments

« National
— EHR vendors connecting customers: e.g., Epic CareEverywhere
— New/emerging alliances: e.g., SureScripts/Kryptic
— HIE vendors - evolving products and services
— Mergers and acquisitions
— Project DIRECT and ~ vendor models

e QOregon
— Local HIOs evolving around IDNs and collaborations
— Epic dominance in Portland area (and Salem)
— Variable development of services (functions & scope)

Health
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HIE Technology Architecture

Registries Public Health
Immunizations Labs

State Agency
HIO

MMIS

Provider | Other
Registry Services
Pseudo HIO

Practices in Areas
With No HIO

a’a il
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HIE Technical Architecture

HIE Standards

\ / B statewide
. T M Hi0-Proprietary
HIE Participant 4—»‘ HIE Participant AN Ecirags

HIE Participant /
HIO ‘/ NHIN

HIE Participant ~ <—>{ Participant Exchange

Y  / f

Central HIE Services

Core Services

| HIE Participant 4—»‘ HIE Participant

A

HIE Participant

) Push Services Provider Registry ’ HIE Registry ) Trust Services
Potential Additional Services
Record/Patient Public ; NHIN
Lookup Health ‘ Quality ‘ PHR Local HIO ‘ Gateway
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HIE Core Services

* Regqistries
— Provider Registry
e Adirectory of qualified health care providers within the state of Oregon
— HIE Regqistry

e Adirectory of qualified HIE Participants, may be within the state or other participants that
have met the qualification criteria

e Trust Services
— Services that verify and authenticate HIE Participants

— Trust services refer to the policies and technologies put in place to authenticate:

e The identity of the parties to an exchange: ensuring the sender and receiver are who they claim
they are

* The security of the transmission: ensuring that no one but the sender or the receiver can access
the data

* The integrity of the data: ensuring that the data has not been opened or tampered with in
transit by an outside party

e Push Services
— Services that allow for health information to be transmitted to a health

information exchange participant
| I Oregon lt I
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Keeping in mind the need for secure
and reliable transport of health
iInformation between unaffiliated
participants, let us consider the

following...
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HIE Example

1. Dr. Alice sees Patient in clinical setting.
2. Dr. Alice decides to refer Patient to Dr. Bob.

3. Dr. Alice sends pertinent Patient information to Dr.

Bob.

—  Provider & HIE Registries = “White Pages” & “Yellow Pages”
—  Trust Services enable Dr. Alice to encrypt and sign Patient information
—  Push Services to allow for transport of Patient information

1. Dr. Bob receives Patient’s information from Dr.

Alice.
[— Dr. Bob uses the Registries & Trust Services to decrypt and validate thi

received Patient information
| I Oregon lt I
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HIE Example — No Registries

1. Dr. Alice sees Patient in clinical setting.
2. Dr. Alice decides to refer Patient to Dr. Bob.

3. Dr. Alice sends pertinent Patient information to Dr.

Bob.
{— No Provider or HIE Registries = Can’t find Dr. Bob to send information}

—  Trust Services enable Dr. Alice to encrypt and sign Patient information
—  Push Services to allow for transport of Patient information

1. Dr. Bob does not receive Patient’s information from
Dr. Alice.

[— Dr. Bob does not receive Patient information from Dr. Alice }

Health
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HIE Example Case — No Trust Services

1. Dr. Alice sees Patient in clinical setting.
2. Dr. Alice decides to refer Patient to Dr. Bob.

3. Dr. Alice sends pertinent Patient information to Dr. Bob.
— Provider & HIE Registries = “White Pages” & “Yellow Pages”
— No Trust Services = Dr. Alice cannot encrypt and secure Patient information
— Push Services to allow for transport of Patient information

1. Dr. Bob receives Patient’s information from Dr. Alice.

[— Dr. Bob receives unencrypted and unsecured Patient information from Dr. AIic?

— Dr. Bob cannot trust Patient information received from Dr. Alice

Health
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HIE Example Case — No Push Services

1. Dr. Alice sees Patient in clinical setting.
2. Dr. Alice decides to refer Patient to Dr. Bob.

1. Dr. Alice sends pertinent Patient information to Dr.

Bob.

—  Provider & HIE Registries = “White Pages” & “Yellow Pages”
—  Trust Services enable Dr. Alice to encrypt and sign Patient information
—  Dr. Alice cannot transport Patient information to Dr. Bob

1. Dr. Bob does not receive Patient’s information from
Dr. Alice.

{— Dr. Bob does not receive Patient information from Dr. Alice }

Health
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Direct Project Abstract Model —

(NHIN Direct)

Sender to
Sender’'s HISP

Sender’'s HISP to

Receilver's HISP

Routing
Information
Directony

2

Locate
Receivers HISP
Address

Recejver's HISP
to Receiver

Pushthe ~enders Push the MECeivers Getthe
Message HISP Meszage HISP Message
E - E : Recaiver
""""""""""""""""""""""" " :-'"-'I'I'I"'"."r""'"""'"-'-m'""r."' ':'"m'r."""-“-""""""“1'""
The Drrecr Project Abstract Model

Source: http://nhindirect.org/file/view/DirectProjectOverview.pdf

Health

20

Authority






Registries

« HIE registry: directory of all HIE participants

— Provides necessary information to initiate routing and delivery of
health information from one party within an HIE participant
organization to another party within another HIE participant
organization

* Provider registry: comprehensive directory of all
providers in state

— Enables matching between providers and HIE participants (i.e. it
provides a mechanism to determine through which HIE participants
information might be routed to a provider)

Health
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Provider Registry: HIE Value

 Enhanced privacy and security through better provider
verification practices

« Elimination of errors and inconsistencies in existing
provider data files

* Improved speed and user-friendliness of HIE enrollment
process through use of directory information to pre-
populate enroliment applications

* Achieving meaningful use — using directory’s look-up and
secure routing functions for e-prescribing and sharing of

lab results and summary care reports
| I Oregon lth
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Provider and HIE Registry: Oregon

e EXxisting Provider Indexes
— Health plan provider panels, credentialing

— Claims processing/management. MMIS, health plans

— Immunization program
— E-prescribing systems
« Developing Provider Indexes
— Prescription Drug Monitoring Program
— All payer all claim data base
— Registry for Medicaid incentive payments
— POLST program

 Resource to support local HIOs, communication between

nodes

He
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Trust Services: Definition

* Policies and technologies to authenticate (1) identity of
parties in an exchange, (2) security of transmission, and
(3) integrity of the data.

o Certificate technology

— Digital certificate (aka digital credential or digital signature) issued to
each entity in HIE - validates identity and security of exchange

technology
— Alerts receiver if data intercepted, opened, and/or altered in transit

Health
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Trust Services: HIE Value

* Providers making treatment decisions based on data they
have received can be sure that data has not been altered in
transit- patient safety and provider security are enhanced.

e Being sure of the organizations with which you’re sharing data
Is essential for complying with HIPAA and other relevant
privacy laws.

« Successful HIE requires that all parties involved, including
patients, have trust in the system- authentication is essential
In building that trust

 Reduced legal liability and risk for all parties

« Centralized trust services enhance the security and
confidence in the system, because the standards, criteria,
technology, and authority of the digital certificates are

uniformly applied and known to all parties.
HOreU(m l th
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Push Services: Definition

« Enables direct transport of health information from one
HIE participant to another over the Internet
— “Message’-based as opposed to “Query”-based
— “Push” versus “Pull”

 Beyond the Registries and Trust Services, consists of
policies and technologies required to facilitate
messaging.
— Dependent on selected standards for “Push”
— National standard: the Direct Project
— Technology Workgroup to consider standards Nov 18

Health
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Oregon Phasing

 Phase 1: September 2010 — December 2011

— Technology RFP, acquisition, implement

— Implement push to support meaningful use

— Legislative: consent, SDE, sustainability, other
— Establish SDE

 Phase 2: January 2012 —

— SDE operational
— Stabilize push and central services

 Phase 2: Ongoing, in alignment with Stage 2&3

Meaningful Use rules
— Support push and pull services
— Expand ancillary services and revenues

He

Oregon l th

Author ity





28

Break

Health






Financial Sustainability Elements

Gaps & Risks

ONC
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HIE Services Exercise
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Core Services

Proposition

Core:
Registries

Core: Trust
Services

Core: Push
Services

Ancillary
Services






HIE Value Propositions — Examples

Stakeholder

Patients

Employers

Health Plans

Hospitals

Providers

Public Health

Reduced cost of care due to duplicative tests

Improved efficiency and safety of care due to information sharing between providers and
institutions

Better care and quality of health and life

Reduced costs and productivity loss related to avoided services
Improved continuity of care reduces longer-term health care costs

Savings from services avoided due to information available at the time of service
Savings from increased use of standardized electronic transactions

Access to prior medical history data from other sources
Savings on uncompensated care related to unnecessary or avoidable services
Achieve meaningful use and maximize incentive payments

Access to prior medical history data from other sources

Achieve meaningful use and maximize incentive payments

Improved efficiency of care due to information sharing between providers and institutions
Better care and care coordination and chronic disease management

Improved reporting rates and alerting
Improved care coordination and immunization rates will improve population health

Health
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Potential Savings/Incentive Payments

Estimated Savings Oregon Totals (000s)

Low Med High
Total Estimated Avoided Services Savings $55,737.0 $65,745.9 $90,693.3
Total Estimated Productivity Savings $33,331.5 $33,331.5 $33,331.5
Total Estimated Savings $89,068.5 $99,077.3 $124,024.8

Potential Hospital Incentive Payments

Oregon Hospitals

Medicare First

Medicaid First

Potential Medicare Potential Medicaid

Year Potential Year Potential Incentive Incentive
Incentive Incentive Payments Payments over 4
Payments Payments over 4 yrs yrs
(000s) (000s) (000s) (000s)
Total Potential Incentive Payments
for 49 eligible hospitals $57,254 $24,442 $143,136 $61,106

Estimated Percentage of Oregon Physicians Potentially Eligible for Incentive Payments

Private Clinic or

% of Physicians with Sufficient Volume (1)

Office

Community & Public
Health Clinics

Hospital-based
Ambulatory Care
Clinics

Either Medicare or Medicaid

80.7%

97.7%

Potential: >$135 million [3000 EPs]

95.7%

Authority
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Administrative ltems to Address

e Public Testimony
e Meeting Critique
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Next Steps

* Next Finance WG meeting:
Tuesday, November 23, 2010
1-5pm PT

1225 Ferry Street

Mt. Mazama Room

Salem, OR

Next Meeting: Draft cost and revenue projections, financing

options and issues
| I Oregon lth
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Legal and Policy Workgroup
Summary Progress Report

Workgroup Staff: Carol Robinson, Chris Coughlin, Kahreen Tebeau, Miles Hochstein, Julie Harrelson
Report Prepared by: Kahreen Tebeau

Meeting date: October 12, 2010

Workgroup Members Present: Gwen Dayton, BJ Cavnor, David Greenberg, Anne Greer, Christina
Grijalva, Gwen Jimenez, Shawn Messick, Glendora Raby, Lynne Shoemaker, Thomas Yackel, Joe
Greenman

Workgroup Members Absent: Rus Hargrave, Frances Storrs, Robert Thomson

Other Attendees: Marie Laper (HITOC); Andrea Meyer

Progress Status Summary:
The Legal and Policy Workgroup was presented with and discussed background information to help
determine answers to the following set of questions to provide input to HITOC at the November HITOC
meeting:

e How should SPHI be handled within a long term consent model for Oregon?

e What, if any, legislative proposals to adjust Oregon’s SPHI should be brought forward to achieve
the goals of Oregon’s HIE (clinical quality, patient safety, containing the cost of healthcare, etc.)?

 What operational components are critical to ensure that the consent policy is implemented
successfully?

» How will any consent policy impact the availability of PHI at the point of care, cost of technical
implementation, and the broad participation of consumers within Oregon’s HIE?

Discussion Highlights:
1. HIPAA: The scope of what it permits and applies to:
a. Purposes: treatment, payment, and healthcare operations (TPO)

b. Covered entities: providers, insurers, and those who have business associate agreements
with covered entities

c. Data type: Individually identifiable data only; not de-identified data

d. Gives equal protection to all protected health information, except psychotherapy notes, which
it does not permit to be exchanged without authorization

2. Specially protected health information (SPHI):

a. Articulation of the concerns and risks related to SPHI being unavailable to treating providers,
including potential drug interactions, allergies, and the general necessity of having all
possible health related information on a patient in order to make informed treatment decisions

b. Clearly defining how and when SPHI statutes/administrative rules impose restrictions on the
exchange of information for purposes permitted by HIPAA. The data/records that cannot be
exchanged in Oregon for TPO are:

HIE Legal and Policy Workgroup 1
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C.

i. Substance abuse in federally-funded treatment programs (from federal regulation 42
CFR part 2)

ii. Mental health or substance abuse in specified state-funded programs (ORS 179.505)
iii. HIV test results:

1. Conflict of state statute and rule regulating the disclosure of HIV test results
has resulted in a situation whereby it may be permitted to disclose HIV
positive test results for TPO without patient consent, but not HIV negative
test results. Because of this conflict and the confusion around this, state-level
legislative changes are needed to create a consistent policy around HIV test
results disclosure. Until that legislative clarity is established, many providers
will not consider it permissible to disclose any HIV test results without patient
consent.

Patient control, preferences, and needs, versus doctor control, preferences, and needs
pertaining to the sharing of SPHI

3. Culture:

a.

How practice, policy, and/or interpretation of law (HIPAA and Oregon’s SPHI) often differ
from, and are more restrictive than, actual legal requirements

Providers tend to err on the side of not sharing data without patient consent, even when it is
permitted by law, because of the uncertainty and difficulty of interpreting statute, practices
that developed before HIPAA was established, and the fear of violating HIPAA and Oregon’s
SPHI laws.

4. Consent policy:

a.

The importance of the technology strategy (repository vs. federated models) as a variable
influencing the appropriateness of any consent model, and particularly how to treat SPHI

How the consent policy will be incorporated as a standard in the Accreditation Program: will
the consent policy adopted by HITOC be a floor or a ceiling in terms of the policies that
organizations will be permitted to implement?

Defining the applicable scope in terms of time horizon and use cases:

i. We're focusing on meeting meaningful use for 2011-2012, which requires exchange
of patient care summaries across unaffiliated organizations, for the initial phase of
our HIE efforts. Later we will examine and develop policies applicable to pull
technologies and other entities outside the health care system (e.g. public health and
law enforcement).

ii. Secondary use cases, such as quality reporting, clinical research, and public health
efforts, raise important questions about desired goals and how to accommodate
these goals in the current consent discussion and policy.

Meeting Outcomes:

1. The Workgroup members have a thorough and detailed understanding of:

a.

HIPAA

HIE Legal and Policy Workgroup 2
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b. Federal and Oregon-specific SPHI, and the variety of interpretations, practices, and policies
around these laws and regulations

c. Background work and guiding principles around consent and SPHI, including HIIAC's role,
Oregon’s HISPC work, the Markle Foundation Principles, and the US Dept. of Health and
Human Services Privacy and Security Framework

d. The questions the Workgroup will have to develop recommendations around for HITOC by
the conclusion of the October 20 meeting

2. The Workgroup’s informational needs around technology, timing, and the Accreditation Program were
communicated to staff, who will provide the Workgroup with the necessary information prior to or at
the October 20 meeting, including a presentation by John Hall on the technology strategy.

3. Selection of two members, BJ Cavnor and Christina Grijalva, to serve on the Accreditation
Subcommittee meeting on Oct. 28. David Greenberg may be interested and available to join the
subcommittee as well. He will know before the next meeting.

Next Steps:

0 The next meeting, on October 20, 2010, will consist of further discussion, and ultimately
recommendations, on the consent model, how SPHI will be handled within that consent model,
legislative proposals (if any), as well as the operational components of the recommended consent

policy.

Challenges/Opportunities:

0 Aggressive timeline to develop consent policy due to cooperative agreement requirements and
Oregon legislative schedule

Other Workgroup Interdependencies:

0 The consent model will impact the technology architecture that is purchased, which will also affect
and be affected by finance.

Public Comment:

0 Andrea Meyer, ACLU: The ACLU’s interest in this is that it is a privacy issue. Consumer
representation in this process needs to be expanded. The ACLU doesn't oppose HIE, but medical
information breaches happen. The ACLU is concerned about the Opt Out strategy, and the 2011
legislative timeline being a constraining factor. There’s concern about treatment being withheld if a
patient chooses to Opt Out. Patients’ rights and remedies need to be addressed.

Out of Scope, But Needs Attention:

o0 Electronic data retention standards for protected health information in Oregon

HITOC input: (to be completed after the November HITOC meeting)

HIE Legal and Policy Workgroup 3
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HITOC Workgroup: Technology Workgroup

Summary Progress Report

Workgroup Staff: John Hall, Mindy Montgomery, Oliver Droppers

Report Prepared by: Oliver Droppers

Meeting Date: 10/13/2010

Primary Meeting Focus: Gather Feedback on HIE Core Services Requirements

Workgroup Members Present: Brian Ahier (Chair), Aaron Karjala (Vice Chair), Ellen Larsen, Eric
McLaughlin, Hongcheng Zhao, JA Magnuson, John Dunn, Kent Achterhof,

Mary Moore, Patricia VanDyke, Paul Matthews, Leeta Anderson

Workgroup Members Absent: Dick Taylor

Other Meeting Attendees: three members of the public

Progress Status Summary:

Purpose of the meeting was to continue orienting members to the Oregon’s strategic plan and set the
foundation for the work ahead. John Hall facilitated the meeting with the intent for workgroup members to
develop a common understanding of Oregon’s technology landscape and HIE context. Specific targeted
outcomes for the meeting was to identify and gather feedback on HIE Core Services requirements, and
identify Accreditation Subcommittee members.

Discussion Highlights:

¢ Initial workgroup deliverables for the Tech WG will be made under aggressive timeframe and
deadlines with interdependencies among the other workgroups.

e Review key terminology and concepts.

e Highlighted the importance of using agreed upon key terminology as the workgroup moves forward.

e Concepts reviewed and discussed included: HIE, HIE Participant, Health Information Organization
(HIO), HIE Core Services, HIE Centralized Services, and HIE Ancillary Services.

e Discussion around “Provider Directory.” Question as to whether the State of Oregon might provide
access to other states’ provider directories, for example, as a core service. Additional topics related
to provider directory included:

0 Would Oregon limit the provider directory to only Oregon providers or include/allow providers
from other states to participate? Could a core service be providing connectivity for providers
across borders?

o0 Providers nested within organizations are an important issue and could impact the state’s
ability to monitor clinical quality measures, at the individual provider level.

o0 Need to consider that when dealing with provider directory services, that will help facilitate
HIE process, also need to consider how provider indexes will function in the broader
environment.

¢ Recognize the need to work closely with the Finance Workgroup to complete the ONC financial
sustainability plan for HIE in Oregon.

e Environment is very fluid around HIE, want to allow the marketplace to evolve, federated approach to
statewide technology architecture, use of national and industry standards wherever possible and
practical.

¢ Review Oregon’s proposed HIE technology architecture.

o0 Important not to over specialize standards in Oregon or create Oregon standards that are
different from proposed national standards.

o Discussion as to what are the minimum and maximum standards for robust HIE? If Oregon
adheres to national or internationally recognized standard framework(s), then Oregon can
augment additional criteria as needed.

o For interstate HIE, Oregon’s standards should allow and support interoperability. Need to
ensure that Oregon’s standards for HIE harmonize with neighboring states in terms of
adoption and use of standards for HIE.

e |nitial discussion as what are the core values or value propositions for core HIE services in Oregon.

0 Review potential HIE ancillary services: Personal Health Record (PHR) Interface
import/export capability, Record/Patient lookup service, quality reporting, public health
reporting, NHIN Gateway, record access audit, and pseudo-HIE services.

HITOC Workgroup
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e One possible benefit is a reduction in costs if organizations did not have to connect with multiple
laboratories. For example, if Oregon established a centralized laboratory clearinghouse, that might
serve or support the financing aspect of providing core services.

e Question: are health care organizations actually ready for push services?

0 "Push” is something Oregon will need and should proceed.

e Value proposition of Provider Registry (group discussion):

o0 Without a provide directory, it is likely that EHR vendors would have to handle the directory
issue, likely in a proprietary manner.

o0 Ability to pay for central HIE services by standing up its provider registry is critical, in terms of
reducing costs.

0 Whether there is a distinction between an HIO Registry and a Provider Registry/Directory.
These registries might actually be the same registry.

e Discussion about the value proposition of HIE Trust Services.

0 Question: where does an individual consent factor into this service?

0 There is no core consent service. Consent is not a consideration for core services. Could
possibly be considered as an HIE ancillary service.

0 Consent considerations will significantly impact decisions and is a key factor in technology
services considerations. What technology standards will need to be in place to support
whatever consent models are adopted/approved in Oregon (i.e. opt-in with restrictions, full
opt-out, or full opt-in)?

e Feedback or recommendation from Technology Workgroup to HITOC could include “ancillary
services.”

o0 Ancillary services will be necessary but phased in overtime.

Meeting Outcomes:

e Understanding of Oregon’s proposed HIE technology

e Gathered feedback on HIE Core Services requirements

e Selection of Accreditation Subcommittee members

e General agreement that “Provider and HIO” directories should be considered as a core centralized
service.

Next Steps:

¢ Next meeting will focus on ancillary services, in-depth review of HIE standards and frameworks for
standards, including exploring how best to integrate standards into existing HIO and HIE activities in
Oregon.

e Further review and consideration of the proposed list of HIE core services. Also, consideration of
additional “ancillary services.”

e Next meeting: November 13th, 1-5pm. Location: Mazama Room, 1225 SE Ferry St, Salem.

Challenges/Opportunities:

e Workgroup interdependencies

o Decision upon an agreed definition and approach for “Provider Directory.” Specifically when
referencing provider directories, are we referring to “individual providers” or “individual provider
organizations?”

¢ Are the benefits from HIE going to materialize with existing list of central HIE services?

Other Workgroup Interdependencies:

e Finance and value added services

e HIO accreditation process

e Consumer Advisory Panel input/feedback on ancillary services such as PHRs

Out of Scope, But Needs Attention:
e Nothing at this time

HITOC Input: (to be completed after the November 4, 2010 HITOC meeting)
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Finance Workgroup
Summary Progress Report

Workgroup Staff: Dave Witter, Carol Robinson, Luke Glowasky, Rochelle Graff, Julie Harrelson

Report Prepared by: Luke Glowasky

Meeting Date: October 19, 2010

Primary Meeting Focus: HIE financing issues and services list

Workgroup Members Present: Vaughn Holbrook (chair), Regence BlueCross/BlueShield; Betsy Boyd-
Flynn, OMA; John Britton, OHA; Andy Davidson, OAHHS; Erick Doolen, Pacific Source; Phil Skiba,
OCHIN; Martin Taylor, CareOregon; Adam Nemer, Kaiser Permanente; Mark Hetz, Asante Health System
Workgroup Members Absent: None

Other Attendees: Bill Hockett, HITOC; Scott Zacks, Medical Business Solutions; Mike Saslow; Greg
Fraser, HITOC

Progress Status Summary:

The goals for this meeting were (1) for the members to gain an understanding of the scope, role, and
timetable of the workgroup as well as the goals, options, and issues relating to sustainable financing, (2)
to gain common grounding on financing issues such as value propositions and the difference between
value-based and utility services, and (3) to get reactions to the HIE services list. Workgroup staff
facilitated a discussion regarding the proposed HIE technical architecture and services list as well as a
brief review of the strategic plan’s finance section. Greg Fraser reviewed a journal article by Vest &
Gamm, which lead to further discussion regarding potential HIE services, the differential values between
local and statewide services, value propositions, and workgroup dynamics & interdependencies.

Discussion Highlights:

e HIE technical architecture and services: The proposed technology architecture and the list of
potential core and ancillary HIE services were discussed. The group raised concern over how the
HIE services were selected, suggesting that value propositions and marketability be the key
guidelines. Members commented that in order to go forward and estimate costs and revenues
associated with the core services there needs to be a clear understanding about the value
propositions, cost, and financing sources. The group requested a prioritized list of core and ancillary
services that includes the potential values of each, as well as a description of the phasing strategy for
the services.

e Value propositions: Discussed potential value propositions of statewide HIE to various healthcare
entities, specifically local HIOs. The importance of analyzing the differential values between the
statewide HIE and local HIOs in creating a financial model was emphasized.

e Gap (white space) strategy: Discussed the importance of developing strategies that will enable
areas without an existing HIO to participate in statewide HIE. The two strategies discussed were the
establishment of a pseudo HIO and the creation of a process that encourages the franchising of
existing HIOs to cover the white spaces.

Meeting Outcomes:

e The workgroup members are familiarized with the status of the other workgroups, the proposed
statewide HIE technical architecture, the potential core and ancillary services, and the scope and role
of the workgroup in the recommendation process.

e Members expressed a desire for further discussion of potential statewide HIE services, including
feedback from the Technology Workgroup and the HIO Executive Panel regarding HIE services,
priorities, and value propositions.
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e The group requested that members from the Technology Workgroup attend the next Finance
Workgroup meeting.

e Alist of issues that need further discussion was established

Next Steps:

The next meeting is on November 10, 2010. The agenda needs to include the results of staff discussions
with the HIO Executive Panel and the Technology Workgroup regarding statewide HIE services, priorities,
and value propositions, as well as a discussion of possible gap strategies.

Challenges/Opportunities:
e Interdependencies with other workgroups, specifically the Technology Workgroup
e Finalizing the HIE services list, cost, and value propositions

e Understanding differential roles and service needs of local HIOs versus the statewide HIE

Other Workgroup Interdependencies:

e The Technology Workgroup’s recommendation for core and ancillary services will need to be finalized
before budget projections can be made.

e The Legal/Policy Workgroup’s consent policy recommendation will influence technology, and thereby
affect cost projections.

e The HIO Executive Panel’s input regarding value propositions and sustainable financing options will
impact financing strategies.

Public Comment:

e Bill Hockett, HITOC: Mentioned that a majority of the meeting was spent discussing a value-based
financial model. Suggested that more time be dedicated to discussing a public utility model, as he
believes that the long-term financial plan will need to be a combination of both.

e Dr. Mike Saslow: Commented that the success of HIE hinges on political support, and gaining such
support requires prompt visible impact on the public, specifically through improved quality of care.
Also mentioned the importance of delivering EHR and interoperability capabilities to long-term care
facilities.

Out of Scope, But Needs Attention:
¢ Nothing at this time.

HITOC input: (to be completed after the November 4, 2010 HITOC meeting)
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Legal and Policy Workgroup
Summary Progress Report

Workgroup Staff: Carol Robinson, Rochelle Graff, Miles Hochstein, Chris Coughlin, Julie Harrelson,
John Hall, Kahreen Tebeau

Report Prepared by: Kahreen Tebeau

Meeting Date: Oct. 20, 2010

Primary Meeting Focus: Consent policy

Workgroup Members Present: Gwen Dayton, BJ Cavnor, Anne Greer, Joe Greenman, Jon Collins (via
phone), Gwen Jimenez, Frances Storrs, Thomas Yackel, Christina Grijalva, David Greenberg, Shawn
Messick, Glendora Raby, Lynne Shoemaker, Rus Hargrave

Workgroup Members Absent: Robert Thomson

Other Attendees: Paul Matthews, Bob Brown (HITOC)

Progress Status Summary:
o The Workgroup continued their discussion on the following key decision points around which
they will provide input to HITOC:

1. How should specially protected health information (SPHI) be handled within a long-
term consent model for Oregon?

2. What, if any, legislative proposals to adjust Oregon’s SPHI should be brought
forward to achieve the goals of Oregon’s HIE (clinical quality, patient safety,
containing the cost of healthcare, etc.)?

3. What operational components are critical to ensure that the consent policy is
implemented successfully?

4. How will the recommended consent policy impact the availability of PHI at the point
of care, cost of technical implementation, and the broad participation of consumers
within Oregon’s HIE?

e The Workgroup agreed that they need additional meeting time to discuss these issues
before they can formulate recommendations to HITOC.

Discussion Highlights:

1. Technology: John Hall and Paul Matthews provided a presentation to the
Workgroup on the technical architecture as outlined in Oregon’s HIE plans. The
following points were discussed pertaining to technology:

a. The difference between “push” and “pull” technologies, the fact that the
ONC is prioritizing push technologies currently, and Oregon is focusing on
push in the initial phases of implementation but will not preclude pull
technologies in the future.

b. The technical capabilities of excluding SPHI from HIE:

i. Some EHR products have the capability to restrict certain
“departments” of information. However, these capabilities vary from
product to product, and the legal requirements of what constitutes
SPHI vary from state to state, making it difficult for EHR vendors to
accommaodate this diversity. Also, medication lists and problem lists
are not generally restricted departments in an EHR, though these may
contain information from which one could infer SPHI.

ii. “Push” technologies allow greater flexibility and control in what
information is sent from the EHR. “Pull” technologies have a very
limited ability to discern between different types of information and
segregate SPHI.
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iii. Even with a capable EHR and push technology, separating what may
constitute SPHI will require human discretion and action because the
technologies have not yet developed to the point where they are
capable of doing this automatically or reliably.

c. Will there be central repositories of data?

i. For the provider registry, which is a central and essential technical
service to enable statewide HIE, there will have to be a central
repository of provider data, such that they can be located for HIE
purposes. However, this repository will not contain any personal
health information.

ii. Currently, a master patient directory is not part of the initial
implementation phase for HIE in Oregon. However, if it was
determined necessary to develop one, this directory would contain
demographic data on patients in order to positively identify them, and
to determine where their health records are located. It would also not
contain personal health information, other than the locations of the
patient’s records. This directory would be secure and protected, and
accessible only to authorized users.

d. How are records combined?

i. Currently, when a record is received on a patient, it is stored in what is
called an “outside view"- the data from that record is not directly
integrated into the data elements of the receiving provider’s record,
but rather is stored in a separate section which they can access. If the
receiving provider were then to send the patient’s record to another
provider, the “outside view” would not be transmitted.

ii. EHR technology is evolving rapidly however, and as products and
systems become interoperable and data is standardized, we will move
in the direction of direct import and integration of patient data into the
EHR itself, rather into a separate “outside view” section.

e. What information about HIE transactions can we track and audit?

i. The statewide HIE could provide an ancillary service that would allow
us to track the sender and receiver of each “push” transaction. This
would not contain any information about what was sent, including the
identity of the patient whose information was being exchanged. The
purpose of encrypting it and packaging it securely would be so that no
one, except the sender or receiver, would have that information.

ii. With “pull” technologies, the identity of the patient for each transaction
could be included in the audit information.

iii. The new HIPAA requirements may require that this audit information
be available to patients upon request.

iv. Doctors can provide a patient with information regarding to whom,
when, and for what purpose they have sent their patient’s record via
HIE.

2. Consent:
a. Operational components of implementing consent:
i. HIPAA now requires that all providers give patients a Notice of
Privacy Practices (NPP). This could be used to inform patients that
the provider participates in an HIE and that their record will be
exchanged via HIE, in addition to, or rather than, through fax,
telephone, or mail. Amending the NPP in this way would allow
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providers to exchange information that is already allowed by HIPAA,
but it would not satisfy the requirements for authorization for
disclosure of SPHI.

ii. If there is an Opt Out model, it is important that patients be educated
about what an HIE is, which may require more than giving them a
document they may or may not read.

b. Scope of the consent policy:

i. Whether the consent policy recommended by this Workgroup
will/should apply to treatment purposes only, or for the purposes of
treatment, payment, and healthcare operations, as is permitted by
HIPAA.

ii. How often patients should have to renew their consent status- at each
visit, annually, etc.

iii. Whether consent should be required at all for purposes that are
already allowed by HIPAA (treatment, payment, and healthcare
operations), and whether we feel we should erect new consent
barriers where they do not currently exist for other modes of
transmission (fax, telephone, mail, etc.)

c. SPHI:

i. Both state and federal-level regulations around specially protected
health information were reviewed, with discussion and diversity of
opinion around whether Oregon-specific SPHI categories should be
expanded to include currently unprotected categories, reduced or
eliminated to better align with HIPAA, or left unchanged.

d. The need for representation and engagement from communities of
color:

i. Some communities, including and perhaps especially minority
communities, have expressed mistrust in the healthcare system;
those voices are not represented in the workgroup, and their concerns
and perspectives need to be included to inform the discussion around
consent.

ii. HITOC has made and continues to strive to improve its efforts to
reach out to and engage all of the diverse communities across the
state. Two positions on the Consumer Advisory Panel have been
identified as needing representation from the behavioral health field
and from communities of color, and outreach to fill these positions
continues.

Meeting Outcomes:
e The Workgroup members were provided with a presentation and an understanding of
how the HIE technical architecture will be set up and function.
o The Workgroup conducted a non-binding straw poll to determine each member’s current
consent policy preference, which demonstrated the following results:

0 No Consent: 3 (no consent for data exchange that is already permitted by law)

0 Opt Out: 5 (all patient data, except that prohibited by federal law, will be
exchanged unless and until patient opts out)

o Opt Out with Exceptions: 5 (all patient data, except that prohibited by federal and
state SPHI law, will be exchanged unless and until patient opts out)

0 Opt In: 1 (no patient data will be exchanged unless and until a patient
affirmatively opts in to all of their data being exchanged, including all SPHI)
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o Workgroup members indicated that they do not sufficiently understand the rationale
behind the other consent choices and requested additional time for conversation to
better understand each others’ thinking before they would be able to arrive at a
consensus or make an informed recommendation to HITOC around the key decision
points.

Next Steps:

e The Workgroup staff and chairs will work together to adapt the workplan for the next
meetings to accommodate the Workgroup’s need for more meeting time to discuss and
develop recommendations on consent, beginning with the next meeting on Nov. 9, 2010.

Challenges/Opportunities:

e Additional meeting time is required to arrive at informed recommendations around the
key decision points. The interdependencies with the legislative timeline for any
necessary legislative changes related to the consent recommendation will pose a
challenge.

Other Workgroup Interdependencies:

e The Technology Workgroup’s recommendations around technology are contingent upon
the Legal and Policy Workgroup’'s recommendations around the consent policy and
implementation details, which will require additional meeting time to develop.

Public Comment:

e Andrea Meyer-ACLU of Oregon: Privacy is a non-partisan issue. The ACLU would like
to call our attention to the March 23 document on consumer consent options and
specifically to the consumer concerns expressed in focus groups and surveys. The
Workgroup must address the question of how to create and maintain trust. For privacy
concerns, it's not just a concern about the transmission, but where it is housed after the
transmission, which may present additional opportunities and risk to access that
information. Remedies for breach beyond what is provided by HIPAA must be
established. Consumers have a right to know whether someone has inappropriately
accessed their information. Consumers need to know that they will be protected.

e Dr. Mike Saslow: Something the Workgroup should consider is that it isn't always the
patient, but often a proxy, that must give consent. The more complicated the consent
process, the more vulnerable the proxy is. There's no way to know all aspects of another
person’s healthcare history, or to know what they would choose in terms of consent. The
need for outreach is immense.

Out of Scope, But Needs Attention:

e Breach remediation policies and security standards

Recommendations to HITOC: None at this time.
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HITOC HIO Executive Panel

Summary Progress Report

Workgroup Staff: Carol Robinson, Rochelle Graff, Miles Hochstein, Chris Coughlin, Julie Harrelson, John
Hall, Oliver Droppers, Kahreen Tebeau

Report Prepared by: Kahreen Tebeau

Meeting Date: Oct. 28, 2010

Primary Meeting Focus: HIE Accreditation Program

Panel Members Present: Laureen O’Brien (by phone), Mark Hetz, Brian Ahier, Lisa Ladendorff, Matt
Nightingale, Bob Power, Paul Matthews, Bob Adams, and Brent Eichman

Panel Members Absent: William Winnenberg

Other Attendees: BJ Cavnor (by phone), Christina Grijalva, Greg Fraser (HITOC), Kent Achterhof

Progress Status Summary:

e This was the second meeting of the HIO Executive Panel, which met initially at the Orientation
on Sept. 29. Panel members discussed the HIE Accreditation Program, financing issues around
HIE, and provided updates on the status of their HIE/HIO efforts.

Discussion Highlights:

1. Accreditation Program: The Panel members, with the workgroup members of the Accreditation
Subcommittee, discussed issues around Oregon’s HIE Accreditation Program.

a. The questions raised for follow-up included:

i. Will the accreditation program take a phased approach, with more stringent
standards, requirements, and validation methods phased in over time?

ii. What is the time frame for piloting the program and finalizing it?

iii. What are the definitions of the entities that must be accredited?
iv. Will there be a different set of standards for core versus ancillary services?
v. Will there be a different set of standards for small-scale/regional HIOs versus large-
scale/statewide HIOs?
vi. What will be the fee for accreditation? How will this fit into the overall financial
sustainability plan?
vii. What are the overall benefits and costs of being accredited for an HIO?

b. It was tentatively agreed that the Electronic Healthcare Network Accreditation Commission
(EHNAC) criteria for HIE Accreditation is an adequate baseline standard for the Accreditation
Program. However, Panel members agreed to submit additional feedback and/or identify
any concerns they may have about the criteria to HITOC staff for further review, and this
process has been initiated. It was also noted that Oregon should adapt to federal standards
as those become available.

c. Piloting the standards for the Accreditation Program:

i. It was agreed that it will be important to pilot the standards. Self-assessment by one
or more Panel members using the EHNAC criteria was suggested and supported as
an appropriate method for piloting the standards.

d. The decision process for establishing the parameters of the HIE Accreditation Program:

i. It was determined that a staff-driven Accreditation “Tiger Team” will be formed,
composed of the workgroup members that volunteered for the Accreditation
Subcommittee.
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ii. Staff will perform analysis of the questions and other issues raised, draft a proposal
for the Accreditation Program for review by the Tiger Team in late November, and
submit a revised proposal to the HIO Panel in early December.

iii. The staff and Tiger Team will also draw on input from the workgroups as needed.

2. HIE Financing: The Panel discussed the article, “Health Information Exchange: Persistent Challenges
and New Strategies” (by Vest and Gamm, 2010). The following points around HIE financing were
raised during the discussion:

a. The payment and operational models for healthcare are changing; some examples include
the patient-centered medical home, Accountable Care Organizations, and payment for
outcomes. HIOs will need to adapt their business models in light of these new healthcare
models.

b. There can be considerable risks to being an early adopter in terms of these newly emerging
models in healthcare, including HIT adoption, so participants will need incentives to adopt
such models.

c. The public good/public utility model of HIE was discussed, as well as possible roles for the
market and the public sector in developing and maintaining HIE as a potential public good.

Meeting Outcomes:

e Panel members will provide staff with feedback on the EHNAC HIE Accreditation Program
criteria.

e An Accreditation Tiger Team will be formed to continue with the analysis and develop
recommendations for the Accreditation Program.

e Panel members and staff are informed of the status of the Panel members’ HIO/HIE efforts.

Next Steps:

¢ The next meeting of the HIO Executive Panel will be a 1-2 hour webinar in early December.
Discussion topics will include recommendations from the Accreditation Tiger Team.

Challenges/Opportunities:

e Developing a financially sustainable business model in a constantly evolving marketplace as well
as a rapidly evolving and changing technological environment is a challenge for HIOs.

e There may be opportunities for HIOs to expand previously geographically-bounded operations
into un-geographically defined markets.

Other Workgroup Interdependencies:

e The Legal and Policy Workgroup’s discussions and recommendations around consent policy will
be informed by the privacy & security standards proposed for the Accreditation Program.

e The fee structure proposed for the Accreditation Program will impact the analysis and
recommendations of the Finance Committee.
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Public Comment:

e Dr. M. Saslow: Dr. Saslow emphasized the need to deliver short-term, tangible results to the
public if Oregon’s HIE efforts are to succeed and be sustainable. The public must be aware of the
benefits of this public good if they are to support it.

Out of Scope, But Needs Attention:

e None at this time

Recommendations to HITOC:

e None at this time
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HIE Trust Services
Definitions and Value Propositions

What are “trust services”?
Trust services refer to the policies and technologies put in place to authenticate:
1. The identity of the parties to an exchange: ensuring the sender and receiver are
who they claim they are
2. The security of the transmission: ensuring that no one but the sender or the
receiver can access the data
3. The integrity of the data: ensuring that the data has not been opened or
tampered with in transit by an outside party

What do these policies and technologies typically include?
Digital certificates are a primary component of trust services (they can also be referred to as
digital credentials or a digital signature). A unique digital certificate can be issued to each entity
participating in HIE. This certificate authenticates their identity and the security of the
technology they use to transmit data in all HIE transactions. The certificate technology will also
alert the receiver if and when the data has been intercepted, opened, and/or altered in transit.
Policies include determining:

1. Which entities must receive digital certificates (individual providers, provider
organizations, and/or HIOs)
What criteria must be met to qualify for a digital certificate
What type of transactions must be authenticated
Which organization(s) have the authority to issue digital certificates
What the technology standards are for the digital certificates

vk wnN

What value do centralized trust services have for participants in HIE?
The value of and need for authentication- of parties, security, and data- is clear. Some specific
examples include:

1. Providers making treatment decisions based on data they have received can be
sure that data has not been altered in transit- patient safety and provider
security are enhanced.

2. Being sure of the organizations with which you’re sharing data is essential for

complying with HIPAA and other relevant privacy laws.

Legal liability and risk are reduced for all parties engaged in HIE.

4. Successful HIE requires that all parties involved, including patients, have trust in
the system- authentication is essential in building that trust.

5. Centralized trust services enhance the security and confidence in the system,
because the standards, criteria, technology, and authority of the digital
certificates are uniformly applied and known to all parties.
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Oregon Health Information Technology Oversight Council
Master Provider Directory Services

November 2010

Executive Summary: Master Provider Indexes and provider directory services are identified as
key services in facilitating the widespread use of health information exchange (HIE) by the
Office of the National Coordinator (ONC) and the ONC HIT Policy Committee. Oregon’s HIE
strategic and operational plans contemplate development of core services to facilitate HIE in
Oregon including development of a statewide master provider index and registry services would
support local health information organizations (HIOs) and facilitate HIE in Oregon.

Based on the general consensus that provider directories will accelerate and enrich HIE efforts,
the Information Exchange Workgroup of the ONC’s HIT Policy Committee convened a Provider
Directory Task Force in September 2010 charged with addressing the various policy, technical,
and financial issues relating to master provider registries and making policy recommendations.
The Task Force problem statement highlights the assumed value of provider directories:
“The lack of a consistent approach to cross-organizational provider directories will be a
barrier to progress both in ‘directed exchange’ and in health information exchange more
broadly, and also represents a missed opportunity to combine multiple streams of funding
to yield a lower cost, higher quality service for all.”!

The Provider Directory Task Force convened hearing on September 30, 2010 to solicit input
from provider organizations, health plans, public health and others regarding the business
requirements and needs for provider directories. The discussions focused on policies, barriers
and value propositions involved with the creation of provider directories that will serve as a
foundation for HIE. The number and variety of value propositions that were identified show that
a Master Provider Index can provide benefits to a wide spectrum of stakeholders within the
health care community.

Background: Information technology directories, which map human-friendly information to
machine-readable information such as a person’s name to a phone number or an Internet domain
name to an IP address, play an essential role in making exchange easier and more scalable. This
fact is apparent in the various uses of directories in the field of health care information
technology (HIT). Today, most HIT directories are proprietary, local, and specific to a particular
mode of exchange?, like within-organization contact lists and directories of individuals or

' Department of Health & Human Service, ONC, “HIT Policy Committee Meeting: Information Exchange
Workgroup Update (ppt)” (20 October 2010),
http://healthit.hhs.gov/portal/server.pt/document/948300/application_vnd_ms-powerpoint (accessed 29 October
2010).

2 Department of Health & Human Service, Office of the National Coordinator for Health Information Technology,
“HIT Policy Committee Information Exchange Workgroup: Provider Directory Taskforce Update (ppt)” (14
October 2010), http://healthit.hhs.gov/portal/server.pt/gateway/PTARGS 0 0 5420 1474 17114 43/http%3B/wci-
pubcontent/publish/onc/public_communities/u_z/wg month pages/info_ex_feb/files/hitpc information exchange
wg 14 oct 2010_v3.ppt (accessed 26 October 2010).





locations, or network-specific directories like those used by Surescripts, Health Information
Organizations (HIOs), Integrated Delivery Networks (IDNs), and health plans.

MASTER PROVIDER INDEX: DEFINITION AND SCOPE

A Master Provider Index can be defined as a central directory of provider information that
registers and uniquely identifies providers, and enables the searching and matching of data to
facilitate the routing of provider information across health care entities and settings. The
Provider Directory Task Force discussions are focusing on two types of provider directories,
yellow pages and routing.

* Yellow pages directory: an authoritative resource listing clinicians and entities that is
used to “look up” providers and point to the routing directory.” It typically lists provider
demographics such as name, address, phone, and credentials.

* Routing directory: a routing registrar to provide addressing hierarchy/service to enable
machine-to-machine routing in context of health information exchange activities. The
Routing directory contains digital certificates to verify a provider’s personal identity and
information required to electronically route transactions to the appropriate person.

The IHE’s Provider Directory Supplement profiles the suggested structure and uses of an
efficient Master Provider Index. The directory lists providers in two categories, individual
providers (physicians, nurses, pharmacists) and organizational providers (hospitals, IDNs,
counseling organizations), and are classified by the following attributes:”

* Type (e.g. physician, physical therapist, hospital, clinic, HIE)

* Status (e.g. active, inactive, retired, deceased)

* Name

* Language

* Medical records delivery Email address

* Electronic service URI (reference to an entry in a systems directory or to a services
definition page where this individual/organization has its electronic access points
defined)

* Address

* Credentials (e.g. certification(s), license(s), degree(s) — for individual: information
includes Credential #, name, issuing authority, issue date, valid dates)

e Specialty

e Identifiers

* Certificate

* Relationship

* Gender (for individuals only)

¢ Email (for individuals only)

* Contact (multiple individuals who can be contacted in reference to the organization — for
organizations only)

3 Claudia Williams, “Request for Recommendations from Provider Directory Task Force of IE Workgroup (ppt)”
(30 September 2010), http://healthit.hhs.gov/portal/server.pt/document/948005/application_vnd ms-powerpoint
(accessed 26 October 2010).

* Shanks Kande et al., “IHE IT Infrastructure Technical Framework Supplement: Healthcare Provider Directory” (10
August 2010), http://www.ihe.net/Technical Framework/upload/IHE ITI Suppl HPD Revl-1 TI 2010-08-10.pdf
(accessed 28 October 2010).





The transactions possible to a user of the directory consist of sending new and updated provider
information (through authorized sources) and querying provider information. A query includes
the ability to look up information on individual providers, organizational providers, and/or
relationships between providers (the scope of this transaction considers “member of”
relationships, e.g. hospitals and labs are members of an HIE, a list of physicians are members of
a hospital, a physician is a member in a list of organization providers).

PROVIDER DIRECTORY TASK FORCE HEARING HIGNLIGHTS

The September 30, 2010 Provider Directory Task Force hearing included presentations and
testimony from four panels representing different segment of stakeholders. Panels 1 and 2
represented clinicians, health plans, public health and other users. Panel 3 offered state and
regional perspectives. Panel 4 discussed technical requirements and is not included in the matrix.
Highlights of the panels include the following common themes and value

Common Themes
*  First priority should be focusing on a “thin layer of discoverability” for entity-level
directories — not at the clinician level (important, but second order)
Three key components to focus on:
o Defining standard addressing schema
o Establishing basic discoverability of entity (IP address, services supported by
entity)
o Establishing basic discoverability of entity security credentials
*  Common requirements should be defined at national level
¢ Should support interoperability across states and regions and should leverage what works
in the market today (no rip-and-replace)
*  Align with Meaningful Use Stage 1 transaction needs but want to be open for Stages 2
and 3 and beyond
*  Should consider role of NHIN (Nationwide Health Information Network) Direct
*  Clinician Discoverability Resource is important, but should be secondary to an Entity
Directory
*  Needs to be at individual clinician level
*  Development and implementation could be at regional or state level
* Rigid conformance not required

Use and Value of Master Provider Indexes
* Necessary for secure clinical data exchange between providers (broadly defined)
*  Meeting Meaningful Use criteria
*  Credentialing
*  E-prescribing
*  Enrollment of physicians (Medicaid, Medicare, etc.)
*  Claims processing and other administrative data exchange
* Emergency response
*  State immunization programs and disease surveillance systems
*  Mandatory Public Health reporting





Meaningful Use Stage 1
* Directed exchange from transactions
o PCP to/from Specialist
o Ambulatory physician to/from Hospital
o Ambulatory physician to/from Laboratory
*  Directly addressable by provider directories
o Discovery: Need to know what messages the recipient is able to consume, what
mode of communication to use, and how to identify both the correct recipient and
their address for a given mode
*  Supported by provider directories
o Security:
= Authentication: Need to verify that the recipient computer has appropriate
security credentials
= Transport: Need to have a secure means of transporting the message

HIE VALUE PROPOSITIONS®
A recent vendor White Paper summarized several sets of value propositions for Master Provider
Indexes.

* Enhanced privacy and security through better provider verification practices: e.g.
avoidance of identity fraud by using historical information within MPI to create personal
security questions for providers

* Elimination of errors and inconsistencies in existing provider data files (from sources like
hospitals, health plans, CMS, etc.) by centralizing the information and using a unified set
of data characteristics and updating processes

* Improved speed and user-friendliness of HIE enrollment process through use of directory
information to pre-populate enrollment applications

* Meaningful use — enables hospital and eligible professional members to achieve MU 1
objectives for e-prescribing and sharing of lab results and summary care reports through
use of directory’s look-up and secure routing functions

MASTER PROVIDER INDEX USE CASES

A Master Provider Index is a necessary component of infrastructure that supports HIE. The IHE
has developed a number of use cases to demonstrate functions that a Master Provider Index can
provide in a HIE environment.® A selection of these use cases are listed below:

Case 1 - Yellow Pages Lookup: A patient is referred to an endocrinology specialist for an
urgent lab test. The referring physician needs to get the contact data of close-by endocrinologists
in order to ask whether one of them can perform this test in their own lab. The patient prefers a
female endocrinologist who can converse in Spanish regarding medical information.

* Current Situation: The physician has a card catalog with names of local endocrinology

5 Michael L. Nelson, “The HIE Master Provider Index: More Than a Yellow Pages Directory,” Health Market
Science White Paper, http://www.healthmarketscience.com/uploadedFiles/MPI_whitepaper.pdf (accessed 27
October 2010).

% Kande, “IHE Provider Directory Supplement”.





specialists. Office staff calls each in turn to ask if they are available to run the test. Each is
questioned regarding their availability and ability to speak Spanish. Presumably the card
catalog name would indicate the Gender of the physician.

* Use of HPD (Health Care Provider Directory): As a Provider Information Consumer, a
computer application running in the office of physician is used to lookup provider
information. The office staff enters the specialty, geographic indicators like zip code, city or
state, language and gender. The application sends a query request to the Provider Information
Directory which returns information about every provider satisfying the search, in particular
the physical and electronic address, and contact information. An appropriate endocrinologist
is chosen based on the attributes included in the response, an appointment is made, and the
referral documentation is electronically sent to the physician using the electronic address
specified.

Case 2 - Query providers and their associations for Social Services Disability
Determination: A citizen, as a claimant, applies for disability benefits from the Social Services
Department. This disability is due to a medical condition. In order to receive benefits, an
application must be made, medical evidence must be provided, and a determination made on the
claim.
* Some of the medical evidence is more than six months old, and the doctor providing the
service has since retired.
* Some medical evidence comes from a physician who works in a clinic that has multiple
office locations.
* Some of the medical evidence comes from a hospital that has since merged with another,
and changed its name.
* Some of the medical evidence comes from a physician who has recently moved his
offices to a different location

The claimant, in the claim, includes a list of the providers seen (names or practices) and other

medical services he has obtained, related to his disability. The Social Services department needs

to gather medical evidence from all the reported providers, and wants to direct their queries to
the specific providers mentioned. For that purpose, the Social Services department needs to
obtain the provider’s contact information, electronic address, and provider’s relationship with
other organizations such as HIE, for each of the providers supplied by the claimant.

* Current Situation: The Claims Processor searches through an electronic file or card catalog
of providers to look up providers that the claimant has named. If the Claims Processor finds a
provider in the file, or catalog, the Claims Processor faxes a request for medical evidence
along with a release form signed by the patient. Often research has to be done before a fax
number can be determined (phone calls need to be made, or additional contact information
needs to be identified). If the Claims Processor does not find a provider in the file, or catalog,
extensive research may need to be done before the correct provider is identified. This must be
done for every provider on the claim. Because limited or outdated information is often given
by the claimant, identifying the provider can take quite a long time, substantially delaying the
process and the disability determination.

* Use of HPD: The disability software application collects healthcare services provider data
from a list of filed claims. Acting as Provider Information Consumer, this application sends a
query request to the Provider Information Directory for each provider on the claim. The
Provider Information Directory returns information about the providers, in particular, the





electronic address where the Medical Evidence Requests (MERs) are serviced for that
provider. Working with the System Directory for Document Sharing (SDDS) profile to
identify the appropriate electronic end point, an appropriate MER request is sent to the
physician.

Case 3 - Emergency Responders Identification in planning for an emergency event:
Emergency response planning requires the identification of potential providers who can assist in
an emergency. Providers must meet specific credentialing criteria and must be located within a
reasonable distance of the emergency event.

* Current Situation: The planners of the emergency event search for potential provider
participants by manually initiating searches on the internet, contacting associations for
candidates, and looking through the local yellow pages. Once phone number contact
information for these providers is identified, contact is initiated.

* Use of HPD: Using HPD, an emergency planning team member can initiate a single search
for a list of providers based on specialty, geographic indicators like zip code, city or state,
and other criteria. The Provider Information Directory returns information about every
provider satisfying the search, including e-mail addresses. An e-mail can be generated to all
identified providers requesting participation.

Case 4 - Provider Authorization and lookup during an emergency event: During Hurricane
Katrina, health care volunteers were turned away from disaster sites because there was no means
available to verify their credentials. At an emergency site, the Provider Information Directory
can be queried to quickly identify and grant permission to credentialed providers to enter the
scene.

Case 5 - Forwarding of Referral Documents to a Specialist: A primary care provider (PCP)
needs to send referral documents (e.g., CDA/CCD) to a specialist. The PCP knows the name and
phone number of the Specialist, but needs to identify the electronic address such as email where
the patient's documentation should be sent.

Case 6 - Forwarding of Referral Documents to a Hospital: A PCP refers a patient to the
Hospital for admission. The PCP needs to send various documentation to the Hospital to be part
of their EHR when the patient arrives. The PCP needs to identify the Hospital’s electronic
address such as email or service end point where the patient’s documentation should be sent.

Case 7 - Keeping agency provider information current: A German government agency
dealing with healthcare services for its constituents wishes to keep its agencies healthcare
provider information current. The agency determines that it will use the Provider Information
Directory to access the most current provider information. The German agency only requires a
subset of the Provider Information Directory available information. On a regular basis, the
Provider Information Directory provides to the agency a list of the updated information needed.

Case 8 - Providing Personal Health records to a new Primary Care Physician: An individual
has changed health plans. As a result that individual must change his Primary Care Physician.
The individual has a Personal Health Record and would like to provide that information to his
new Primary Care Physician. The individual needs to determine where to have the Personal





Health Record transmitted to.

Case 9 - Certificate Retrieval: National regulations in many European countries require that an
electronically transmitted doctor’s letter be encrypted in a way that only the identified receiver is
able to decrypt. In order to encrypt the letter, the sender has to discover the encryption certificate
of the receiver.

Case 10 - Language Retrieval: An individual who only speaks Italian requires healthcare
services at an Outpatient Clinic. That individual would like to be able to communicate with the
Clinic personnel, if at all possible. The individual or his caregiver needs to determine which
clinic supports Italian and provides the service that is required.

Case 11 - Add Provider: The following are a list of possible events that would result in the
addition of a Healthcare Provider to the Provider Information Directory.

A provider adds himself/herself to the Provider Information Directory

An agent for the provider adds the provider to the Provider Information Directory

An HIE not yet on the Provider Information Directory adds itself, its Organizations
(hospitals, etc), the Organization’s associated departments, and its providers to the
Provider Information Directory

An entity already on the Provider Information Directory, like an HIE or Organization,
adds providers (Individual or Organization)

A credentialing organization has credentialed new members and would like to add them
to the Provider Information Directory (Providers may not exist; this should be an add
request.)

Case 12 - Update Provider: The following are a list of possible events that would result in the
updating of a Healthcare Provider to the Provider Information Directory.

A provider updates information for themselves: adds/deletes/changes his/her location, or
adds/deletes a relationship, changes his/her name, adds/deletes/updates a credential,
adds/deletes/updates identifiers.

A provider retires and wishes to dissociate himself/herself from the Provider Information
Directory. Provider Information Directory does not allow delete to preserve the historical
information, but allows deactivating of a provider entry.

An agent for the provider updates information for the provider: adds/deletes/changes the
provider location, or adds/deletes a relationship, changes the provider name,
adds/deletes/updates a credential, adds/deletes/updates identifiers.

A credentialing organization has renewed credentials for its members.

An entity already on the Provider Information Directory, like an HIE or Organization, has
modified Provider information (Individual or Organization). The location has changed,
providers have disassociated themselves with the organization, a new location has been
added, or a provider has retired.

* Current Situation: Healthcare provider directories which are maintained via a “push”
process, meaning additions and changes are sent to the directory on a regular basis, for
processing:

o May receive adds and updates from only one source OR
o Must have the capability for different modes of communications if it receives





updates from more than one source.
If a single source of healthcare provider information “pushes” adds and updates to multiple
directories, then that source may need to communicate with each healthcare provider
directory differently.
Use of HPD: The Provider Information Directory is maintained by receiving information in
the standardized format regardless of the source “pushing” that information. Adding another
source is transparent to the Provider Information Directory.
If a single source “pushes” data to multiple Provider Information Directories that subscribe to
the HPD profile then only one form of communication is required. Adding another Provider
Information Directory would be transparent to the source.





