Health Information Technology Oversight Council
Technology Workgroup
Thursday, November 18, 2010
1-5pm
1225 Ferry St SE, Mt Mazama Room
Salem OR 97301

Meeting Agenda

Meeting Outcomes
e Understand any changes to services and technology decisions based on
recommendations from Finance and Legal and Policy Workgroups and HIO
Executive Panel
e Develop initial HIE standards recommendation

1:00pm Opening — Brian Ahier and Aaron Karjala

1:10pm Meeting Outcomes — Brian Ahier

1:15pm Updates— Carol Robinson

1:45pm Requirements — John Hall and Mindy Montgomery

e Review where we need standards
Guidance and requirements for standards
ONC & Program Information Notice (PIN)
Meaningful Use

Oregon Strategic & Operational Plans

3:00pm Break

3:10pm Overview of National Frameworks — Brian Ahier
e NHIN, Direct Project and NHIN Gateway

3:30pm Intersection of Core Services, Required Standards, and Frameworks —
John Hall

4:40pm Public Comment

4:50pm Next Steps

e Preview of next meeting
e Reportto HITOC

5:00 pm Close
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Agenda

1:00pm Opening

1:15pm Updates

1:45pm HIE Requirements

3:00pm Break

3:10pm Overview of National Frameworks

3:30pm Intersection of Core Services, Requirements, and
National Frameworks

4:40pm  Administrative Iltems
5:00pm Close
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Meeting Outcomes

 Understand any changes to services or technology
decisions based on recommendations from other
workgroups and panels

* Develop initial HIE standards recommendation and
refined services definitions
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Workgroup Updates

e Legal and Policy Workgroup — consent discussions
— Meetings: October 12, October 20, November 9, November 17
— Opt-in or opt-out, with or without exceptions, or “no consent”
policy have all been discussed
* Finance Workgroup
— Meetings: October 19, November 10
— Confirmation of Core Services

— Need more details for cost determination and sustainability
discussions

— Today’s discussions will help to inform this process.
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HIO Executive Panel & Accreditation
Subcommittee Update

Oct. 28 Meeting Outcomes:

HIO Panel members received background information
around HIE accreditation, including Oregon’s approach
as outlined in the Strategic Plan and the Electronic
Healthcare Network Accreditation Commission (EHNAC)
HIE Accreditation Program

Panel members provided a set of questions and
recommendations for Accreditation Subcommittee

Members updated on the status of one another’s

HIO/HIE efforts
HOreU(m l th
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Accreditation Program Subcommittee Update

Oct. 28 Meeting Outcomes:

« Several important recommendations were provided
around developing the Accreditation Program,
iIncluding:

— Members of the HIO Executive Panel provide
comment/feedback on the EHNAC draft criteria to

staff, as well as perform self-assessments using the
EHNAC criteria

— In addition to EHNAC, we must also adapt to federal
standards when those become available

— The State can provide significant value to HIOs by
standardizing privacy and security requirements,
Including consent policy, forms, and |mplementat|on
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Accreditation Program Subcommittee Update

 An Accreditation “Tiger Team” will be formed (subcommittee members, others)

 Questions to be addressed by the Tiger Team, include:

—  WIll the accreditation program take a phased approach, with more stringent
standards and requirements over time?

— What are the definitions of the entities that must be accredited?
—  Will there be a different set of standards for core versus ancillary services?

—  Will there be a different set of standards for small-scale/regional HIOs versus
large-scale/statewide HIOs?

—  What will be the fee for accreditation?
—  How will this fit into the overall financial sustainability plan?

e Analysis and proposals on Dec. 3
 Reviewed by the HIO Executive Panel on December 9th
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Consumer Advisory Panel Update

First meeting held November 16

Discussion topics included:
— Overview of Strategic and Operational Plans

— Overview of Technology, Finance and Legal and
Policy Workgroups

— Review status of consent policy recommendation

— Medicaid Transformation Grant - Personal Health
Record project
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Impacts to the Technology Workgroup

« Joint meeting with the Finance Workgroup (Dec. 8th)
— Ancillary Services
— More on Push and other Core Services
— Costing

« Consent model still under discussion. Unclear yet if any
Impacts to overall technology or services.
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HIE Core Services & Standards

» Core Services have been defined and explained in each of the other
Workgroups and the HIO Executive Panel

— HIE & Provider Registries
— Trust Services
— “Push” Services

 Next: Standards for Core Services

e Standards give form to services and enable their use
— Addressing / Routing
— Transport
— Security
— Content (Document & Associated Content Modules)
— Vocabulary & terminology

OreU(m l th
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Standards & Requirements

e Context and requirements will guide the development of
necessary standards for statewide HIE and refine the
definitions of the Core Services

e Sources for requirements:
— ONC HIE PIN-001
— Meaningful Use Objectives and Standards
— Oregon HIE Strategic & Operational Plans

— Feedback and recommendations from other workgroups &
panels

* Vocabulary standards TBD in a future meeting
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ONC HIE PIN-001

iIssued July 6, 2010

“The immediate priority of the State HIE Program is to ensure that all
eligible providers within every state have at least one option
available to them to meet the HIE requirements of meaningful use in
2011

Specifically requires addressing three capabilities:
— E-prescribing
— Receipt of structured lab results
— Sharing patient care summaries across unaffiliated organizations

Requires States and SDEs “ensure that any HIE services that are
funded through this program are consistent with national standards,
NHIN specifications, federal policies and guidelines, and are based
on technologies that are adaptable and flexible for future
requirements, including exchange of information across state

boundaries. H Oregon 1th
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HIE Requirements within the Meaningful
Use Objectives

o Stage 1 Core Set Objectives:
— Generate & transmit e-prescriptions (>40% sent electronically)

— Capability to electronically exchange key clinical information (at least 1
test of such capacity)

o Stage 1 Menu Set Objectives:
— Incorporate lab test results as structured data (>40% ordered)

— Capalbility to electronically submit data to immunization registries (at
least 1 test and if successful follow-up submission)

— Provide summary of care record for each transition of care or referral
(>50% of transitions of care or referrals)

Health
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Meaningful Use Stage 1 HIE Standards

Summary record document standard options:
— HL7 CDA R2, CCD (HITSP C32)
— ASTM E2369 CCR
Structured lab results
— No guidance or requirement defined for structured.

— In responses to comments on 170.302(g)(1), pg 44607: “[W]e do
not believe that it is within the scope of this rule to dictate the
standard by which laboratories transmit test results.”

To verify information has not been altered in transit, “[a] hashing
algorithm with a security strength equal to or greater than SHA-1
(Secure Hash Algorithm (SHA-1) as specified by the National
Institute of Standards and Technology (NIST) in FIPS PUB 180-3
(October, 2008)) must be used to verify that electronic health

iInformation has not been altered.”
| I Oregon lth
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Oregon HIE Strategic Plan

The Strategic Plan states:

Selecting and adopting standards for statewide HIE are primary goals of Phase 1.
Standards will focus on:

1."Push" capabilities to rapidly and maximally enable providers and hospitals eligible
for meaningful use incentives to meet high-priority meaningful use objectives around
receiving laboratory test results and sharing clinical summary information, and

2. Additional services and capabilities to enhance interoperability among state HIE
participants, such as hospitals and local, enterprise and state agency HIOs within
the state; standards governing interactions between parties within a particular HIO is
the bailiwick of that HIO.

Alignment of "push" capabilities with NHIN Direct standards will be a strong
architectural consideration. Baselines for interoperability standards will include HHS-
adopted and nationally recognized technical standards, criteria and frameworks,
such as NHIN Exchange and NHIN Direct, with adjustments as necessary to
accommodate for modifications or new developments in pertinent areas like

meaningful use requirements. | I OreU(m lt I
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Oregon HIE Strategic Plan (cont.)

* Appendix G summarizes Oregon approach to supporting
providers in achievement of Stage 1 Meaningful Use
objectives

* Approaches for Stage 1 involving services or standards
selection

— Capability to electronically exchange key clinical
Information

— Incorporate lab test results as structured data (>40%
ordered)

— Provide summary of care record for each transition of care

or referral
| I Oregon lth
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Other HITOC Workgroups & Panels

e The other Workgroups and the HIO Executive Panel agree that:

— The Core Services need to be implemented and necessary standards
selected

— Standards and frameworks should be based on national and industry
standards

« Additional feedback from the Finance Workgroup

— “Push” Services

» Connecting HIOs is a primary requirement, but should not preclude other
connectivity (e.g., lab testing companies, use by an HIO for its participants)
so that Oregon is positioned for Stage 2 & 3 Meaningful Use.

o SDE/State acts as a central Health Information Service Provider (HISP)
— Trust Services

» Certificate-based standards make sense

» Certificate Authority (CA) functions need not be directly operated by the

SDE/State
OreU(m lt I
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Distillation of Requirements

Services and standards must provide an option for eligible Oregon
providers to meet the HIE requirements of Meaningful Use in 2011,
specifically:
— Electronic exchange of key clinical information, including patient care
summaries

— Receipt of structured lab results

Core Services must be consistent with national standards and NHIN
specifications

Services and standards not only must meet ONC and Stage 1
Meaningful Use requirements, but also must position Oregon to

meet the challenges of the future
| I Oregon lth
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NHIN and the Direct Project

November 2010

| I Oregon l th
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What is the NHIN?

. Services

A set of policies, standards B Standards

and services that enable the

Internet to be used for secure ~ Policies
and meaningful exchange of

health information to improve

health and health care.

'+ Trust Fabric

Health






NHIN Limited Production Exchange

Confederation of trusted entities, bound by mission and

governance to securely exchange health information
. v T ‘ A group of networked entities that facilitate

. information
exchange with a broad set of users, systems,

h
o o & N

' ' — Internet-based, using common implementation of
standards and specifications with secure transport
— Enables valid, trusted entities to participate
. ’ — Signed trust agreement that allocates responsibilities

and accountability to protect information exchanged
— Committee structures to oversee and support activities

 Current Exchange participants
— SSA, MedVA, DoD, Kaiser Permanente, VA, CDC

e Other participants
— Beacon Communities, SSA grantees, state HIE

’

Health
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NHIN Limited Production Exchange

Nationwide Health Information Network

The active use of standards and services
within a policy framework for health information exchange nationwide

NHIN gateway NHIN CONNECT NHIN Limited Production

Specifications Software Exchange

« The NHIN Limited Production Exchange uses the
CONNECT software that instantiates the standards and
specifications of the NHIN Gateway.

e Universal patient discovery and health information

access within and across HIOs. I I()wwm lth
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Continuing Evolution:
Broadening the Use of The NHIN

« ONC recognizes a broad range of « Work is under way to establish
exchange needs — including simple, local minimum requirements for local
applications and more robust exchanges applications
with federal agencies or large nationwide
entities * No matter the level of exchange, a

trust fabric is essential
» To date, development has focused on

supporting
more complex exchanges

MNHIMN: ‘ Services ‘ Standards ‘ Policies 't Trust Fabrie

Less Complex SPECTRUM OF EXCHANGE More Robust

w =

INTERNET






Direct Project
What is Direct?

A project to create the set of

standards and services that, with ~ SBIvices
a policy framework, enable
simple, directed, routed, scalable
transport over the Internet to be
used for secure and meaningful
exchange between known 1+ Trust Fabric
participants in support of

meaningful use

Standards

Policies

Health

Author ity





The NHIN
NHIN Direct and NHIN Connect

NHIN
~ Services ~ Standards ~ Policies i+ Trust Fabric =<-» Secure Health Information Exchange

Internet

= Providers bs Pharmaqr

H f._‘g

8
* o
L] 8
L] ¥
- '
- L)
] (]
[ -|
1

Integrated Federal
Delivery System  Government

& S
i ¥ T e ==

Providers

.‘ - ol
State HIO Health Bank or
PHR Support Organization J
’b . >
Lahs Pharmacy SIEIE:;‘KZ! Local E?,
Government State HIO

i -

" NHIN Connect

NHIN Direct

SPECTRUM OF EXCHANGE IViore Robust

Less Complex






The NHIN
Detalls on NHIN Direct & NHIN Connect

NHIN Direct

A project to expand the standards and service
definitions that, with a policy framework,
constitute the NHIN. The standards and services
will allow organizations to deliver simple, direct,
secure & scalable transport of health information
over the Internet between known participants in

support of Stage 1 meaningful use.

» Key Deliverables

standards
service definitions
implementation guides

reference implementations

associated testing frameworks.

NHIN Connect

A select group of entities that have agreed to
share data across organizations along defined
use cases. The software to accomplish HIE to
HIE exchange (patient look up, retrieval).

» Current Exchange participants

e SSA, MedVA, DoD, Kaiser Permanente,
VA, CDC

» Future potential participants

» Beacon Communities, SSA grantees,
state HIE

L §
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NHIN Relationship to HIO & HIE
4

4

Others services

Aggregate data for quality or public health

NHIN Connect envisioned to <
support more complex
exchange needs

Develop trust mechanisms

Value-added services

Maintain common provider index

ONC associates less complex
exchange, such as secure {
routing with NHIN Direct

Secure Routing

 Complx mutary ot (nary omany)
| e msimemsms
| oman commen povser e
T S

Success is dependent on EMR and HIE vendor
adoption of the technologies and standards into
their mainstream products

Oregon
Source: “NHIN 102: Secure and Meaningful Exchange of Health Information over the S
Internet,” Doug Fridsma, MD, PhD., March 2010.
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Let’'s Be Clear...

Nationwide Health Information Network

The active use of standards and services
within a policy framework for health information exchange nationwide

NHIN gateway IHIN CONNEC IHIN d productio NHIN Direct
Specifications Exchange Project

 NHIN Direct is a project, with a beginning and end, to draft the
specifications and services that address simple, direct communications
between known participants (through a Trust Enabling Organization which
may be an HIO).

 When implemented, within a policy framework, health service providers
and HIOs will not be using NHIN Direct, but will be using the NHIN
specifications to satisfy the use cases of simple, direct communications
between known participants.





Direct Project
Secure Internet-based Point-to-point
Messaging

Direct Project specifies a simple, secure, scalable,
standards-based way for participants to send
encrypted health information directly to known,

trusted recipients over the Internet.

b.wells@direct.aclinic.org h.elthie@direct.ahospital.org

 Simple. Connects healthcare stakeholders through
universal addressing using simple push of
information.

e Secure. Users can easily verify messages are
complete and not tampered with in travel.

e Scalable. Enables Internet scale with no need for
central network authority.

e Standards-based. Built on common Internet
standards for secure e-mail communication.





Direct Project
Faclilitates Meaningful Use

Direct Project facilitates the communication of many different kinds of
content necessary to fulfill meaningful use requirements.

b.wells@direct.aclinic.org Examples of Meaningful Use Content

 Patients:
— Health information
— Discharge instructions
— Clinical summaries
— Reminders
Public Health:
— Immunization registries

1) Get a Direct Address (e-mail- — Syndromic surveillance
like) and a security — Laboratory Reporting

certificate e Other Providers/Authorized
2) Send mail securely using Entities:
most e-mail clients OR — Clinical information

contract with a HIO or HISP
that performs — Labs — test results

authentication, encryption — Referrals — summary of care

and trust verification on record
your behalf





Direct Project
Organization

The Direct Project represents over 50 organizations
and over 200 participants.

— Members participate in the Implementation Group and one or
more of 6 workgroups.

Implementation Group
(50+ organizations, 200+ participants)

Security and Implementation . .. Documentation Reference

i Communications . .
Trust i AR Geographies and Testing Implementation

HOregon l 1_1,_1
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Direct Project

Close to 200 Participants in over 50

Organizations
 Allscripts

* American Academy of Family Physicians
» Atlas Development

 Axolotl
 CareSpark/MobileMD/Serendipity Health
e Cautious Patient

 Cerner

* Clinical Groupware Collaborative
 Covisint

« CSC

 eClinicalWorks

e Emdeon

 Epic

 FEI

* Garden State Health Systems
« GE

« Google

*+ Greenway Medical Technologies
* Harris Corporation

* High Pine Associates

« HLN Consulting, LLC

« IBM

* Indiana State Department of Health
* Inpriva

* Intel

*  Kryptiq

« LabCorp

Massachusetts eHealth Collaborative
MedAllies
MIE/NoMoreClipboard.com
Medical University of SC
Medicity

MedNet

MedPATH Networks
MedPlus/Quest Diagnostics
Microsoft

Mirth Corporation

MOSS

NextGen

NIH NCI

NIST

NYC Dept. of Health and Mental Hygiene
Oregon HIE Planning Team
Redwood MedNet
RelayHealth

Rhode Island Quality Institute
Secure Exchange Solutions
Siemens

South Carolina SDE
Surescripts

Techsant Technologies

TN State HIE

e Health






Direct Project
The Process

Direct standards and specifications are developed by a group of
public-private stakeholders. Weekly teleconferences and periodic
face-to-face meetings facilitate active collaboration.

Direct Project Output:
Standards and Service Definitions
Implementation Guides

i corpora
Project Reference Implementation incorporate
BN v coctrige Pilot project testing and real-world reference
B e implementation implementation
B Eome—e— into HIT products

Wide-scale adoption of Direct

standards by late 2012

First phase
grimteE grounded in
e o real-world

et = pilot projects

incorporation o Implemented

o == HITPC, HITSC, o CEY

e e— and ONC policy 2011
guidance






Direct Project
High-level Project Plan

Activit Immediate Short Term Long Term
ctivity Next 90 Days 3to 9 months 9 to 36 months

Aug Sept Oct Nov Dec 1*q
2010 2010 2010 2010 2010 2011

Standards and
Specification

Draft Specification

Development Complete Transition to an SDO Ongoing Maintenance
Real 'World |n|t|a| P||Ot . !Expansion ! W|de-SCa|e
Implementation Implementation of Pilots Deployment
/A-L.
. Evaluation for inclusion and
Regulatory Evaluation by HITSC ONC Endorsement
Poli Ccy HITPC Tiger Team Framework  Feedback to Feedback on initial Ongoing Review and
and Policy Review Nationwide Health lessons learned Feedback
Information Network
Governance

Ore
Immediate t
Initiatives
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Break

Health
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Intersection of Core Services,
Requirements, & National Frameworks

In order to inform the Finance Workgroup and the creation of
an RFP, we need to look at how the discussed requirements
and national frameworks intersect with and define the Core
Services and associated standards

Let’'s discuss each Core Service in turn...
— Trust Services

— HIE & Provider Registries

— “Push” Services

Health
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When Answering Questions, Keep In
Mind:

* Avoid letting perfect be the enemy of good

* Approach the definition and delivery of services
Incrementally and iteratively

« Don't forget the little guys

Or €gon
*from the Direct Project & the National eHealth Collaborative. t
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Trust Services

 Trust Services refer to the policies and technologies put in
place to authenticate:

— The identity of the parties to an exchange: ensuring the sender and
receiver are who they claim they are

— The security of the transmission: ensuring that no one but the sender or
the receiver can access the data

— The integrity of the data: ensuring that the data has not been opened or
tampered with in transit by an outside party

« Finance Workgroup discussed two sides of Trust Services:

— Administrative, business services
» Establish identity of an HIE Participant
* Ensure the Participant is following “the rules of the road.”

— Technological, centralized services
* Enable the three aspects of Trust Services noted above

Health
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Trust Services - Questions

 How do the requirements and frameworks we discussed
Intersect?

— Meaningful Use requires a means to verify data has not been altered in transit

— The Direct Project and NHIN both use digital certificates (X.509) for trust
purposes: authorization, encryption, verification, and non-repudiation

Health
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Trust Services- Confirm

Proposed direction
— Foundation of Trust Services is X.509 digital certificates

— Certificates are used for authorization, encryption, verification, and non-

repudiation

— SDE/State acts as a Certificate Authority (likely via relationship with established

CA)
— Certificates are issued only to accredited participants

Is this directionally correct?

He
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HIE & Provider Registries

« To enable routing and address discovery, the Core Services include
two Registries:

— Provider Registry
» A directory of qualified health care providers within the state of Oregon
» Akin to “White Pages”

— HIE Registry

» A directory of qualified HIE Participant organizations, may be within the state
or other participants that have met the qualification/accreditation criteria

» Akin to “Yellow Pages”

* Finance Workgroup feedback on the Registries

— Clear need for means to find addresses of recipients and for routing
information via the correct organization

— Questions remain, including how they would be populated and kept

current
OreU(m lt I
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HIE & Provider Registries - Questions

 How do the requirements and frameworks discussed

Intersect?

— Addressed by neither ONC PIN-001 nor Meaningful Use
requirements

— Direct Project offers no standard for address discovery by
humans (assumes addresses are known in advance)

— Only some functions of HIE Registry similar to NHIN Service
Registry

Health
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HIE & Provider Registries — Federal Guidance

Federal HIT Policy Committee has established a Provider Directory Task
Force to which we can look for guidance

The Provider Directory Task Force is charged with determining:
— Priority uses for state level provider directories

— Standards, requirements, and policies necessary to enable the creation and sustainability of
provider directories at the state level

— Determine requirements and strategies to ensure these directories are:

» Authoritative — contain accurate and up-to-date data to enable routing of health
information

» Comprehensive — contain information on all licensed providers and entities

* Open — are available for use by multiple parties (e.g., HIO, IDN, Direct user, public
health) for multiple users (e.g., public health alerts, sharing care summaries) and
support interoperability

The Task Force has defined two types of directories:
— Entity-level Provider Directory (ELPD) = HIE Registry
— Individual-level Provider Directory (ILPD) = Provider Registry

Final recommendations to HITPC on ELPDS: November 19

Health
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HIE & Provider Registries - Confirm

Proposed direction

— Staff will monitor the continued progress of and the

recommendations being issued by the Provider Directory Task
Force

— For initial scoping purposes, use Nov 19 Task Force
recommendations

 Is this directionally correct?

Health
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“Push” Services

 “Push” Services enable direct transport of health information from
one HIE Participant to another over the Internet
— “Message”-based as opposed to “Query”-based
— “Push” versus “Pull”

* Finance Workgroup feedback on “Push” Services

— Connecting local HIOs is a primary requirement, but should not preclude other
connectivity (e.g., lab testing companies, use by a local HIO for its participants)
so that Oregon is positioned for Stage 2 & 3 Meaningful Use

— Serving parties without EHRSs not a priority, since adoption of certified technology
required for Meaningful Use

— Some confusion around the role of services in this area (need for standards was
clear). Discussion of the SDE/State acting as a central Health Information

Service Provider (HISP)
| I Oregon lt I
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“Push” Services - Questions

 How do the requirements and frameworks intersect?

— ONC guidance has been to focus on message-based communication for Stage 1
Meaningful Use, with advanced interoperability (i.e., query-based) deferred

— The Direct Project is a national framework focused on message-based
communication

« Considerations around the Direct Project

— Simple Health Transport (SMTP & XDR) standards are in active pilots

— Vendor support appears broad, however no release dates issued yet for products
containing Direct Project support

— This may change quickly once pilots conclude and standards finalize

OreU(m l th
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“Push” Services - Confirm

* Proposed direction

— Staff will monitor the continued progress of the Direct Project

— For scoping, assume a solution that aligns with Simple Health Transport and
Direct Project standards

— Assume State/SDE acts as a central Health Information Service Provider (HISP)
— Primary focus of the central HISP — enabling communication between local HIOs

 Is this directionally correct?

OreU(m l th
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Administrative ltems to Address

* Report to HITOC at December Meeting

e Public Comment

He
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Next Steps

Next Technology WG meeting:
 Wednesday, December 8, 2010, 1-5pm PST
Wilsonville Training Center of CCC
29353 SW Town Center Loop East
Wilsonville OR 97232

* Dec. 8th meeting will be a joint session with the Finance
Workgroup focused on evaluating costs to implement the
Core Services, and will also feature discussion of

Ancillary Services
HOreU(m l th
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Program Information Notice

Document Number: ONC-HIE-PIN-001

Date: July 6", 2010

Document Title: Requirements and Recommendations for the State Health Information
Exchange Cooperative Agreement Program

TO: State Health Information Exchange Cooperative Agreement Program Award
Recipients

As stated in the State Health Information Exchange Cooperative Agreement Program
Funding Opportunity Announcement (FOA), the Office of the National Coordinator for
Health Information Technology (ONC) may offer program guidance to provide
assistance and direction to states and State Designated Entities (SDEs) that receive
awards under the program. The purpose of this Program Information Notice (PIN) is to
clarify the FOA with respect to state and SDE responsibilities under the program,
recommended roles for the State HIT Coordinators, and elements of the state strategic
and operational plans.

If you have any questions or require further assistance, please contact your project
officer or the State Health Information Exchange Cooperative Agreement Program at
statehiegrants@hhs.gov.

Sincerely,

David Blumenthal
National Coordinator

Attachment

July 6™, 2010





Introduction

This PIN provides direction to state level efforts under the State Health Information Exchange
Cooperative Agreement Program (State HIE Program). Specifically, this PIN clarifies the State Health
Information Exchange Cooperative Agreement Program Funding Opportunity Announcement, EP-HIT-
09-001, CFDA 93.719, with respect to state/SDE* responsibilities under the program, recommended
roles for the HIT Coordinators, and elements of the state strategic and operational plans. Success of this
program is dependent on a strong and productive collaboration between states/SDEs and ONC.

The HITECH Act authorized the award of funds to states/SDEs to facilitate and expand health
information exchange (HIE) among organizations. These resources, which should be viewed as a one-
time investment, can provide a critical impetus to facilitate state HIE efforts including those meeting HIE
meaningful use requirements, but substantial challenges face ONC and states/SDEs in developing the
robust exchange infrastructure that we all seek. The amount of funding and timeline will in many cases
make it challenging for states to implement and operate comprehensive statewide health information
exchange services. States, therefore, should carefully consider the advantages and disadvantages of
using limited HITECH funds -- without substantial other sources of support and/or a strong existing
infrastructure -- to immediately deploy a robust, fully developed statewide exchange. Similarly, the
alternative of deploying a series of local pilots of exchange, while useful for the long-term, may not
enable the levels of exchange necessary to meet the requirements for meaningful use, especially as
these requirements become more demanding in later stages. Furthermore, ONC is concerned that HIE
sustainability models that rely on mandated provider or hospital participation in specific HIE services
offered by the state or SDE might inappropriately limit provider choices in the full array of information
exchange alternatives, thereby threatening the ability of providers to achieve meaningful use,
particularly where state-designated services are still limited or nonfunctional.

While states have the responsibility to determine HIE strategies that may be accomplished through a
variety of approaches, ONC will work with states to be creative and resourceful, identifying ways to use
these critical but scarce resources to fill gaps in a thoughtful and reality-based way while leveraging
existing information exchange activities and engaging trading partners to encourage and sustain health
information sharing. We encourage states to focus on targeted actions to ensure that all eligible
providers have options to meet meaningful use information exchange requirements.

A common set of principles shapes ONC’s work in health information exchange including the state HIE
program:

e Support privacy and security

e Focus on desired outcomes, especially meaningful use of EHRs.

e Support HIE services and adoption for all relevant stakeholder organizations, including providers
in small practices, across a broad range of uses and scenarios

e Be operationally feasible and achievable, building on what is already working
Remain vigilant and adapt to emerging trends and developments
Foster innovation

! References to states and SDEs throughout this PIN are used interchangeably unless inconsistent with the context
or otherwise indicated.
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Please note that the terms “shall” and “should” are used in very specific ways in this document. “Shall”
equals a mandatory action while “should” equals a recommended course of action within the State HIE
Program.

Key Deliverables and Objectives for State HIE in 2011

The immediate priority of the State HIE Program is to ensure that all eligible providers within every state
have at least one option available to them to meet the HIE requirements of meaningful use in 2011. The
Centers for Medicare & Medicaid Services (CMS) issued a proposed rule that sets forth proposed Stage 1
criteria for meaningful use to include objectives and associated measures for the exchange of health
information. 75 Fed. Reg. 1844 (Jan. 13, 2010). References to meaningful use requirements in this PIN
are based on the proposed rule. In the event that the proposed rule is finalized and/or additional rules
or guidance are issued related to meaningful use, ONC may update this PIN or issue further guidance as
appropriate. Therefore, in support of this program priority related to meaningful use in 2011, states and
SDEs shall outline in their State Strategic and Operational Plans (state plans) a concrete and
operationally feasible plan to address and enable these three HIE capabilities in the next year’:

1. E-prescribing
2. Receipt of structured lab results
3. Sharing patient care summaries across unaffiliated organizations

State and SDE Responsibilities under the State HIE Program in 2011

States and SDEs are given discretion to determine how best to enable these HIE capabilities in their
health care delivery and market environments and how to ensure that options will be available to satisfy
the increasingly robust exchange requirements for meaningful use. However, consistent with the
description of program requirements in the FOA, states and SDEs shall fulfill the following six
responsibilities for continued funding as part of their participation in the State HIE Program. Specifically,
states and SDEs shall use their authority, programs, and resources to:

1. Initiate a transparent multi-stakeholder process—Convene a representative group of relevant
stakeholders, including consumers, to set clear goals for state HIE efforts and assess how those
efforts can link to and support care delivery and payment reforms. Additionally, states and SDEs
shall analyze and fully understand the health information exchange currently taking place within
the state, complete a gap analysis, and determine how the state or SDE needs to address these
gaps to ensure options are available to eligible providers in the state who seek to meet the
Stage 1 meaningful use requirements for HIE, with a focus on delivery of structured lab results,
e-prescribing, and sharing patient care summaries across unaffiliated organizations.

2. Monitor and track meaningful use HIE capabilities in the state-Set the baseline, monitor, and
report on the following measures as required by the State HIE Program, which will be finalized in
additional program guidance:

o % health plans supporting electronic eligibility and claims transactions
o % pharmacies accepting electronic prescribing and refill requests

? Administrative transactions with health plans and Medicaid, and public health reporting will be the subject of
future operational plans
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o % clinical laboratories sending results electronically
o % health departments electronically receiving immunizations, syndromic surveillance,
and notifiable laboratory results

3. Assure trust of information sharing—Ensure the state has a privacy and security framework for
state health information exchange efforts that is consistent with and clearly addresses the
elements of the HHS HIT Privacy and Security Framework found at
http://healthit.hhs.gov/portal/server.pt/gateway/PTARGS_0_10731_848088_0_0_18/Nationwi
dePS_Framework-5.pdf.

4. Set Strategy to Meet Gaps in HIE Capabilities for Meaningful Use—Develop and implement a
strategy and work plan to address the gaps in HIE capabilities as identified in the environmental
scan with a focus on delivery of structured lab results, e-prescribing and sharing patient care
summaries across unaffiliated organizations.

Gap-filling strategies might include:

e Policy, purchasing and regulatory actions, such as requiring e-prescribing or electronic
sharing of lab results in state or Medicaid contracts with pharmacies and clinical labs.

e Core services to reduce the cost and complexity of exchange including authoritative
provider and plan directories and authentication services that would support both simplified
and comprehensive interoperability.

e Targeted infrastructure for gap areas such as shared services for small labs or pharmacies,
or to serve rural providers, which could utilize both simplified and comprehensive
interoperability solutions.

In filling these gaps, the state is not required to directly provide or construct technology
infrastructure or services. A key role for states can be to provide leadership and direction to
public and private stakeholders. States may also use policy and purchasing levers to extend and
enhance existing HIE activities in the state so as to encourage key trading partners such as
pharmacies and clinical laboratories to participate in electronic service delivery and to enable
providers to meet meaningful use requirements.

States shall also establish a strategy and immediate next steps to address the following over the
course of the project:

e Building capacity of public health systems to accept electronic reporting of immunizations,
notifiable diseases and syndromic surveillance reporting from providers.

e Enabling clinical quality reporting to Medicaid and Medicare.

5. Ensure consistency with national policies and standards—States and SDEs shall ensure that any
HIE services that are funded through this program are consistent with national standards, NHIN
specifications, federal policies and guidelines, and are based on technologies that are adaptable
and flexible for future requirements, including exchange of information across state boundaries.

6. Align with Medicaid and public health programs—States and SDEs shall coordinate with
Medicaid and public health programs to establish an integrated approach including having both
programs represented in the state’s governance structure and processes.
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Federal Government Participation

As stated in the FOA, the ONC will work with states to advance interoperability and health information
exchange through a variety of activities, including:
e Collaborate with states and SDEs to promote, monitor and share efficient, scalable and
sustainable mechanisms for HIE within and across states.

e Help to coordinate and share information regarding federal health IT investments and programs
across agencies (e.g., CDC, CMS, HRSA, AHRQ, ONC and non-HHS federal agencies).

e Conduct a national program evaluation and offer technical assistance for state-level evaluations.
e Adopt standards and certification criteria to enable interoperability and HIE.

e Provide technical assistance to states and SDEs.

e Coordinate information sharing across states.

e Advance standards-based HIE through Nationwide Health Information Network (NHIN)
standards, services and policies.

Expected Roles for HIT Coordinator

ONC requires each state to have an HIT Coordinator who will provide HIT leadership and coordination
across the federally funded state programs including supporting the efforts of the State Medicaid
Directors (SMDs) in developing the state’s Medicaid EHR incentive program. We expect the Coordinator
to fulfill two main roles while realizing that states have flexibility in how these roles are fulfilled:

e The HIT Coordinator should develop and advocate for HIT policy to achieve statewide goals. The
Coordinator will need to focus and prioritize activities to make rapid progress to help state
providers meet stage 1 meaningful use requirements. Key activities may include:

o Collaborate with state health policy makers in establishing HIT strategies for reaching shared
health care goals.

o Leverage state purchasing power such as establishing requirements for entities reimbursed
by the state to participate in e-prescribing, electronic labs results delivery or electronically
sharing care summaries across transitions in care.

o Address legal or policy issues to ensure the information may be shared securely and with
appropriate privacy protections.

o Lead efforts to enable interstate HIE, such as harmonizing privacy policies and consent laws
with neighboring states where appropriate.

e The HIT Coordinator should coordinate HIT efforts with Medicaid, public health and other
federally funded state programs. Examples of the Coordinator fulfilling this role include:
o Advance operationally viable strategies that accelerate the success of the EHR incentive
program in meeting shared meaningful use goals.

o Ensure state program participation in planning and implementation activities including, but
not limited to Medicaid, behavioral health, public health, departments of aging.

o Ensure that State Medicaid HIT Plans and State HIE plans are coordinated.
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o Leverage various state program resources such as immunizations registries, public health
surveillance systems, and CMS/Medicaid funding to ensure resources are being maximized
(e.g., ARRA authorized Medicaid 90/10 match leverage to support HIE activities).

o Assure integration of other relevant state programs into the state’s HIT governance
structure.

o Identify, track and convene the various federal HIT grantees for cross-program coordination
and to leverage program resources. Examples: RECs, Beacon Communities, Community
Colleges involved in HIT workforce efforts, HRSA HIT adoption projects, federally supported
broadband programs, CHIPRA HIT grantees.

Conclusion

Based on the above program guidance including state/SDE responsibilities and HIT Coordinator roles,
and also based on issues that have arisen in the first wave of state plans that have been submitted to
ONC, the following attachment contains additional guidance on developing state strategic and
operational plans for a successful program. Additional resources to assist in the development of state
plans, including a new chart showing requirements of the FOA and this PIN, can be found at

www.statehieresources.org.
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Attachment

Guidance on State Strategic and Operational Plans (State Plans)

In an effort to support the success of states and SDEs participating in the State Health Information
Exchange Cooperative Agreement Program, ONC has compiled this planning guidance to highlight and
clarify an important subset of plan requirements. Detailed guidance on state plans, including a chart
with requirements for plan content, can be found at www.statehieresources.org.

Environmental Scan

Within the strategic plan, the environmental scan shall include an overview of the current HIE activities
within the state including the penetration of electronic lab delivery, e-prescribing networks and other
existing HIE solutions. The environmental scan should include the following measures or similar
measures to determine the health information exchange taking place with these important data trading
partners :

e % pharmacies accepting electronic prescribing and refill requests

* % clinical laboratories sending results electronically

s % health plans supporting electronic eligibility and claims transactions

e % health departments receiving immunizations, syndromic surveillance, and notifiable

laboratory results

Strategy to Meet Meaningful Use

Strategic plans shall describe the state’s overall strategy for supporting Stage 1 meaningful use including
how to fill gaps identified in the environmental scan. Specifically, states and SDEs shall describe how
they will invest federal dollars and associated matching funds to enable eligible providers to have at
least one option for each of these Stage 1 meaningful use requirements in 2011:

1. E-prescribing

2. Receipt of structured lab results

3. Sharing patient care summaries across unaffiliated organizations

As part of the Strategic Plans, states and SDEs should also describe a strategy and plan to address the
other required information sharing capabilities specified in the FOA over the course of the project,
including, but not limited to:

e Building capacity of public health systems to accept electronic reporting of immunizations,
notifiable diseases and syndromic surveillance reporting from providers;
o Enabling electronic meaningful use and clinical quality reporting to Medicaid and Medicare.

Coordination with Medicaid

Because of the importance of the Medicaid program in setting state level HIT policy, states and SDEs are
required to describe their coordination with Medicaid in their Strategic Plans. The following activities
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are either required or highly encouraged and the activities adopted shall be reflected in the state HIE

plan.

Required Activities:

1.
2.

The state’s governance structure shall provide representation of the state Medicaid program.
The grantee shall coordinate provider outreach and communications with the state Medicaid
program.

The grantee and the state Medicaid program shall identify common business or health care
outcome priorities.

The grantee, in collaboration with the Medicaid program, shall leverage, participate in and
support all Beacon Communities, Regional Extension Centers and ONC funded workforce
projects in its jurisdiction.

The grantee shall align efforts with the state Medicaid agency to meet Medicaid requirements
for meaningful use.

Encouraged Activities:

6.

% N

10.

11.

12.

13.

14.

15.
16.

17.

The state’s HIE program is encouraged to obtain a letter of support from the Medicaid
Director. If a letter of support is not provided, ONC will inquire as to why one was not
provided and the lack of a letter may impact the approval of a state plan, depending on
circumstances.

Conduct joint needs assessments.

Conduct joint environmental scans.

Collaborate with the Medicaid program and the ONC-supported Regional Extension Centers to
provide technical assistance to providers outside of the federal grant for Regional Extension
Centers’ scopes of work.

Leverage public help desk/call center contracts and services between the State HIE Program,
Medicaid and the REC.

Conduct joint assessment and alignment of privacy policies at the statewide level and in the
Medicaid program.

Leverage existing Medicaid IT infrastructure when developing the health information exchange
technical architecture.

Determine whether to integrate systems to accomplish objectives such as making Medicaid
claims and encounters available to the health information exchange and information from non-
Medicaid providers available to the Medicaid program.

Determine which specific shared services and technical services will be offered or used by
Medicaid.

Determine which operational responsibilities the Medicaid program will have, if any.

Use Medicaid HIT incentives to encourage provider participation in the health information
exchange.

Collaborate during the creation of payment incentives, including Pay for Performance under
Medicaid, to encourage participation by additional provider types (e.g. pharmacies, providers
ineligible for incentives).

HIE Sustainability Plans

ONC recognizes the importance and challenges of developing a sustainable health information exchange
capability. Itis essential, therefore, that for the initial submittal of the Strategic Plan, that states and
SDEs shall describe initial thoughts for sustaining HIE activities during and after the cooperative
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agreement period. It is important to consider how to achieve sustainability based on the model being
pursued and to incorporate any work that has been done to test the market acceptance of revenue
models. The primary focus of sustainability should be on sustaining information sharing efforts, and not
necessarily the persistence of government-sponsored health information exchange entities. ONC
anticipates that annual updates to the state plans will provide further developed approaches and
activities for fong-term HIE sustainability.

Facilitating Services - If the state HIE effort is facilitating the statewide coverage of HIE services using a
variety of exchange methods, the state plan shall describe preliminary plans for how sustainability of the
HIE market in the state may be enhanced by state or SDE actions including any state policy or regulation.
Specific plans for sustainability of any directories or authentication services offered at the state level by
the grantee must be addressed during the course of the four-year program.

Directly Offering Services - If the state HIE effort is directly providing the services, the state plans shall
provide preliminary but realistic ideas on who will pay for the services and under what mechanisms
(e.g., per transaction fees, subscription models, payers receiving a percentage allocation based on their
covered base) The state plan should also consider how program sustainability can be supported by state
policy or regulation including payment reforms to incentivize demand for information sharing or
contracting requirements to ensure participation of key partners such as labs and pharmacies.

Executing Strategy for Supporting Meaningful Use

Operational plans shall describe how the state will execute the state’s overall strategy for supporting
Stage 1 meaningful use including how to fill gaps identified in the environmental scan. Specifically,
states and SDEs shall describe how they will invest federal dollars and associated matching funds to
enable eligible providers to have at least one option for each of these Stage 1 meaningful use
requirements in 2011:

1. E-prescribing

2. Receipt of structured lab results

3. Sharing patient care summaries across unaffiliated organizations

For each of these areas, the Operational Plans shall:
e Outline a clear and viable strategy to ensure that all eligible providers in the state have at least
" one viable option in 2011;

e Include a project timeline that clearly illustrates when tasks and milestones will be completed;

e Provide an estimate of all the funding required, including all federal funding and state funding,
used to enable stage one meaningful use requirements;

e Indicate the role both in funding and coordination of the state Medicaid agency in achieving the
state strategy;

¢ Identify potential barriers and risks including approaches to mitigate them; and,

e Identify desired technical support and coordination from ONC to support the state strategy.

Project Management Plans
State Operational Plans shall include a robust project management plan with specific timelines,
milestones, resources and interdependencies for all the activities in the state’s HIE project. States and
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SDEs shall explain their project management approach including the project plan tasks that are managed
by vendors in order for ONC to judge the comprehensiveness and the feasibility of the plans. State plans
should also describe the change management and issue escalation processes that will be used to keep
projects on schedule and within budget.

Risk Assessment

Managing risk is an important element of successfully building HIE capacity to support meaningful use.
Within their Operational Plans, States and SDEs shall identify known and potential risks and describe
their risk mitigation strategies. Risks should be prioritized using risk severity and probability. Examples of
risks that may be included are: changes in the HIE marketplace, evolving EHR and HIE standards, lack of
participation of large stakeholders including Medicaid, breach of personal health information.

HIE Architecture and Standards

Within the operational plans, States and SDEs shall describe the technical approach taken to facilitate
data exchange services within the state based on the model being pursued.

Facilitating Services - If the state HIE effort is facilitating the statewide coverage of HIE services using a
variety of exchange methods, the state plans shall describe the approach of obtaining statewide
coverage of HIE services to meet meaningful use requirements and also the processes or mechanisms by
which the state or SDE will ensure that the HIE services comply with national standards.

Directly Offering Services - If the state HIE effort is directly providing or provisioning services (including
shared directories or provider authentication services) the state plans shall provide either the detailed
specifications or describe the process by which the detailed specifications will be developed. For those
plans that don't have a detailed architecture, the updated Notice of Award for implementation will have
a requirement to provide the detailed plans at a later date.

When developing strategies for their state plans, states may be eligible to participate in the
development, testing and implementation of various standards and services including those offered by
the NHIN:

e Authoritative directories that are web-enabled and support standards-based queries, including:

o Health care provider directories
o Health plan directories
o Directories of licensed clinical laboratories

¢ |dentity Assurance and Authentication Services: These services should meet relevant state and
federal privacy and security requirements and be appropriate to the exchange approach
selected. They should include: 1) ability to ensure the provider receiving the record is authorized
and is who they claim to be and, 2) ensure the provider sending the information is an authorized
recipient of the information.

e Secure Routing
NHIN Direct specifications to enable simplified interoperability between two known endpoints
NHIN Exchange services for robust information exchange, such as:

o Master Patient Index

o Patient locator services
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o Document lookup and retrieval

The use of standards to support HIE enabling technology is a critical aspect of this program and needs to
be part of a longer-term framework to support interoperability. Due to the evolving nature of health
information technology, standards, requirements related to meaningful use, and standards adoption,
there should be an explicit mechanism specified in state plans that ensures adoption and use of
standards adopted or approved by the Department of Health and Human Services (HHS) as well as the
appropriate engagement with ONC in the ongoing development and use of the NHIN specifications and
national standards to support meaningful use. The plans should also explain how the states will
encourage any vendors or service providers to follow national standards, address system modularity,
data portability, re-use of interfaces, and vendor transition provisions.

Privacy and Security

Within the Operational Plans, States and SDEs shall develop and fully describe their privacy and security
framework including the specific policies, accountability strategies, architectures and technology choices
to protect information. The state privacy and security framework shall be consistent with applicable
federal law and policies. To assist the states, ONC will provide guidance on security and privacy policies
and programs in the near future. The state plan shall contain a description of the analysis of relevant
federal and state laws as related to HIE and the plans for addressing any issues that have been
identified. If an analysis hasn’t been done, the state or the SDE shall provide a description of the
process and the timeline for completion. Furthermore, states should describe the methods used to
ensure privacy and security programs are accomplished in a transparent fashion. If a complete
framework is not available, the state or the SDE shall describe the process they will use to fully develop
such a framework. The framework must address all the principles outlined in the HHS HIT Privacy and
Security Framework, including:

- Disclosure Limitation - Collection and Use

- Individual Access - Data Quality and Integrity
- Correction - Safeguards

- Openness and Transparency - Accountability

- Individual Choice
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Agenda

Public Health

Discuss next steps for public health work
— Proceed in parallel with PD work?

— Who interested in participating?

Provider Directories

Initial discussion of policy recommendations for Entity-Level
Provider Directories (ELPD)

Finalize recommendations on ELPD directory requirements and
options for presentation to HITPC on November 19th

— Users

— Uses/Functionality

— Directory Content

— Operating Requirements/Business Models

— Terminology 2
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ELPD Recommendations: Users (1)

General Guidelines:

Anyone involved in the exchange of patient health information
Submitter, receiver, requester, provider of patient health information

Entities expected to abide by Nationwide Health Information Exchange
governance, guidelines and standards

Need to coordinate details with Privacy/Security Tiger Team, as they are
currently discussing a similar issues, in the context of authentication

Need to also consider what to do with health care provider entities that do
not have an EHR system

Types of entities:

Health care provider organizations (i.e., hospitals, clinics, nursing homes,
pharmacies, labs, etc)

Other health care organizations (i.e., health plans, public health agencies)

Health Information Organizations (i.e., regional HIE operators, health
information service providers)

Other organizations involved in the exchange of health information
(business associates, clearinghouses)





Users

ELPD Recommendations: Users (2)

Who is not?

e Individuals
— Providers — will be the focus of individual-level provider directory
— Patients — out of bound

« Entities not involved in the exchange of patient health information

Related policies and guidelines

 How to ‘register’ entities - see recommended Business Model

 How to validate entities - see recommended Business Model; need to
coordinate with authentication recommendations from Privacy/Security
Tiger Team





Uses/Functionality

ELPD Recommendations: Uses and Functionality

General functional capabilities supported by Entity-level provider directories:

Support directed exchanges (send/receive as well as query/retrieve)
Provide basic “discoverability” of entity

Provide basic “discoverability” information exchange capabilities (i.e. CCD, HL7
2.XX)

Provide basic “discoverability” of entity’s security credentials

Assumptions:

Message sender knows where the message needs to go but may not know the
complete address

Messages can be sent over the Internet using standard Internet protocols and
addresses.

Message security is carried over via agreed-upon mechanisms (i.e., PKI)
No assumptions made regarding record locator service (RLS) functionality

Uses:

Follow various uses cases 7
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ELPD Recommendation: Content

General Guidelines:

Focus on content needed to make ELPD functionality executable and valuable
Basic content requirements should limit the need for frequent updates

For content that requires frequent updates, ELPD should provide pointers to entity
where up-to-date information can be found

For content that still requires some updates, responsibility pushed to end-user

Categories of Information:

Entity ‘demographics’ and identification information
— Name, address(es)
— Other familiar names
— Human level contact

Information Exchange Services
— Relevant domains (as defined by each entity); relevant website locations

— Protocols and standards supported for Information Exchange (SMTP, REST, CCD/CDA,
CCR, HL7 2.x.x, etc). Possibility that entity directory can “point” to this information but not
maintain it centrally

— Addresses for different protocols (SMTP, web services, REST, others)
— General Inbox location, if applicable (for message drop-off)

Security
— Basic information about security credentials (i.e., type, location for authentication) 8





Operating
rqgmts

Business
models

ELPD Recommendation: Business Models (1)

General Guidelines:

Business model to support national scalability as well as harmonization and
interoperability across localities and regions (states)

Business model need to provide flexibility to accommodate for various HIE
architecture infrastructure approaches

Governance to be defined within the context of overall ONC governance efforts
Maintenance responsibility pushed to end-user participant

* Guidelines for registering (validating, adding, deleting, modifying) will need to
be established

Security: Need to coordinate with recommendations from Privacy/Security Tiger
Team (i.e. for authentication, credential/certificate-issuing authorities would
maintain provider directory)

Governance: Need to coordinate with the Governance Workgroup on how this
function gets executed, governed






Operating Business
rgmts models

ELPD Recommendation: Business Models (2)

Business model and operating approach:

* Internet-like model (nationally coordinated, federated approach)

— Certified reqgistrars: registrars are ‘registered’ and certified to receive/process/accept
entities

— National guidelines: Registrars follow national guidelines for who to accept, validation of
application, addressing

— Reaqistrar reciprocity: Entities registered by one registrar are ‘recognized’ across system

— ELPDs: maintained by registrars; cross-referenced through system (similar to DNS)
— Roles of federal government:
» National standardization and harmonization
« Some agencies could be registrars themselves (i.e., Medicare, VA)
« Build on existing national/federal tools (i.e., PECOS, NPPES, NLR, others)
* Benefits
— National scalability; interoperability across regions/HIEs; relatively simpler to implement
* Possible issues

— Data management; conformance across industry
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Initial Discussion of Policy Recommendations

11





Policy Questions

* Which business models should the government promote?
« What are the potential government roles and levers?

 What is critical and necessary to meet our goals (minimal
necessary principal)

e One discussion on ELPD/ILPD, or separate?

We will begin discussion today, and continue after November 19%. ..
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Policy Options

Business Model

recommendation
to HITPC 11/19

Potential Government Roles/Policy Levers

Infrastructure

Maintaining data
quality and accuracy

Interoperability

Governance

Internet/like model -
nationally
coordinated,

federated approach.

Operates similar to
DNS

Standards, services
and policies to link
existing and new
ELPD assets
managed by
registrars

Certified registrars
and/or accreditation
process

Some federal
agencies are
registrars
(Medicare/VA)

States can also be
registrars (HIE
program)

Meaningful use (EPs
and hospitals
required to participate
and maintain own
data)

Licensing/payment
policy, especially for
entities that do not
receive MU
incentives

Requirements for
participants in
Nationwide Health
Information Network

Registration for Direct
address

Onboarding for
Exchange gateway

Standards developed
through S&I framework,
recommended by HITSC

» Data elements

* Interoperability with EHR

* Open interfaces

Could be adopted

through/by:

* EHR certification/MU
standards rules

* Requirements for any
directories/registrars
receiving HITECH funds
(state HIE program)

* Requirements for
participants in
Nationwide Health
Information Network

» Federal agencies serving
as registrars

ELPD governance
could be requirement
of Nationwide Health
Information Network
governance
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Uses/Functionality

Scenarios and uses/value of ELPDs

Scenarios Value of Entity-Level Directory

Scenario: Clinician Orders Test from Lab | ¢ Generally, exchanges with laboratories might be well-known to the
& Lab Sends Results clinic and pre-established

 Clinician from Clinic X sends Lab Orderto | ¢ Clinic X will use the entity-level directory to obtain the organization-
Laboratory level ‘address’ of the laboratory, and other information exchange

« Clinic X’s EHR generates lab order features supported by the lab (port information, formats supported,
message and sends it to Laboratory security credential locations) which allows Clinic X to establish a

. Laboratory Information System (LIS) connect_lon, open_a defined p(?rt, and drop a.message to the lab
received lab order » The entity level directory provides two benefits:

« After lab sample is processed and results » Establishing a first-time connection with the lab and have the
are entered, LIS generates a lab results path be defined
message and sends back to ordering » Afterwards, to ensure that changes to the address of the lab
clinician from changes the lab might experience (moved, purchased,

etc) will be resolved
» Lab sends back results to Clinic X to the declared ‘address’ included in
the electronic lab order
* Lab may also use entity-level directory to support ‘copy-to’ function to
send results to a non-ordering provider

» Using the directory, the digital credentials of both the sending and
receiving computers are used to validate identities.

» Prior to sending the transaction, the sending computer checks the I.E.
services that the receiving computer uses and determines whether the
transaction can be sent.
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Uses/Functionality

Scenarios and uses/value of ELPDs

Scenarios

Value of Entity-Level Directory

Scenario: Patient Summary from PCP to

Specialist
PCP from Clinic X is sending a Patient
Summary to Specialist in Clinic Y

Clinic X’s EHR sends patient summary (i.e.
CCD) to Clinic Y's EHR

Clinic Y EHR system receives the patient
summary and incorporates data into the
patient’s record in the EHR

Clinic Y EHR sends an alert to specialist that
new information about Patient is available

Clinic X will use the entity-level directory to identify the
organization-level ‘address’ of Clinic Y and other information
exchange features supported by Clinic Y (port information,
formats supported, security credential locations)

In the message header or inside the message is where the
information about the patient, the provider (specialist) resides,
which will be used by the EHR of the recipient to incorporate data,
issue alerts to providers about new data available

Using the directory, the digital credentials of both the sending and
receiving computers are used to validate identities.
Prior to sending the transaction, the sending computer checks the

|.LE. services that the receiving computer uses and determines
whether the transaction can be sent.

Scenario: Hospital Discharge Summary (or

ED Visit Summary or Surgical Report
Summary)

Hospital discharge summary (i.e. CDA) of a
patient is sent from hospital information system
(EHR) to the clinic EHR where patient’s
primary care provider practices and the
patient’s record resides

Clinic’s EHR system receives the discharge
summary and incorporates data into the
patient’s record in the EHR

Clinic’s EHR sends an alert to primary care
provider that new information about Patient X
is available

Hospital will use the entity-level directory to identify the
organization-level ‘address’ of the clinic the data is intended to,
and other information exchange features supported by the clinic
(port information, formats supported, security credential locations)

In the message header or inside the message is where the
information about the patient, the provider (specialist) resides,
which will be used by the EHR of the recipient to incorporate data,
issue alerts to providers about new data available

Using the directory, the digital credentials of both the sending and
receiving computers are used to validate identities.

Prior to sending the transaction, the sending computer checks the
I.LE. services that the receiving computer uses and determines
whether the transaction can be sent.
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Uses/Functionality

Scenarios and uses/value of ELPDs

Scenarios

Value of Entity-Level Directory

Scenario: Hospital X Request for Information

from Hospital Y

Patient outside of their home geography
appears in hospital for emergency or acute care
Hospital X needs additional clinical information
prior to treatment

Patient knows familiar name of home Hospital
Y; Hospital X needs to look up complete
address for Hospital Y

Hospital X sends request for patient information
to Hospital Y

Hospital Y sends CCD summary to Hospital X

Hospital X will use the entity-level directory to search for the
organization-level ‘address’ of the Hospital Y to be able to send
query for patient information

Hospital Y will use the entity-level directory to discover location
of security credentials (as applicable) of Hospital X

Hospital Y will send CCD the know address of Hospital X, based
on the query

In the message header or inside the message is where the
information about the patient, the provider (specialist) resides,
which will be used by the EHR of the recipient to incorporate
data, issue alerts to providers about new data available

Using the directory, the digital credentials of both the sending
and receiving computers are used to validate identities.
Prior to sending the transaction, the sending computer checks

the I.E. services that the receiving computer uses and
determines whether the transaction can be sent.

Scenario: Patient Request for Site of Referral

PCP wants to refer patient for specialist consult
or diagnostic testing

PCP (or patient?) searches Directory for
specialists or diagnostic test centers

Patient chooses from among available choices

PCP sends CCD referral summary or
diagnostic test order

The entity level directory is used to make sure that the CCD is
sent to the correct organization.

The header or message content contains information about the
patient identity and, also, the specialist, if appropriate.

*** ]t is not necessary for this directory to describe services that
are provided, because that information should be available from
other sources. The primary purpose of the entity-level directory

is routing.
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Uses/Functionality

Scenarios and uses/value of ELPDs

Scenarios

Value of Entity-Level Directory

Scenario: Public Health request for data from
provider

» Public health agency needs to obtain
information about a patient from a provider
(clinic, hospital), in support of public health
functions

» Public health seeks provider, sends query with
request for information

» Provider received query, process it and submits
data to public health agency

Public health agency uses entity-level provider directory to
identify the ‘address’ of the clinic/hospital to send the
query

Entity-level directory provides other information exchange
features supported by the clinic/hospital (port information,
formats supported, security credential locations)

Public health agency sends query to clinic/hospital

In the message header or inside the message is where the
information about the patient resides, which will be used
by the clinic/hospital to search/extract data needed

Scenario: HIO to HIO routing

» Aregional HIO X needs to send clinical
information to regional HIO Y

HIO X uses entity-level directory to search for the
organization’s ‘address’ of HIO Y
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ELPD Recommendation: Basic Common Terminology

. Provider Directory:

* An electronic searchable resource that lists all information exchange participants, their names, addresses
and other characteristics and that is used to support secure and reliable exchanges of health information.

*  Entity-Level Provider Directory (ELPD): A directory listing provider organizations
* Individual-Level Provider Directory (ILPD): a directory listing individual providers
. Entity:
* Any organization involved in the exchange of patient health information, including submitters, receivers,
requesters and providers of such information.
» Organizational entities: The legal organization involved in the exchange

» Technical entities: The systems/services that can interact with people through displays, etc., send
and receive messages in standardized ways, etc.

. Individual Provider/Clinician:
* Individual health care provider (per HIPAA/HITECH definition)
. Sender:

* Authorized final end-point organizational entities or their employees or proxy technical entities that
generate and send directed exchanges.

. Receiver:

* Authorized organizational entities or their employees or proxy technical entities that receive directed
exchanges.

. Routing:
*  Process of moving a packet of data from source to destination. Routing enables a message to pass from

one computer system to another. It involves the use of a routing table to determine the appropriate path
and destination
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Terminology

ELPD Recommendation: Basic Common Terminology

. Query/Retrieval:

* The process of requesting and obtaining access to health information. It also refers to the process of
request and obtaining provider directory information
. Security Credentials:
* A physical/tangible object, a piece of knowledge, or a facet of an entitie’s or person's physical being, that
enables the entity/person access to a given physical facility or computer-based information system.
Typically, credentials can be something you know (such as number or PIN), something you have (such
as an access badge), something you are (such as a biometric feature) or some combination of these
items.
. Discoverability
*  The ability of an individual/entity to access and obtain specific information about another entity, including
demographic information, information exchange information and security credentials information.
. Administrative-related functions
* Register/edit/delete: Processes executed by authorized individuals or entities to add or modify entries

(entities and individuals) in a provider directory based on national and local policies. They may involve
attestation, verification and/or validation of the information provided about the entities and individuals.

* Access control: Prevention of unauthorized use of information assets (ISO 7498-2). It is the policy rules
and deployment mechanisms, which control access to information systems, and physical access to
premises (OASIS XACML)

* Audit: Review and examination of records (including logs), and/or activities to ensure compliance with
established policies and operational procedures. This review can be manual or automated

. Sources: IHE Provider Directory Profile; HITSP Glossary; NIST Technical Documents
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HITOC Workgroup: Technology Workgroup

Summary Progress Report

Workgroup Staff: John Hall, Mindy Montgomery, Oliver Droppers

Report Prepared by: Oliver Droppers

Meeting Date: 10/13/2010

Primary Meeting Focus: Gather Feedback on HIE Core Services Requirements

Workgroup Members Present: Brian Ahier (Chair), Aaron Karjala (Vice Chair), Ellen Larsen, Eric
McLaughlin, Hongcheng Zhao, JA Magnuson, John Dunn, Kent Achterhof,

Mary Moore, Patricia VanDyke, Paul Matthews, Leeta Anderson, Susan Woods

Workgroup Members Absent: Dick Taylor

Other Meeting Attendees: three members of the public

Progress Status Summary:

Purpose of the meeting was to continue orienting members to the Oregon’s strategic plan and set the
foundation for the work ahead. John Hall facilitated the meeting with the intent for workgroup members to
develop a common understanding of Oregon’s technology landscape and HIE context. Specific targeted
outcomes for the meeting was to identify and gather feedback on HIE Core Services requirements, and
identify Accreditation Subcommittee members.

Discussion Highlights:

¢ Initial workgroup deliverables for the Tech WG will be made under aggressive timeframe and
deadlines with interdependencies among the other workgroups.

e Review key terminology and concepts.

e Highlighted the importance of using agreed upon key terminology as the workgroup moves forward.

e Concepts reviewed and discussed included: HIE, HIE Participant, Health Information Organization
(HIO), HIE Core Services, HIE Centralized Services, and HIE Ancillary Services.

e Discussion around “Provider Directory.” Question as to whether the State of Oregon might provide
access to other states’ provider directories, for example, as a core service. Additional topics related
to provider directory included:

0 Would Oregon limit the provider directory to only Oregon providers or include/allow providers
from other states to participate? Could a core service be providing connectivity for providers
across borders?

o0 Providers nested within organizations are an important issue and could impact the state’s
ability to monitor clinical quality measures, at the individual provider level.

o0 Need to consider that when dealing with provider directory services, that will help facilitate
HIE process, also need to consider how provider indexes will function in the broader
environment.

¢ Recognize the need to work closely with the Finance Workgroup to complete the ONC financial
sustainability plan for HIE in Oregon.

e Environment is very fluid around HIE, want to allow the marketplace to evolve, federated approach to
statewide technology architecture, use of national and industry standards wherever possible and
practical.

¢ Review Oregon’s proposed HIE technology architecture.

o0 Important not to over specialize standards in Oregon or create Oregon standards that are
different from proposed national standards.

o Discussion as to what are the minimum and maximum standards for robust HIE? If Oregon
adheres to national or internationally recognized standard framework(s), then Oregon can
augment additional criteria as needed.

o For interstate HIE, Oregon’s standards should allow and support interoperability. Need to
ensure that Oregon’s standards for HIE harmonize with neighboring states in terms of
adoption and use of standards for HIE.

e |nitial discussion as what are the core values or value propositions for core HIE services in Oregon.

0 Review potential HIE ancillary services: Personal Health Record (PHR) Interface
import/export capability, Record/Patient lookup service, quality reporting, public health
reporting, NHIN Gateway, record access audit, and pseudo-HIE services.
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e One possible benefit is a reduction in costs if organizations did not have to connect with multiple
laboratories. For example, if Oregon established a centralized laboratory clearinghouse, that might
serve or support the financing aspect of providing core services.

e Question: are health care organizations actually ready for push services?

0 "Push” is something Oregon will need and should proceed.

e Value proposition of Provider Registry (group discussion):

o0 Without a provide directory, it is likely that EHR vendors would have to handle the directory
issue, likely in a proprietary manner.

o0 Ability to pay for central HIE services by standing up its provider registry is critical, in terms of
reducing costs.

0 Whether there is a distinction between an HIO Registry and a Provider Registry/Directory.
These registries might actually be the same registry.

e Discussion about the value proposition of HIE Trust Services.

0 Question: where does an individual consent factor into this service?

0 There is no core consent service. Consent is not a consideration for core services. Could
possibly be considered as an HIE ancillary service.

0 Consent considerations will significantly impact decisions and is a key factor in technology
services considerations. What technology standards will need to be in place to support
whatever consent models are adopted/approved in Oregon (i.e. opt-in with restrictions, full
opt-out, or full opt-in)?

o Feedback or recommendation from Technology Workgroup to HITOC could include “ancillary
services.”

o0 Ancillary services will be necessary but phased in overtime.

Meeting Outcomes:

e Understanding of Oregon’s proposed HIE technology

e Gathered feedback on HIE Core Services requirements

e Selection of Accreditation Subcommittee members

e General agreement that “Provider and HIO” directories should be considered as a core centralized
service.

Next Steps:

¢ Next meeting will focus on ancillary services, in-depth review of HIE standards and frameworks for
standards, including exploring how best to integrate standards into existing HIO and HIE activities in
Oregon.

e Further review and consideration of the proposed list of HIE core services. Also, consideration of
additional “ancillary services.”

¢ Next meeting: November 18th, 1-5pm. Location: Mazama Room, 1225 SE Ferry St, Salem.

Challenges/Opportunities:

e Workgroup interdependencies

o Decision upon an agreed definition and approach for “Provider Directory.” Specifically when
referencing provider directories, are we referring to “individual providers” or “individual provider
organizations?”

¢ Are the benefits from HIE going to materialize with existing list of central HIE services?

Other Workgroup Interdependencies:

e Finance and value added services

e HIO accreditation process

e Consumer Advisory Panel input/feedback on ancillary services such as PHRs

Out of Scope, But Needs Attention:
e Nothing at this time

HITOC Input: Nothing at this time.
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Finance Workgroup
Summary Progress Report

Workgroup Staff: Dave Witter, Carol Robinson, Luke Glowasky, Rochelle Graff, Julie Harrelson

Report Prepared by: Luke Glowasky

Meeting Date: October 19, 2010

Primary Meeting Focus: HIE financing issues and services list

Workgroup Members Present: Vaughn Holbrook (chair), Regence BlueCross/BlueShield; Betsy Boyd-
Flynn, OMA; John Britton, OHA; Andy Davidson, OAHHS; Erick Doolen, Pacific Source; Phil Skiba,
OCHIN; Martin Taylor, CareOregon; Adam Nemer, Kaiser Permanente; Mark Hetz, Asante Health System
Workgroup Members Absent: None

Other Attendees: Bill Hockett, HITOC; Scott Zacks, Medical Business Solutions; Mike Saslow; Greg
Fraser, HITOC

Progress Status Summary:

The goals for this meeting were (1) for the members to gain an understanding of the scope, role, and
timetable of the workgroup as well as the goals, options, and issues relating to sustainable financing, (2)
to gain common grounding on financing issues such as value propositions and the difference between
value-based and utility services, and (3) to get reactions to the HIE services list. Workgroup staff
facilitated a discussion regarding the proposed HIE technical architecture and services list as well as a
brief review of the strategic plan’s finance section. Greg Fraser reviewed a journal article by Vest &
Gamm, which lead to further discussion regarding potential HIE services, the differential values between
local and statewide services, value propositions, and workgroup dynamics & interdependencies.

Discussion Highlights:

e HIE technical architecture and services: The proposed technology architecture and the list of
potential core and ancillary HIE services were discussed. The group raised concern over how the
HIE services were selected, suggesting that value propositions and marketability be the key
guidelines. Members commented that in order to go forward and estimate costs and revenues
associated with the core services there needs to be a clear understanding about the value
propositions, cost, and financing sources. The group requested a prioritized list of core and ancillary
services that includes the potential values of each, as well as a description of the phasing strategy for
the services.

e Value propositions: Discussed potential value propositions of statewide HIE to various healthcare
entities, specifically local HIOs. The importance of analyzing the differential values between the
statewide HIE and local HIOs in creating a financial model was emphasized.

e Gap (white space) strategy: Discussed the importance of developing strategies that will enable
areas without an existing HIO to participate in statewide HIE. The two strategies discussed were the
establishment of a pseudo HIO and the creation of a process that encourages the franchising of
existing HIOs to cover the white spaces.

Meeting Outcomes:

e The workgroup members are familiarized with the status of the other workgroups, the proposed
statewide HIE technical architecture, the potential core and ancillary services, and the scope and role
of the workgroup in the recommendation process.

e Members expressed a desire for further discussion of potential statewide HIE services, including
feedback from the Technology Workgroup and the HIO Executive Panel regarding HIE services,
priorities, and value propositions.
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e The group requested that members from the Technology Workgroup attend the next Finance
Workgroup meeting.

e Alist of issues that need further discussion was established

Next Steps:

The next meeting is on November 10, 2010. The agenda needs to include the results of staff discussions
with the HIO Executive Panel and the Technology Workgroup regarding statewide HIE services, priorities,
and value propositions, as well as a discussion of possible gap strategies.

Challenges/Opportunities:
e Interdependencies with other workgroups, specifically the Technology Workgroup
e Finalizing the HIE services list, cost, and value propositions

e Understanding differential roles and service needs of local HIOs versus the statewide HIE

Other Workgroup Interdependencies:

e The Technology Workgroup’s recommendation for core and ancillary services will need to be finalized
before budget projections can be made.

e The Legal/Policy Workgroup’s consent policy recommendation will influence technology, and thereby
affect cost projections.

e The HIO Executive Panel’s input regarding value propositions and sustainable financing options will
impact financing strategies.

Public Comment:

e Bill Hockett, HITOC: Mentioned that a majority of the meeting was spent discussing a value-based
financial model. Suggested that more time be dedicated to discussing a public utility model, as he
believes that the long-term financial plan will need to be a combination of both.

e Dr. Mike Saslow: Commented that the success of HIE hinges on political support, and gaining such
support requires prompt visible impact on the public, specifically through improved quality of care.
Also mentioned the importance of delivering EHR and interoperability capabilities to long-term care
facilities.

Out of Scope, But Needs Attention:
¢ Nothing at this time.

HITOC input: (to be completed after the November 4, 2010 HITOC meeting)
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HITOC HIO Executive Panel

Summary Progress Report

Workgroup Staff: Carol Robinson, Rochelle Graff, Miles Hochstein, Chris Coughlin, Julie Harrelson, John
Hall, Oliver Droppers, Kahreen Tebeau

Report Prepared by: Kahreen Tebeau

Meeting Date: Oct. 28, 2010

Primary Meeting Focus: HIE Accreditation Program

Panel Members Present: Laureen O’Brien (by phone), Mark Hetz, Brian Ahier, Lisa Ladendorff, Matt
Nightingale, Bob Power, Paul Matthews, Bob Adams, and Brent Eichman

Panel Members Absent: William Winnenberg

Other Attendees: BJ Cavnor (by phone), Christina Grijalva, Greg Fraser (HITOC), Kent Achterhof

Progress Status Summary:

e This was the second meeting of the HIO Executive Panel, which met initially at the Orientation
on Sept. 29. Panel members discussed the HIE Accreditation Program, financing issues around
HIE, and provided updates on the status of their HIE/HIO efforts.

Discussion Highlights:

1. Accreditation Program: The Panel members, with the workgroup members of the Accreditation
Subcommittee, discussed issues around Oregon’s HIE Accreditation Program.

a. The questions raised for follow-up included:

i. Will the accreditation program take a phased approach, with more stringent
standards, requirements, and validation methods phased in over time?

ii. What is the time frame for piloting the program and finalizing it?

iii. What are the definitions of the entities that must be accredited?
iv. Will there be a different set of standards for core versus ancillary services?
v. Will there be a different set of standards for small-scale/regional HIOs versus large-
scale/statewide HIOs?
vi. What will be the fee for accreditation? How will this fit into the overall financial
sustainability plan?
vii. What are the overall benefits and costs of being accredited for an HIO?

b. It was tentatively agreed that the Electronic Healthcare Network Accreditation Commission
(EHNAC) criteria for HIE Accreditation is an adequate baseline standard for the Accreditation
Program. However, Panel members agreed to submit additional feedback and/or identify
any concerns they may have about the criteria to HITOC staff for further review, and this
process has been initiated. It was also noted that Oregon should adapt to federal standards
as those become available.

c. Piloting the standards for the Accreditation Program:

i. It was agreed that it will be important to pilot the standards. Self-assessment by one
or more Panel members using the EHNAC criteria was suggested and supported as
an appropriate method for piloting the standards.

d. The decision process for establishing the parameters of the HIE Accreditation Program:

i. It was determined that a staff-driven Accreditation “Tiger Team” will be formed,
composed of the workgroup members that volunteered for the Accreditation
Subcommittee.
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ii. Staff will perform analysis of the questions and other issues raised, draft a proposal
for the Accreditation Program for review by the Tiger Team in late November, and
submit a revised proposal to the HIO Panel in early December.

iii. The staff and Tiger Team will also draw on input from the workgroups as needed.

2. HIE Financing: The Panel discussed the article, “Health Information Exchange: Persistent Challenges
and New Strategies” (by Vest and Gamm, 2010). The following points around HIE financing were
raised during the discussion:

a. The payment and operational models for healthcare are changing; some examples include
the patient-centered medical home, Accountable Care Organizations, and payment for
outcomes. HIOs will need to adapt their business models in light of these new healthcare
models.

b. There can be considerable risks to being an early adopter in terms of these newly emerging
models in healthcare, including HIT adoption, so participants will need incentives to adopt
such models.

c. The public good/public utility model of HIE was discussed, as well as possible roles for the
market and the public sector in developing and maintaining HIE as a potential public good.

Meeting Outcomes:

e Panel members will provide staff with feedback on the EHNAC HIE Accreditation Program
criteria.

e An Accreditation Tiger Team will be formed to continue with the analysis and develop
recommendations for the Accreditation Program.

e Panel members and staff are informed of the status of the Panel members’ HIO/HIE efforts.

Next Steps:

¢ The next meeting of the HIO Executive Panel will be a 1-2 hour webinar in early December.
Discussion topics will include recommendations from the Accreditation Tiger Team.

Challenges/Opportunities:

e Developing a financially sustainable business model in a constantly evolving marketplace as well
as a rapidly evolving and changing technological environment is a challenge for HIOs.

e There may be opportunities for HIOs to expand previously geographically-bounded operations
into un-geographically defined markets.

Other Workgroup Interdependencies:

e The Legal and Policy Workgroup’s discussions and recommendations around consent policy will
be informed by the privacy & security standards proposed for the Accreditation Program.

e The fee structure proposed for the Accreditation Program will impact the analysis and
recommendations of the Finance Committee.
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Public Comment:

e Dr. M. Saslow: Dr. Saslow emphasized the need to deliver short-term, tangible results to the
public if Oregon’s HIE efforts are to succeed and be sustainable. The public must be aware of the
benefits of this public good if they are to support it.

Out of Scope, But Needs Attention:

e None at this time

Recommendations to HITOC:

e None at this time
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Legal and Policy Workgroup
Summary Progress Report

Workgroup Staff: Carol Robinson, Rochelle Graff, Miles Hochstein, Chris Coughlin, Julie Harrelson,
John Hall, Kahreen Tebeau

Report Prepared by: Kahreen Tebeau

Meeting Date: Oct. 20, 2010

Primary Meeting Focus: Consent policy

Workgroup Members Present: Gwen Dayton, BJ Cavnor, Anne Greer, Joe Greenman, Jon Collins (via
phone), Gwen Jimenez, Frances Storrs, Thomas Yackel, Christina Grijalva, David Greenberg, Shawn
Messick, Glendora Raby, Lynne Shoemaker, Rus Hargrave

Workgroup Members Absent: Robert Thomson

Other Attendees: Paul Matthews, Bob Brown (HITOC)

Progress Status Summary:
e The Workgroup continued their discussion on the following key decision points around which
they will provide input to HITOC:

1. How should specially protected health information (SPHI) be handled within a long-
term consent model for Oregon?

2. What, if any, legislative proposals to adjust Oregon’s SPHI should be brought
forward to achieve the goals of Oregon’s HIE (clinical quality, patient safety,
containing the cost of healthcare, etc.)?

3. What operational components are critical to ensure that the consent policy is
implemented successfully?

4. How will the recommended consent policy impact the availability of PHI at the point
of care, cost of technical implementation, and the broad participation of consumers
within Oregon’s HIE?

e The Workgroup agreed that they need additional meeting time to discuss these issues
before they can formulate recommendations to HITOC.

Discussion Highlights:

1. Technology: John Hall and Paul Matthews provided a presentation to the
Workgroup on the technical architecture as outlined in Oregon’s HIE plans. The
following points were discussed pertaining to technology:

a. The difference between “push” and “pull” technologies, the fact that the
ONC is prioritizing push technologies currently, and Oregon is focusing on
push in the initial phases of implementation but will not preclude pull
technologies in the future.

b. The technical capabilities of excluding SPHI from HIE:

i. Some EHR products have the capability to restrict certain
“departments” of information. However, these capabilities vary from
product to product, and the legal requirements of what constitutes
SPHI vary from state to state, making it difficult for EHR vendors to
accommodate this diversity. Also, medication lists and problem lists
are not generally restricted departments in an EHR, though these may
contain information from which one could infer SPHI.

ii. “Push” technologies allow greater flexibility and control in what
information is sent from the EHR. “Pull” technologies have a very
limited ability to discern between different types of information and
segregate SPHI.
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iii. Even with a capable EHR and push technology, separating what may
constitute SPHI will require human discretion and action because the
technologies have not yet developed to the point where they are
capable of doing this automatically or reliably.

c. Will there be central repositories of data?

i. For the provider registry, which is a central and essential technical
service to enable statewide HIE, there will have to be a central
repository of provider data, such that they can be located for HIE
purposes. However, this repository will not contain any personal
health information.

ii. Currently, a master patient directory is not part of the initial
implementation phase for HIE in Oregon. However, if it was
determined necessary to develop one, this directory would contain
demographic data on patients in order to positively identify them, and
to determine where their health records are located. It would also not
contain personal health information, other than the locations of the
patient’s records. This directory would be secure and protected, and
accessible only to authorized users.

d. How are records combined?

i. Currently, when a record is received on a patient, it is stored in what is
called an “outside view"- the data from that record is not directly
integrated into the data elements of the receiving provider’s record,
but rather is stored in a separate section which they can access. If the
receiving provider were then to send the patient’s record to another
provider, the “outside view” would not be transmitted.

ii. EHR technology is evolving rapidly however, and as products and
systems become interoperable and data is standardized, we will move
in the direction of direct import and integration of patient data into the
EHR itself, rather into a separate “outside view” section.

e. What information about HIE transactions can we track and audit?

i. The statewide HIE could provide an ancillary service that would allow
us to track the sender and receiver of each “push” transaction. This
would not contain any information about what was sent, including the
identity of the patient whose information was being exchanged. The
purpose of encrypting it and packaging it securely would be so that no
one, except the sender or receiver, would have that information.

ii. With “pull” technologies, the identity of the patient for each transaction
could be included in the audit information.

iii. The new HIPAA requirements may require that this audit information
be available to patients upon request.

iv. Doctors can provide a patient with information regarding to whom,
when, and for what purpose they have sent their patient’s record via
HIE.

2. Consent:
a. Operational components of implementing consent:
i. HIPAA now requires that all providers give patients a Notice of
Privacy Practices (NPP). This could be used to inform patients that
the provider participates in an HIE and that their record will be
exchanged via HIE, in addition to, or rather than, through fax,
telephone, or mail. Amending the NPP in this way would allow
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providers to exchange information that is already allowed by HIPAA,
but it would not satisfy the requirements for authorization for
disclosure of SPHI.

ii. Ifthereis an Opt Out model, it is important that patients be educated
about what an HIE is, which may require more than giving them a
document they may or may not read.

b. Scope of the consent policy:

i. Whether the consent policy recommended by this Workgroup
will/should apply to treatment purposes only, or for the purposes of
treatment, payment, and healthcare operations, as is permitted by
HIPAA.

ii. How often patients should have to renew their consent status- at each
visit, annually, etc.

iii. Whether consent should be required at all for purposes that are
already allowed by HIPAA (treatment, payment, and healthcare
operations), and whether we feel we should erect new consent
barriers where they do not currently exist for other modes of
transmission (fax, telephone, mail, etc.)

c. SPHI:

i. Both state and federal-level regulations around specially protected
health information were reviewed, with discussion and diversity of
opinion around whether Oregon-specific SPHI categories should be
expanded to include currently unprotected categories, reduced or
eliminated to better align with HIPAA, or left unchanged.

d. The need for representation and engagement from communities of
color:

i. Some communities, including and perhaps especially minority
communities, have expressed mistrust in the healthcare system;
those voices are not represented in the workgroup, and their concerns
and perspectives need to be included to inform the discussion around
consent.

ii. HITOC has made and continues to strive to improve its efforts to
reach out to and engage all of the diverse communities across the
state. Two positions on the Consumer Advisory Panel have been
identified as needing representation from the behavioral health field
and from communities of color, and outreach to fill these positions
continues.

Meeting Outcomes:
e The Workgroup members were provided with a presentation and an understanding of
how the HIE technical architecture will be set up and function.
e The Workgroup conducted a non-binding straw poll to determine each member’s current
consent policy preference, which demonstrated the following results:

o No Consent: 3 (no consent for data exchange that is already permitted by law)

o Opt Out: 5 (all patient data, except that prohibited by federal law, will be
exchanged unless and until patient opts out)

0 Opt Out with Exceptions: 5 (all patient data, except that prohibited by federal and
state SPHI law, will be exchanged unless and until patient opts out)

0 Opt In: 1 (no patient data will be exchanged unless and until a patient
affirmatively opts in to all of their data being exchanged, including all SPHI)
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o Workgroup members indicated that they do not sufficiently understand the rationale
behind the other consent choices and requested additional time for conversation to
better understand each others’ thinking before they would be able to arrive at a
consensus or make an informed recommendation to HITOC around the key decision
points.

Next Steps:

o The Workgroup staff and chairs will work together to adapt the workplan for the next
meetings to accommodate the Workgroup’s need for more meeting time to discuss and
develop recommendations on consent, beginning with the next meeting on Nov. 9, 2010.

Challenges/Opportunities:

o Additional meeting time is required to arrive at informed recommendations around the
key decision points. The interdependencies with the legislative timeline for any
necessary legislative changes related to the consent recommendation will pose a
challenge.

Other Workgroup Interdependencies:

e The Technology Workgroup’s recommendations around technology are contingent upon
the Legal and Policy Workgroup’s recommendations around the consent policy and
implementation details, which will require additional meeting time to develop.

Public Comment:

e Andrea Meyer-ACLU of Oregon: Privacy is a non-partisan issue. The ACLU would like
to call our attention to the March 23 document on consumer consent options and
specifically to the consumer concerns expressed in focus groups and surveys. The
Workgroup must address the question of how to create and maintain trust. For privacy
concerns, it's not just a concern about the transmission, but where it is housed after the
transmission, which may present additional opportunities and risk to access that
information. Remedies for breach beyond what is provided by HIPAA must be
established. Consumers have a right to know whether someone has inappropriately
accessed their information. Consumers need to know that they will be protected.

o Dr. Mike Saslow: Something the Workgroup should consider is that it isn't always the
patient, but often a proxy, that must give consent. The more complicated the consent
process, the more vulnerable the proxy is. There's no way to know all aspects of another
person’s healthcare history, or to know what they would choose in terms of consent. The
need for outreach is immense.

Out of Scope, But Needs Attention:

e Breach remediation policies and security standards

Recommendations to HITOC: None at this time.
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