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Webinar Agenda 

• Overview of the Behavioral Health Information 
Sharing Advisory Group  

• Background and overview of 42 CFR Part 2, HIPAA, 
and state laws 

• Behavioral Health and Health IT  

• Mechanisms to work with 42 CFR Part 2 to share 
information between providers  

• Next steps and resources  

• Question and answer  
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Overview of the Advisory Group  

• Need: Lack of understanding of Part 2 and state laws 
impacted CCOs’ care coordination ability 

• Goal: To develop solutions to support integrated care 
and enable sharing of behavioral health information 
between behavioral and physical health providers 

• Members/Partners: Internal staff from across the 
agency (OHA, AMH, DMAP, APD, ISPO, DDS, OHIT, TC) 
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Priorities:  
- Outreach to stakeholders  
- Education  
- Leverage existing IT solutions  
- Develop tools to facilitate information sharing 



Provider Survey Results: Participants  

34% 

13% 

7% 

13% 

Provider Type 

MH

SUD

MH/SUD

PCP

• 71% practiced in urban 
setting  

• 76% providers within 
CCO network 

• 63% practice in BH clinic 
or primary care practice 
with integrated BH care  

• 91% exchange PHI with 
other providers  
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Provider Survey Results: Major 
Barriers to Information Sharing  

Confusion over compliance with state or federal 
laws 

Concerns over privacy and confidentiality 
protection for patients  

State or federal laws prohibit  the type of 
sharing that is needed/wanted  
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Provider Survey Results: Resources to 
Address Information Sharing Barriers  

75% 

64% 

54% 

39% 39% 38% 

Resource

Technology solutions

Model consent form

Advocacy for federal
revisions

Personalized TA

Peer learning

Webinar
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Provider Survey Results: What We 
Learned 

• Provider concerns are not specific to electronic 
exchange of PHI 

• Solutions must account for variations across 
providers and systems 

• Education about state and federal laws is needed  
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Priorities:  
- Outreach to stakeholders  
- Education  
- Leverage existing IT solutions  
- Develop tools to facilitate information sharing 



Upcoming Work  

• Conduct additional webinars  

• Develop a model Qualified Service Organization 
Agreement  

• Collaborate on OHA and Jefferson HIE ONC grant 

• Develop a provider toolkit covering privacy laws, 
case studies of allowable sharing, model forms, 
and FAQs 

• Engage federal partners in discussions about 
modifications to Part 2 
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Overview of the Substance Abuse Confidentiality 
Regulations, 42 CFR Part 2 
  
Kate Tipping, JD 
Public Health Advisor, Health Information Technology 
Center for Substance Abuse Treatment 
Substance Abuse and Mental Health Services Administration 
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The Legal Framework: Federal and State 
Health Privacy Laws  

Two Federal Laws 

• HIPAA: Health Insurance Portability and Accountability 
Act, specifically the HIPAA Privacy and Security Rules 

• 42 CFR Part 2 regulations: implement Federal law (42 
U.S.C. § 290dd-2) and protect confidentiality of alcohol 
and drug treatment and prevention information 

State Laws 

• Many state laws protect “sensitive” health information, 
including mental health information, HIV/AIDS and other 
health conditions deemed sensitive under state law 
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Confidentiality: Federal Health Privacy Law 
Framework  

Protecting the confidentiality of people receiving 
substance use disorder (SUD) treatment must be 
balanced with the ability to share information amongst 
physical health and SUD providers 

Information 
Sharing among 

Providers 

Patient 
Confidentiality 
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Purpose of 42 CFR Part 2 

• Encourage people to seek treatment without fear 
that by doing so their privacy will be compromised 

• Sharing of alcohol and drug patient health 
information can lead to:  

Negative perceptions and discrimination  

Criminal legal consequences  

Civil legal consequences  
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Who is Covered Under 42 CFR Part 2? 

Applies to federally assisted alcohol and drug abuse 
programs 
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Part 2 and Disclosure: The General Rule 

• Disclosure of information that identifies a patient 
(directly or indirectly) as having a current or past 
drug or alcohol problem (or as participating in a drug 
or alcohol program) is generally prohibited 

 

Unless: 

• The patient consents in writing, or 

• Another (limited) exception applies 
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Re-disclosure of Part 2 Information  

• Once Part 2 information has been initially disclosed 
(with or without patient consent), re-disclosure is 
not permitted without the patient’s express consent 
to re-disclose or unless otherwise permitted under 
Part 2 

• Disclosures authorized by consent must be 
accompanied by a statement notifying the recipient 
that Part 2 re-disclosure is prohibited, unless further 
disclosure is expressly permitted by the patient’s 
written consent or as otherwise permitted by Part 2 
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Myth 1: Consent Requirements 

• Myth: All disclosures require  authorization or 
consent 

• Fact: HIPAA does not require authorization for 
disclosures or uses that are  
- necessary to carry out treatment,  

- payment, or  

- health care operations 

• However: 42 CFR Part 2 does require consent unless 
one of the limited exceptions applies 
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Myth 2: Accessing Information  

• Myth: No one outside the health system can access 
protected health information 

• Fact: HIPAA permits disclosures for –  
 

 
 
 

o Public health activities 
o Victim of abuse or 

neglect 
o Judicial/administrative 

proceedings 
o Law enforcement 

 

o Threats to health or 
safety 

o Court-ordered 
examinations 

o Correctional facilities 
o Business agreements 

• Fact: 42 CFR Part 2 permits disclosures for –  
 

 
 
 

o Public health research 
o Child abuse reporting 
o Crimes on premises or 

against staff  
 

o Criminal justice system if 
treatment is a condition 
of parole or release  

o Other systems with 
patient consent or QSOA 
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Myth 3: Intra-agency Information 
Exchange 

• Myth: Federal law prohibits staff from the same 
agency or organization from talking to each other 

• Fact: Both HIPAA and 42 CFR Part 2 permit intra-
agency exchanges of information 
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42 CFR Part 2 Resources  

Applying the Substance Abuse Confidentiality Regulations to Health Information 
Exchange (2010) 
Frequently asked questions issued by SAMSHA to clarify issues relating to the 
federal regulations governing the confidentiality of alcohol and drug information 
and electronic health information exchange. 

Applying the Substance Abuse Confidentiality Regulations 42 CFR Part 2 (2011) 
Frequently Asked Questions issued by SAMSHA to clarify issues relating to the 
federal regulations governing the confidentiality of alcohol and drug information—
known as 42 CFR Part 2. 

The Confidentiality of Alcohol and Drug Abuse Patient Records Regulation and the 
HIPAA Privacy Rule (2004)  
Guidance for treatment programs that are subject to and complying with Part 2 
requirements. 

Confidentiality of Alcohol and Drug Records in the 21st Century (2010) 
Policy paper explaining Legal Action Center’s vision for the confidentiality of 
substance use treatment records in the 21st century, including how health 
information technology and 42 CFR Part 2 work together. 
 

 

http://lac.org/wp-content/uploads/2014/12/SAMHSA_42CFRPART2FAQ.pdf
http://lac.org/wp-content/uploads/2014/12/SAMHSA_42CFRPART2FAQ.pdf
http://lac.org/wp-content/uploads/2014/12/SAMHSA_42CFRPART2FAQ.pdf
http://lac.org/wp-content/uploads/2014/12/SAMHSA_42CFRPART2FAQ.pdf
http://lac.org/wp-content/uploads/2014/12/SAMHSA_42CFRPART2FAQII_Revised.pdf
http://www.samhsa.gov/sites/default/files/part2-hipaa-comparison2004.pdf
http://www.samhsa.gov/sites/default/files/part2-hipaa-comparison2004.pdf
http://www.samhsa.gov/sites/default/files/part2-hipaa-comparison2004.pdf
http://www.samhsa.gov/sites/default/files/part2-hipaa-comparison2004.pdf
http://lac.org/wp-content/uploads/2014/12/Confidentiality_of_Alcohol_and_Drug_Records_in_the_21st_Century-1-20-10.pdf
http://lac.org/wp-content/uploads/2014/12/Confidentiality_of_Alcohol_and_Drug_Records_in_the_21st_Century-1-20-10.pdf


Overview of HIPAA and State Laws 
Governing the Confidentiality of 
Behavioral Health Information 
 
Deanna Laidler 
Senior Assistant Attorney General  
Oregon Department of Justice 
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HIPAA:  Covered Entities 

• HIPAA applies to Covered Entities & Business 
Associates of Covered Entities 

• Covered Entities include:  

o Health care providers who conduct financial and 
administrative transactions electronically 

o Health plans 

o Health care clearinghouses 

• A Business Associate is an entity that on behalf of a 
covered entity, creates, receives, maintains or 
transmits protected health information (PHI) 
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HIPAA: Protected Health Information 

 
• Information, including demographics, that identifies 

an individual or could be used to identify an 
individual and that relates to: 

o The past, present or future physical or mental health of 
an individual 

o The provision of health care to an individual 

oPayment for health care 
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HIPAA: Permitted Uses and Disclosures 

 
• To the individual  

• Treatment, payment, and health care operations 

• Opportunity to agree or object and the individual 
agrees or does not object 

• Incident to an otherwise permitted use and 
disclosure 

• Public interest and benefit activities 

• Limited data set for the purposes of research, 
public health or health care operations 
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HIPAA: Psychotherapy Notes 

 • A covered entity must obtain an individual’s 
authorization to use or disclose psychotherapy notes 
except as follows: 
o The covered entity who created the notes may use 

them for treatment 
o A covered entity may use or disclose psychotherapy 

notes in certain other instances including:   
- for training  
- in legal proceedings brought by the individual 
- for HHS investigations  
- to avert a serious and imminent threat to public health 

or safety 
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Authorizations under HIPAA and 
Oregon Law 

HIPAA Authorization Elements Oregon Authorization Elements 

• Description of the information  
• Name of person completing the form 
• Person to whom the PHI may be 

disclosed  
• Purpose of the requested use or 

disclosure 
• An expiration date or event  
• Signed and dated by individual 
• Statements regarding: 

o Right to revoke the authorization 
o Whether treatment, payment, 

enrollment or eligibility for benefits is 
conditioned on completion of the 
authorization 

o Potential for re-disclosure 
 
Source: 45 CFR 164.508(c) 

Same as HIPAA with the exception that 
the form requires the individual to 
expressly authorize the disclosure of 
HIV/AIDS information, mental health 
information, genetic testing, and drug 
and alcohol diagnoses, treatment, and 
referral information. 
 
Source: ORS 192.566 
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HIPAA: Disclosures to Friends and 
Family Members 

• If the patient is present, the provider may disclose relevant 
information to the patient’s friends and family members in 
the following circumstances:  
o Patient consents to disclosure  
o Opportunity to object and there is no objection 
o Provider determines, based upon the circumstances, that the patient 

does not object  

• If the patient is absent or incapacitated and unable to 
consent, disclosure is allowed if the provider determines that 
disclosure is in the patient’s best interest 
o Provider may only disclose the protected health information that is 

directly relevant to the person's involvement with the patient's care 
o If disclosure to someone other than a friend or family member, the 

provider must be reasonably sure that the patient has involved the 
person in the patient’s care 
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Oregon Law: Disclosures for Care 
Coordination 

• ORS 192.561:  A health care provider participating in a 
coordinated care organization (CCO) shall disclose PHI to other 
providers participating in the same organization for treatment 
purposes, and to the CCO for health care operations and 
payment purposes 

• ORS 414.679(3):  A CCO, its providers and DHS shall use and 
disclose member information for purposes of service and care 
delivery, coordination, service planning, transitional services, 
and reimbursement 

• ORS 414.679(4): A CCO and its providers network shall use and 
disclose mental health diagnoses within the CCO for the purpose 
of providing care in accordance with HIPAA and state 
confidentiality laws 
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Oregon Law: Disclosures by Public 
Providers 

• ORS 179.505(1)(g):  Public providers include Department of 
Corrections institutions, community mental health programs, 
and programs, facilities or services authorized by OHA to 
provide treatment  for alcoholism, drug addiction or mental or 
emotional disturbances 

• ORS 179.505(2):  Public providers may not disclose records 
containing individually identifiable health information unless 
the records fall within certain specified exceptions or when 
the use or disclosure is otherwise permitted or required by 
state or federal law or by order of the court 
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Oregon Law: Minors and Mental 
Health 

• ORS 109.675: A minor 14 years of age or older may obtain, 
without parental knowledge or consent, outpatient diagnosis 
or treatment of a mental or emotional disorder or a chemical 
dependency.  

• ORS 109.680:  A provider may, without the minor’s consent, 
advise the parent or parents or legal guardian of any minor of 
the outpatient diagnosis or treatment for a mental or an 
emotional disorder whenever the disclosure is clinically 
appropriate and serves the best interests of the minor’s 
treatment  
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2015 Oregon Legislation 

HB 2023:  Requires hospitals to implement specific 
policies regarding mental health discharge planning 
 
HB 2948: Disclosures to Friends and Family members 
(parallels HIPAA) 
 
SJM 4: Urged Congress to pass legislation to better 
align 42 CFR Part 2 with HIPAA   
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Laura Rosas, JD, MPH 

Lead Public Health Advisor 

Substance Abuse and Mental Health Services Administration 

Behavioral Health and Health 
Information Technology  
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Background and Context 

  
Demand for 

coordinated patient-
centered care 

Increase in EHRs and 
HIT 

Greater interoperability 

More electronic client 
data-sharing 

Compliance with 
confidentiality and 

privacy laws 

Clients’ rights to share 
or withhold 
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Barriers to Sharing BH Information 
Electronically  

• Part 2 providers lack financial and workforce 
resources to adopt EHRs and interface with HIEs 

• Lack of implementation of data segmentation for 
privacy (DS4P) standards in EHRs 

• Difficult for HIEs to  segregate data by provider 

• Rapid HIE communications can lead to numerous 
breaches in an instant 

• Adoption of EHRs and HIEs changes the risk of 
inappropriate disclosure of records 
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Develop Electronically-specified BH Clinical  
Quality Measures 

• Work with SAMHSA and other partners to identify quality 
measures for retooling 

• Conduct mini-environmental scan for SAMHSA-prioritized scan 
parameters 

• Develop and update BH-related eCQMs 

• Develop measures documentation and harmonize eCQM 
measure components 

• Meet ONC requirements for Certified Electronic Health Record 
Technology 

• Test and validate eCQMs 

• Implement and maintain eCQMs 
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SAMHSA Health IT Tools: Consent2Share 

Consent2Share 

• Data segmentation and consent management tool  
• Supports information exchange  
• Compliant with privacy and confidentiality regulations 

including 42 CFR Part 2 
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Solution: Consent2Share 

 Open-source 

 Manages consent 

 Segments data 

 Integrates with EHRs & HIEs  

 Uses interoperability 
standards 

 Applies client preferences  

 Gives clients control 
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Client Controls Information Exchange 



40 

Consent2Share Pilot: PGCHD 

Pilot: Prince George’s County Health Department 

• Pilot C2S in real-world environment 

• Enable sharing data protected by 42 CFR Part 2 

• Demonstrate how clients can establish preferences 

• Utilize client portal 
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C2S Demo: Log-in Page 
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C2S Demo: Client Provider Page 
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C2S Demo: Entering Provider Name 



44 

C2S Demo: Selecting Specific Settings 
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C2S Demo: Confirming Authorization 



46 

C2S Demo: Signing Consent 
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C2S Demo: Signing Consent 
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C2S Demo: Signature 
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C2S Demo: Client Consent Page 



Mechanisms to Work with 42 CFR Part 2 
to Share Information Between Providers  

Nicole Corbin, LPC 

Adult Behavioral Health Services Manager  

Health Systems 
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Mechanisms for Information Sharing 

• So, now that we know HIPAA, 42 CFR part 2, and 
state laws protect patient confidentiality, and we 
want to share information for quality care –  

  What do we do? 
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42 CFR Part 2 and HIPAA: Exceptions to 
General Rule 
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Internal 
Communications 

No patient identifying 
information 

Permitted Disclosures 

Proper Consent 

Qualified Service Organization/ 
Business Associate Agreement 

Medical 
Emergency 

Research/ Audit 

Court Order 

Reporting suspected child 
abuse and neglect 

Crime on program 
premises or against 
program personnel 



 Mechanism for Disclosure #1:  
Consent Form  

• Often called a ‘release of information’ or ROI 
• Proper format for consent to release information must be 

in writing: 
– Name/general designation of program making disclosure 
– Name of individual/entity receiving disclosure 
– Name of patient who is subject of disclosure  
– Purpose/need for disclosure 
– Description of how much & what kind of info will be disclosed 
– Patient’s right to revoke consent, and any exceptions 
– Date/event/condition on which consent expires 
– Patient signature 
– Date signed 

• HIPAA: Program’s ability to condition treatment, 
payment, enrollment, or eligibility on the consent 
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Mechanism for Disclosure #1:  
Consent Form (cont.) 

• Whenever patient information is disclosed with consent, 
it must be accompanied by Written Prohibition on 
Redisclosure 

• Rule: Any disclosure made pursuant to written patient 
consent must be accompanied by written statement that 
the information disclosed is protected by federal law and 
that the recipient may not disclose it further unless 
permitted by the regulations 

o This is true even for verbal disclosures 

o Legal Action Center sample notice http://lac.org/wp-
content/uploads/2014/12/Sample_Form_2.pdf  
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http://lac.org/wp-content/uploads/2014/12/Sample_Form_2.pdf
http://lac.org/wp-content/uploads/2014/12/Sample_Form_2.pdf
http://lac.org/wp-content/uploads/2014/12/Sample_Form_2.pdf
http://lac.org/wp-content/uploads/2014/12/Sample_Form_2.pdf


Mechanism #2: Qualified Service 
Organization Agreements  

• Two-way agreement between a Part 2 Program and 
the entity providing the service 

• Authorizes communication between those two 
parties of information that is necessary for the QSO 
to perform its duties under the QSOA 
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Mechanism #2: Qualified Service 
Organization Agreements (cont.) 

• A QSO means a person or organization that:  
o Provides services to a Part 2 program, such as data 

processing, bill collecting, dosage preparation, lab 
analyses, or legal, medical, accounting or other 
professional services, and 

o Has entered into a written agreement (QSOA) with a 
program under which that person 

- Acknowledges that in receiving, storing, processing or otherwise 
dealing with any patient records from the program, it is fully 
bound by these regulations 

- If necessary, will resist in judicial proceedings any efforts to obtain 
access to patient records, except as permitted by these regulations 
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Promoting Effective Communication  

• Between SUD and Primary Care Providers 
o Consent forms  

- Patients can sign consent forms to authorize disclosure to primary 
care, mental health and other health care provider 

- Consents can be two-way, i.e., authorize disclosures between SUD 
providers and other health care providers 

o  QSOAs 
- SUD providers can sign QSOAs with other health care providers 

that provide a service to them 
 Providing mental or physical health services for the SUD providers’ 

patients 
- QSOAs authorize SUD provider to disclose to the other health care 

provider information it needs to provide the service, and the other 
health care provider can disclose information back to the SUD 
provider 
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Next Steps and Resources 
• State and national resources available at 

http://www.oregon.gov/oha/amh/Pages/bh-
information.aspx  

• Next webinar scheduled for November 10, 2015 
from 1-3pm  

• Collaborate on OHA and Jefferson HIE ONC grant 
• Develop a model Qualified Service Organization 

Agreement for CCOs and Part 2 providers 
• Develop a provider toolkit covering privacy laws, 

case studies of allowable sharing, model forms, 
and FAQs 
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http://www.oregon.gov/oha/amh/Pages/bh-information.aspx
http://www.oregon.gov/oha/amh/Pages/bh-information.aspx
http://www.oregon.gov/oha/amh/Pages/bh-information.aspx
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Questions and Answers 

To ask your question via the 
chat please type your 
questions into the question 
box and we will address 
your questions.  
 
Any remaining questions 
will be answered and 
posted on the following 
webpage 
http://www.oregon.gov/oh
a/amh/Pages/bh-
information.aspx   

http://www.oregon.gov/oha/amh/Pages/bh-information.aspx
http://www.oregon.gov/oha/amh/Pages/bh-information.aspx
http://www.oregon.gov/oha/amh/Pages/bh-information.aspx
http://www.oregon.gov/oha/amh/Pages/bh-information.aspx

