LEDS TRAINING
BULLETIN

<« Issued 9 July 2009

The following bulletin has been issued by U.S. Department of Homeland Security,
Federal Air Marshalls Service and Transportation Security Administration

Updated Procedures for State and Local LEOs
Flying Armed

On July 15, 2009, the Transportation Security Administration (TSA) will no longer accept the original
letter of authority for the purpose of flying while armed. State, Local, Tribal and Territorial LEOs fly-
ing armed must submit a National Law Enforcement Telecommunications System (NLETS) message
prior to travel. The NLETS message sent by the employing agency will replace the current original
letter of authority, signed by the chief or agency head, required under 49 CFR 1544.219. The cur-
rent procedures for federal LEOs flying armed remains unchanged.

Once the NLETS message is received by TSA, a return NLETS message will be sent to the employ-
ing agency with a Unique Alphanumeric Identifier for verification at the airport on the day of travel.

Failure to use the NLETS message in lieu of the Original Letter of Authority (Commonly referred to
as the “Chief’'s Letter” and understood to be a hard copy letter bearing the authorizing officials signa-
ture) will result in denial to the sterile area for failure to comply with the “Letter of Authority” require-
ment delineated in 49 CFR 1544.219

STATE AND LOCAL LEOS FLYING ARMED FREQUENTLY
ASKED QUESTIONS

What are the requirements for a State or local Law Enforcement Officer to fly armed?

The Requirements for a State or local LEO to fly armed aboard commercial aircraft are outlined in 49
CFR § 1544.219 Carriage of Accessible Weapons. The complete text of this section can be found
on-line at the Government Printing Office web site at: http://www.gpoaccess.gov/cfr/.
Unless otherwise authorized by TSA, to fly armed a LEO must;
e Be a Federal law enforcement officer or a full-time municipal, county, or state law enforce-
ment officer who is a direct employee of a government agency.
e Be sworn and commissioned to enforce criminal statutes or immigration statutes.
e Be authorized by the employing agency to have the weapon in connection with assigned
duties.
e Completed the training program “Law Enforcement Officers Flying Armed.”
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What are the procedures for a State or local Law Enforcement Officer to fly armed?

1. Have the operational need to fly armed.

2. The LEOs employing agency transmits a properly formatted message, via NLETS, to ORI
VAFAMO0199.

3. An NLETS receipt, with Unique Alphanumeric Identifier, is transmitted from the Transpor-
tation Security Operations Center (TSOC) to the LEOs employing agency.

4. On the day of travel the LEO checks-in with the airline ticket counter, identifies his/herself
and confirms that they are in possession of a Unique Alphanumeric number received via
NLETS. The LEO receives the armed traveler paperwork provided by the airline and pro-
ceeds to the Armed LEO Screening Checkpoint.

5. Atthe Armed LEO Screening Checkpoint the LEO provides the Unique Alphanumeric
Identifier from the NLETS message and displays his/her badge, credentials, boarding
pass, a second form of government identification, and required airline paperwork, com-
monly referred to as Person Carrying Firearms (PCFA) forms.

6. The LEO will complete the LEO Logbook and proceed to his/her boarding gate.

7. At the boarding gate the LEO will provide the airlines armed traveler paperwork and inform
the gate agent of his/her presence and status.

8. The LEO then meets with the Pilot in Command, Federal Air Marshals, Federal Flight
Deck Officers, and/or other Law Enforcement Officers onboard the flight as directed.

When should the NLETS message regarding armed State or local LEO travel be submitted?

It is recommended that agencies transmit the NLETS message a minimum of 24 hours prior to travel
to ensure routing of the information prior to day of travel.

What if a LEO has not submitted an NLETS message but does have the Original Letter of Au-
thority from his Chief or Agency Head?

The designated LEO checkpoint personnel will ask the LEO to contact his/her employing agency
and have an immediate NLETS request transmitted to ORI VAFAM0199.

If the LEO cannot provide the Unique Alphanumeric Identifier he or she will not be allowed to enter
the sterile area in possession of an accessible weapon.

What happens if a LEO advises that his/her employing agency sent an NLETS message but
does not know the Unique Alphanumeric Identifier?

The LEO will be asked to contact his/her employing agency to obtain the Unique Alphanumeric lden-
tifier.

If the LEO cannot provide the Unique Alphanumeric Identifier he or she will not be allowed to enter
the sterile area in possession of an accessible weapon.
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Does the NLETS message replace the requirement to notify the Air Carrier of the LEOs intent
to fly armed or complete the required paperwork?

No. LEOs with an operational need to travel armed must present acceptable credentials as outlined
in 49 CFR § 1544.219 to the Air Carrier. In addition, LEOs must verbally confirm that they are in
possession of a Unique Alphanumeric number received via NLETS and complete any required air-
line paperwork, commonly referred to as Person Carrying Firearm forms (PCFA). (note: these forms
should be available from the carrier.)

What is the three letter airport code that is required in the NLETS message and where can |
find these codes?

The airport code is a three letter designator for a commercial airport. These are the codes that air-
lines and pilots use to identify airports and are used in timetables, baggage tags, tickets, advertise-
ments, airline and global reservation systems. There are approximately 9000 codes currently in
use.

The three letter airport code can be found on the airlines website, on travel itineraries, or by search-
ing the internet.

The below link will redirect you to the Federal Aviation Administration’s page where searches for
three letter airport codes can be made. You’ll want to go scroll down to “Section 6 Assignment List-
ings” which will list all encode, airports, navigation aids, weather stations and flight service stations.

http://www.faa.gov/air traffic/publications/atpubs/LID/LIDHME.htm

What if a LEO experiences an unexpected itinerary change (weather, delays, re-routing)?

If the change(s) do not affect the Date of Travel, the existing NLETS message will be accepted as
long as the LEO is traveling through the same airports.

If the Date of Travel or airport information changes, a new NLETS message will be required.

What information should be entered into the EIT (Escorted Individual Type), EIN (Escorted In-
dividual Name), or CAP (Connecting Airport) fields if a LEO is not escorting a dignitary/
transporting a prisoner or traveling through a connecting airport?

The EIT, EIN and CAP fields, if not applicable, fields still need to be present followed by a period.
Example(s): EIT/. - EIN/. - CAP/.
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LAW ENFORCEMENT OFFICERS
FLYING ARMED TRAINING PROGRAM

The Office of Law Enforcement/ Federal Air Marshal Service main-
tains oversight of the Law Enforcement Officers Flying Armed train-
ing program. This training program is mandatory for all Law En-
forcement Officers flying armed under Code of Federal Regulation
CFR 1544.219 Carriage of Accessible Weapons.

The training material for this program is comprised of a structured
lesson plan, slide presentation, FAQ's, and applicable codes of fed-
eral regulation. This material is provided to other federal, state, and
local law enforcement agencies and departments to properly instruct their officers on the subject of
flying on board commercial aircraft while armed. The material covered includes protocols in the han-
dling of prohibited items, prisoner transport and dealing with an act of criminal violence aboard an
aircraft.

The program training material may be obtained by e-mailing the Office of Law Enforcement/Federal
Air Marshal Service, Office of Training and Workforce Programs, Training Policy and Development
Division, Operations Branch at LEOFA@dhs.gov with the following information:

Full Name

Agency Name

Agency Address & Number
Supervisor Name & Number

For time sensitive requests please call 1-703-487-3100. To ensure uniform and consistent instruc-
tion of the program, the training material will only be disseminated to the training division of the re-
guesting agency. A general overview of the program can also be found on the FBI's Law Enforce-
ment Online system which is only available to persons duly employed by a law enforcement, criminal
justice, or public safety agency. To request access to the FBI's Law Enforcement Online system,
please contact their program office at (888) 334-4536 or E-mail membership@Ieo.gov.

For general questions or guidance related to Law Enforcement Officers flying armed, please contact
the Office of Law Enforcement/Federal Air Marshal Service, Liaison Division. Their e-mail address is:
LEOFA@dhs.qgov.
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FORMATTING OF ADMINISTRATIVE MESSAGE
TO FEDERAL AIR MARSHALS SERVICE

In order to receive an authorization to fly armed and prevent delays at the airport LEO lane, employ-
ing agencies must properly format and transmit the NLETS message to TSA, preferably within a
minimum of 24 hours before the day of travel.

Please note that LEOs must have completed the LEO Flying Armed training
and meet all other requirements outlined under 49 CPR 1544.219

Here is an example of a completed message.

(1) AM.OR024015Y.VAFAMO0199.TXT
(2) LEOFA

(3) NAM/SMITH, JOE.

(4) AGY/OREGON STATE POLICE.
(5)  BCN/099999.

(6) OFCI/STATE.

(7)  NAO/JONES, GEORGE.

(8) CRT/YES.

(9) CPN/5555555555.

(10) APN/5555555556.

(11) EIT/PRISONER.

(12) EIN/SMITH, JONES.

(13) NOA/FLY BY AIRLINE.

(14) FLN/FBA9999.

(15) DOF/090909.

(16) DAP/PDX.

(17) CAP/DET.

(18) FDA/SUX.

Abbreviation Key for formatting NLETS message:

(1) AM.OR024015Y.VAFAMO0199.TXT
AM = Designates the message as an NLETS administrative message.
ORO02401Y = Sender OIR field will be used to send reply message back to the requestor.
If your agency has more than one terminal or ORI there must be a period between each
field.
VAFAMO0199 = The destination ORI to be used for the LEO FA application
TXT = Required—no period after this item

(2) LEOFA

LEOFA = Indicates to the application that this is a LEO FA request message.
All messages without this will be ignored.

(3) NAM/SMITH, JOE. (30 SPACES ALLOWED)
NAM = Full name of the flying armed LEO.
Must be in the format of last name, first name. Example: NAM/SMITH, JOE
(Note space between comma and first letter of first name) A
The PERIOD at the end of the line is REQUIRED.
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Abbreviation Key for formatting NLETS message continued:

(4) AGY/OREGON STATE POLICE. (30 SPACES ALLOWED)
AGY = Agency or department name of the flying armed LEO.
Example: AGY/OREGON STATE POLICE.
The PERIOD at the end of the line is REQUIRED

(5) BCN/099999. (15 SPACES ALLOWED)
BCN = Badge or credential number of flying armed LEO.
Example: BCN/099999.
The PERIOD at the end of the line is REQUIRED

(6) OFC/STATE.
OFC = Officer Type. Must be either STATE or LOCAL.
The PERIOD at the end of the line is REQUIRED

(7) NAO/JONES, GEORGE. (30 SPACES ALLOWED)
NAO = Name of authorizing official.
Must be in the format of last name, first name. Example: NAO/JONES, GEORGE
(Note space between comma and first letter of first name)
The PERIOD at the end of the line is REQUIRED

(8) CRT/YES.
CRT = Completed required training. Must be either YES or NO.
A NO in this field will result in a denied reply message because all LEO flying armed must
have completed required training.
The PERIOD at the end of the line is REQUIRED

(9) CPN/5555555555.
CPN = Cell phone number of LEO flying armed.
Must NOT CONTAIN DASHES and must be EXACTLY 10 digits.
Example: CPN/5555555555.
The PERIOD at the end of the line is REQUIRED

(10) APN/5555555556.
APN = Agency or department phone number of flying armed LEO.
Must NOT CONTAIN DASHES and must be EXACTLY 10 digits.
Example: CPN/5555555556.
The PERIOD at the end of the line is REQUIRED

(11) EIT/PRISONER.
EIT = Escorted individual type. Must be PRISONER or DIGNITARY.
Example: EIT/PRISONER.
The PERIOD at the end of the line is REQUIRED

(12) EIN/SMITH, JONES. (30 SPACES ALLOWED)

EIN = Escorted individuals name.
Must be in the format of last name, first name. Example: NAO/SMITH, JONES.
(Note space between comma and first letter of first name)
This is not a required field, however field needs to be used. In place of name place a
period. Example: EIN/.
The PERIOD at the end of the line is REQUIRED

Continued on next page



Abbreviation Key for formatting NLETS message continued:

(13) NOA/FLY BY AIRLINE. (30 SPACES ALLOWED)
NOA = Name of Airline. Example: NOA/FLY BY AIRLINE.
The PERIOD at the end of the line is REQUIRED

(14) FLN/FBA9999. (10 SPACES ALLOWED)
FLN = Flight number. Example: FLN/FBA9999.
The PERIOD at the end of the line is REQUIRED

(15) DOF/090909. (6-8 SPACES ALLOWED)
DOF = Date of Flight. Must be in the format of MMDDYY or MMDDYYYY.
MM=Month / DD=Day / YY=Year // Example: DOF/090909. or DOF/09091909.
The PERIOD at the end of the line is REQUIRED

(16) DAP/PDX.
DAP = Departing airport. Must be a known and recognized UNITED STATES airport.
Must not be more than 3 characters long. Example: DAP/PDX.
The PERIOD at the end of the line is REQUIRED

(17) CAP/DET.
CAP = Connecting airport. Must be a known and recognized UNITED STATES airport.
Must not be more than 3 characters long. Example: CAP/DET.
This is not a required field, however field needs to be used. In place of 3 letter code place a
period. Example: CAP/.
The PERIOD at the end of the line is REQUIRED

(18)FDA/SUX.
FDA = Final destination airport. Must be a known and recognized UNITED STATES airport.

Must not be more than 3 characters long. Example: FDA/SUX.
The PERIOD at the end of the line is REQUIRED

Normal turn around time after submitting message is 15 to 30 minutes. However this can be delayed if
NLETS has an Amber Alert in progress or system issues.

If you should have questions or comments regarding the Law Enforcement Officer (LEO) flying
armed program please contact the Federal Air Marshal Service, Office of Flight Operations, Liaison
Division at:

leofa@dhs.gov
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RETURN OF ADMINISTRATIVE MESSAGE
FROM FEDERAL AIR MARSHALS SERVICE

Here is an example of message returned from TSA to the employing agency.

AM.VAFAMO0199.0R024015Y.

TXT

Flying Armed LEO Request Approved. Your unique ID code is: WCD87947
Name: Joe Smith

Agency: Oregon State Police
Authorizing Official: George Jones
Badge/Credential: 099999

Has Department Letter: Yes
Completed Training: Yes

Cell Phone: 5555555555
Escorted Individual Type: Prisoner
Escorted Individual: Smith, Jones
Airline: Fly By Airline

Flight Number:FBA9999

Flight Date:090909

Departing Airport:PDX

Connecting Airport:DET

Final Destination Airport:SUX

Print out this reply and present it at the airport's LEO Lane.

Mar S. Hal

Office of Law Enforcement
Federal Air Marshal Service
Liaison Division
703-487-3322 office
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