TASK FORCE ON SCHOOL SAFETY pAUTAV[S avArwiok i

DPSST- Boardroom

Task Force Members:

Richard Evans, Craig Roberts, SenaterBetsyJohnson-RepresentativeJeff Barker,

Eriks Gabliks, Bave-Nevetney, Hindsey-Capps, Heidi Moawad, Geoff Spalding, Fed
kunze, Craig Roberts, Susan Graves, Peggy Holstedt, Matt-Utterback, Mindy

McCartt

Guests:
Elisa Crebs, Kim Lippert, Sgt. McDonald, Chris Dorn, Paul Delon, Robert Carder

Meeting Notes:

1. Welcome- Craig Roberts
e Approved April meeting minutes- Approved

2. HSIN Database Presentation- Michael Zagyva
e See PowerPoint and handouts
e Secure Sight
i. double authentication
e |Interface with other agencies
i. 200 agencies across the US
ii. 50,000 users
e West Virginia is using this platform for their Safe Schools portal
i. Ability to share critical information during an event
1. School mapping
Communication
Response plans
Situational Awareness
Instant notification features
6. Emergency Management
e Oregon’s Fusion Center already using HSIN
e What HSIN is used for
i. Daily operations
ii. Planned events
iii. Incident response
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e PIO communication lists. One message to go out to all PIOs so one message
from all agencies goes out to the public and media.

e HSIN is just the tool. The users are responsible to load the information.

e HSIN is completely customizable down to the individual school districts

e HSIN is completely free. There will need to be one point of contact or a
system Administrator.

e Question around who will be the person at the District level and who will
fund that position?

e HSIN has been around since 2002.

e 24 hour helpdesk

e Every page on HSIN is a separate URL.

e HSIN would need to know the set up at the State level and then work down
to the county, city, district levels.

3. Decision around moving forward with RFP
e February session
i. Task Force needs to determine what we want to ask for

ii. Thisis a short session.

iii. We voted to hold off on the RFP request and work on a request for
Tip-line. We will continue to look at HSIN as an option.
Superintendent Evans offer for OSP to pay for some of the members
of the Task Force to travel to West Virginia to see how Law
Enforcement and Schools use the HSIN site.

e Vote approved

4. Tip-Line Update- Rich Evans

e RFP has not been started or funded.

e We are now working on starting a RFP. Rich has spoken with Rep Barker
regarding getting this in the February session. Rep Barker has agreed to
carry the bill.

e This group is going to need be the spokesman for this bill passage.

o Ifit gets approved, it will be funded July 1%.

e Need to decide which agency will get the money.

e Once this gets started, this group will need to help with coming up a
marketing plan.

e Rich’s commitment is to get the RFP done by January.

o Peggy will get the school lobbyists on the same page.
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e |In December this group will put together a small group to assist with the
Legislative meetings.

5. Law Enforcement Subcommittee meeting Update

e The group met in Hood River and was given an update on what this Task
Force has been doing

e Law Enforcement asked to get more training around aftermath and how
they can work better with schools following an event. Media, mental
health, reunification, etc. Peggy has a local contact that she will be sending
to Elisa. Rich suggested that this could be training at the joint chiefs and
Sherriff’s meeting.

6. Task Force Report

e Kim Lippert was introduced and gave a brief description of her background.

e Her suggestion is to segment the report out into specific areas. Looking for
volunteers to assist with writing any sections. (see outline)

e Looking to model our report after Massachusetts.

e Suggestion to have a School Safety day. Or a more specific day (like the
shake out day). Could possibly be something that the Governor can
declare?

7. Next Steps
e Need to get a replacement for Reed on the Task Force.
i. Need to contact OEA and work with Heidi to get the appointment
letter.

e Need to get the doodle poll out for September, October, November,
December meetings.

e Draft Task Force Report segments are due date to Kim by September 10",

e Permanency of this Taskforce.

e Superintendent Evans and Sheriff Roberts will write a letter for the
Taskforce to start the report.

e Prevention is the number one priority.

e Think about who isn’t at this table and should be. Down the road this could
be a recommendation. Psychologist, possibility of a student, etc.

e Susan Graves discussed a SWATing game. New Jersey had 40. Itis a
competition with students.
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e Rich spoke about how we could use the HSIN for a training bulletin push

out.
e Sgt. McDonald suggested more fire presence on the board
e Rich liked having more Schools Resource Officers like Sgt. McDonald
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West Virginia Safe Schools

Background: The launch of the W.Va. Safe Schools community on HSIN was the
culmination of four years of collaborative work between the W.Va. School Building
Authority, Division of Homeland Security and Emergency Management (DHSEM) and
the State Police. Subject matter experts worked with first responders and school
officials in all 55 W.Va. counties to develop detailed vulnerability mmmmmm:‘_m:ﬁm m:a
crisis response plans for every school.

Mission: The primary mission of the WV Safe Schools site is to provide a secure
electronic system whereby each school in West Virginia can house their crisis response
plan and PCII data. Secondarily, it provides a link through which educators in WV can
communicate and exchange information with other educators as well as emergency
service personnel. This communication may take place during the course of a normal
day or in times of crisis. This information and more was compiled using HSIN to
develop a comprehensive resource designed to enhance collaboration and | _3_08<m
response capabilities in the event of an emergency at a school.

Project Timeline: The HSIN-WV Safe Schools Database Administrator worked with the
Mission Advocate every week for roughly 6 months, before it went into testing mode.
From there, it took another 2-months of testing before the site was rolled out. Testing
the site was a critical piece to this project.
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West Virginia Safe Schools

Outreach / Training Goals:
Start the onboard process for new users and County Asset Managers

- Utilize Connect to conduct :m_:_so for Oo:3< Asset Managers, and to continue
outreach efforts

- Develop a site Map for users to access and utilize
- Involve HSIN Comms and advertise the site on HSIN Central
Increase the number of counties/schools involved in the regional training sessions

Train the six area liaisons for DHSEM, and incorporate them into the training
process-they will assist the Site Admin with handling issues during the c,m:m_:o:
process of going from ACAMS to HSIN-WVSS
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West Virginia Safe Schools

WV-SS County Page

Announcements Kanawha County

Important Links

County (BEOE) Administration Contacts

County Superintendent

School Closings /

Delays / Dismissals Last Name First Name Business Phons E-mail Address County W Last Name First Name Business Phone Cell Phons Home Bhone E-mail Addrass Job Title County W
Department of — — s Domi Tams Kanawha
Education Herey elizsz . Ganawha County omingo ony , ' Mmr_ﬂﬂ :
Data Test 304-777-7777 emailaddressisthis  Kanawha County :
Dm_um_.n—dmﬂ.n of kanawhaCAM test kanahwaCAM cam Kanawha
Education Staff Lively Terrance Kanawha County : County
Di
irectory ) Lively ™ Kanawha
4 add new item : County
Administration Lively TOL Testing " Edited Kanawha
e . after County
Validation Tasks . Entry -

‘ 4 Add new item
School Location Map

County Asset Managers (The individuals responsible for updating the data in their county.)

D LastNams First Nams Businass Phane Cell Bhone Home Bhons E-mzil Address Notes County Asser Managar Area of Responsibility County W

domingo tony . , tonyemall test doc Kanawha
County

kkanawhaCAM test kanahwaCAM cam added as CAM for Kanawha and put in as Kanawha
school board. do they list under school bd - County

contact too???

" & Add new item

Schools (To wiew ndividual schoal information click on the school name in blue font.)

Schogl Staff Count Student Enrollment Maximum Daily Visiters Maximum Inzide-Event Population Maximum Outside-Evant Population
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West Virginia Safe mnsoo_m

Future enhancements (i.e. School Resource Officers, etc)

- Plans to utilize WV Safe Schools as the platform to share Intel with school
personnel, first-line responders, school resource officers, and the WVFC

- ldentified the overall goal, which is to send pertinent information down to the
teacher level, from the fusion center

*Some examples of pertinent information include 3_m<< drug trends,
gang trends, or anything that poses a potential threat or danger to
schools, teachers, and/or kids

- Utilize Connect in support of operational collaboration with emergency
responders
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Homeland Security
Information Network

CASE STUDY 1@ HSIN

HSIN Is
I

l = l \ for
INVESTIGATIVE SUPPORT

2. aﬁer’che Boston I\/Iara);on

-

o f
Organizations 3

Cross section of local,
. state and federal law ?‘:“
= = a = enforcement and .

=3 ‘ intelligence agencies
Cont|nuqus, secure ‘_ =
information sharing between - B Law Enforcement

more than 400 individual, n o 4. Dates
multi-jurisdictional ' s R |
intelligence officials
nationwide, providing |
real-time support of |
the investigation e

Homeland Security Information Network (HSIN) www.dhs.gov/homeland-security-information-network



Homeland Security
Information Network
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CASE STUDY

HSIN SUPPORTS PROMPT RESPONSE TO

BOSTON MARATHON BOMBINGS

HSIN Connect provided continuous, secure
infermation sharing between more than

400 individual, multi-jurisdictional intelligence
officials nationwide, on-demand, from the

first operational period of the response to the
bombings at the Boston Marathon. This capability
was important to ensuring awareness and
coordination between DHS Office of Intelligence
and Analysis (1&A), fusion center and state and
local law enfarcement officials during the ongoing
investigation. HSIN also provided a secure,
trusted platiorm for the sharing of documents and
general updates between DHS National Protection
and Programs Directorate (NPPD) and trusted
members of the private sector through the National
Infrastructure Coordinating Center (NICC). Further,
the HSIN Help Desk supported an unprecedented
number of requests for the use of HSIN resulting
from the Baston bembing incident.

The day after the bombing, the Help Desk fielded
1,200 individual calls. In the week that followed, the
Help Desk responded to more than 5,000 service
requests. Typically, the Help Desk gets 250 inquiries
per day or approximately 1,750 inquiries a weeak.
Before Baoston, the most calls Help Desk had
received in one day was 500 during the Deep Water
Horizon Qil Spill.

HSIN provided all these services while in the
midst of its migration to the new, HSIN R3
platform, successfully cempleting the cutover
of large communities of interest throughout this
operational period.

Organizations HSIN Supported During
Boston Marathon Incident Response

* More than 20 state fusion centers from
Maine to California

* Federal, state, and local law enforcement
agencies (FBI, Amtrak, New Jersey, Boston,
Houston) and Joint Terrorism Task Forces

e Multiple DHS component agencies,
including: ICE, CBP, USCIS, I&A, OPs,
TSA, USCG, and NPPD

The HSIN Help Desk
effectively resolved more than
5,000 service requests in

the week after the bombing,
ensuring quick and secure
access for users nationwide.

For more information:

HSIN.Outreach@hqg.dhs.gov

Homeland Security Information Network (HSIN)

www.dhs.gov/homeland-security-information-network



THE FRONT DOOR TO INFORMATION SHARING: HSIN

Features You Need—Security You Can Trust

The Homeland Security Information Network (HSIN) is the nation’s premier resource for sharing Sensitive
But Unclassified information among Federal, State, Local, Territorial, Tribal, International and Private Sector
organizations partnering to support the Homeland Security mission. The features available through HSIN enable
secure and efficient content management, collaboration, information sharing and operational support.

Instant Messaging (Jabber)

Jabber provides a T
secure environment
for instant

messaging, allowing;

v" Quick answers to guestions

v" Real-time information sharing
v Unclogged email inbox

v Chat one-on-one or in groups

Managed Workflow
Capabilities

Route documents from lists and
libraries to individuals to:

v Request a response
v Assign tasks

¥ Gain approval N
v Collect feedback &

v Collect signatures Q

Alerts and Notifications
Receive breaking news related to
your mission

v Via email —
v Via text

Web Conferencing
(HSIN Connect)

Robust web conferencing tool
provides a secure environment for:

v Real-time conferencing

v Web-based training

v Large-scale webinars

v Voice, audio, video

v Real-time analysis
and response

Secure Messaging (HSINBox)
Communicate securely with
mission partners

v Attach documents, links, notes
v Create and manage
distribution lists

Comprehensive HSIN Training

Designed to help users
understand HSIN

v Self-paced computer l
based training

v Instructor-led training

v Learn how to utilize
important HSIN features

v Learn how to build and
maintain your COI

v~ Customized assistance

Document Repository

Post and track documents in
real-time

|
v Anywhere access -
v 500MB file-size limit (3
v Collaboration, version '
control, version history
v Check documents infout
v Notification of changes to

a library or document

GIS Mapping

Geospatial mapping =
capabilities

and applications

v Share geographical data from
various sources on one display

v Map incident scenes and
planned event sites

v Track movements/changes
over time

v View weather-related information

Basic Learning Management
System (LMS)

Complete solution for rapid,
online training

v" HSIN training
v COl-specific
training

Don't miss out on the mission critical features HSIN has to offer. Check out HSIN today at hsin.dhs.gov.
If you need more information, contact the HSIN Qutreach Team at HSIN.Outreach@hg.dhs.gov.

N al Homeland Security
'-%QU:E:' Information Network
T

Homeland Security Information Network (HSIN)

www.dhs.gov/homeland-security-information-network




Homeland Security
Information Network
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HSIN enhances critical

INFORMATION SHARING
g COMMUNICAT

2 for lligois la Wenforcement

Organizations
llinois State Police

lllinois Statewide
Terrorism and
Inteligence Center

Rockford, llinois,
Police Department

During the recent Hells Angels -

USA Run Rally nearly 500 Federal, T
State and Local patrol officers, ' '
investigators and administrators
used HSIN for real-time information
sharing between officers in the field
and at headquarters.

Hemeland Security Information Network (HSIN) www.dhs.gov/homeland-security-information-network
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CASE STUDY

HSIN USED FOR REAL-TIME

INFORMATION SHARING

The Hells Angels USA Run Rally in Rockford, Illinais,
had the potential to be a high pressure, quick
meving situation for the nearly 500 patrol officers,
investigators and administrators involved in the
event of more than 1,000 attendees. The HSIN
Connect interface, file tool and message boards
helped officials prevent major incidents during the
Rally. “[HSIN] allowed federal, state, county and
local police officers to communicate significant
intelligence, operational and critical law enforcement
information for everyone to review and view,” said
Rockford, llinais, Police Department Chief Chet
Epperson. “HSIN enhanced our success.”

HSIN is Easy to Use

Much of the success of HSIN during the Rally can
be atlributed to how easy the system is to learn and
use. There were no issues with the use of the system
and law enfarcement personnel who utilized it had
no problems. One intelligence official remarked that,

“There’s no law enforcement system out thera that
doesn’t require days’ werth of training. That we were
able to get officers acclimated to the system within
five minutes on average is incredible.”

The practicality of HSIN Connect was noted by even
the most seasoned public safety officials. “In my

24 years of being involved in multi-jurisdictional law
enforcement operations, | found HSIN to be a very
useful incident-based information and intelligence
sharing toal. HSIN was widely used and praised from
the patrol officers 1o the chiefs as a practical way to
connect multiple agencies,” said lllinois State Police
Investigations Commander, Captain Jim Winters.

Using HSIN on Mobile Devices

e (Chat pods can be created for different
groups to focus discussions

Each pod can be “seeded” with the type
of information sought to initiate the flow
of information

Chats from field locations can be used to

“HSIN was widely used and praised
from the patrol officers to the
chiefs as a practical way to connect
multiple agencies.”

track real-time developments

Chat histories can later be sent via email as
a record of the incident

During the Hells Angels Rally, field officers
used the chat pods to continuously share
information concerning the location, number

and description of Hells Angels members.
Captain Jim Winters i .

Illinois State Police Investigations Commander

For more information:

HSIN.Outreach@hqg.dhs.gov

Homeland Security Information Network (HSIN) www.dhs.gov/homeland-security-information-network
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ADVOCATE

A Message from Carl N. Hatfield I

Maritime Security Specialist for United States Coast Guard (USCG) District 8
Maritime Critical Infrastructure Risk Analyst

Lessons Learned for Emergency
Response Operations

The Eighth Coast Guard District covers
11,000 miles of coastline and inland
navigable waters with the largest
concentration of petrochemical plants

in the nation. As a result, our team has

a great deal of experience dealing with

a wide variety of potential and real
disasters. Many lessons learned can be
pulled from the experience gained in this
region, but despite the team'’s best efforts,
it is impossible to have all the resources
available for every type of incident. Even
50, HSIN is the best information sharing
tool we have for planning and responding
to an emergency.

Proper Planning

The most important aspect of the planning
process is to ensure that everyone
involved knows where to find and share
relevant information. When | was at the
Sector level, we maintained a number
of HSIN sites and HSIN Connect rooms
that addressed specific types of response
operations, The web addresses for

- these resources were provided to every
emergency response organization in our
area of operations.

These sites included updated planning
documents, contact directories and
other important information related to
the type of incident they are designed to
support. During an operational activity,
additional information was added with
details pertaining to the active operation.
To make sure that everyone was familiar

with HSIN and the capabilities it provided,
we promoted its regular use during all
aspects of our steady state operations.

For United States Coast Guard District 8,
this type of planning has paid dividends
in streamlining response operations.
Without the capability HSIN provides,
response efforts could be delayed

and every agency involved may have
heightened stress levels as they try to
share information and collaborate on an
individual basis.

Understanding Needs

Before building any site, it is important
to understand your users’ true needs. |
know how | like to work, but | also know
that my approach may be different than
the lion's share of people involved. As a
result, we spend a lot of time interviewing
our user base. Once we have a clear
understanding of their needs, we begin
laying out a strategy for how information
will be stored and accessed on a particular
site. During development, we use a basic
“three click” rule—no piece of information
should take more than three clicks to
access. This ensures a user-friendly
experience and a platform cur community
wants to use.

Increasing Collaboration

During response efforts for the _
Deepwater Horizon oil spill, we learned
how much time and effort can be saved
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Back Row (/eft (o right); CDR Clayborne, LCDR Pierno,
MST1 Wilkes, LCDR Gibbs, Capt Little, LT Sadler,
MSTC Brown

Front Row (left to right): LCDR Shepard, Carl Hatfleld,
Fritz Wasco, MST3 Patino

by using a central information sharing

hub. By the time we began planning for

Super Bowl XLVII in New Orleans, we had

a good idea of what worked, but knew

there was always room for growth, We
incorporated all the planning lessons we

had learned and took things a step further

by developing a mobile interface that |
provided information access to hundreds |
of users in the field. The result was a level

of collaboration between Federal, State

and Local agencies that had not been

achieved during any previous Super Bowl.

Looking to the Future

In our District, HSIN has proven its value.
We look forward to continued use of the
system to support future events.



IN THE KNOW

Best,/HSIN

Annual Awards

Responsible information sharing
can improve decision making,
promote partnership and
collaboration and further the
homeland security mission. HSIN
users are at the forefront of this
effort and the HSIN Team wants
to recognize your work. Enter
the Best of HSIN Awards!

In September, the HSIN Program
Management Office will

begin accepting nominations
recognizing innovative, mission-
centered uses of the HSIN
platform. Look to HSIN Central
for more information and for
your chance to nominate a site-
developed work process, hew
software feature or adaptation
of a standard feature! Winners
will be announced in December!

LESSONS
LEARNED:

The 3-Click Rule for
Site Design

Best practices can be applied

to many different areas of your
everyday business. This includes
website design where simply
following the 3-click rule helps
create a more intuitive site
structure and limits the required
clicks necessary to access
needed information. Follow
these easy tips:

1. Create information categories
using relevant terminology.

2. Highlight important
information with buttons on
landing pages.

3. Simplify browsing with an
easy-to-use navigation menu.

The more intuitive the layout, the
more user-friendly your site will
be. Your HSIN Mission Advocates
can help! Contact them at

HSIN.Outreach@hq.dhs.gov for

more information.

Development Update:

New Improvements Coming Soon!

The HSIN Program is excited to announce upcoming system

updates—all based on feedback you've sent us! In the coming
weeks, you will see several new updates and feature changes.

The first thing all HSIN users will notice is a new log in page!
This change is more than just a new layout, log in options
and color scheme. The new features on the updated log in
page provide a "one stop shop” for everyone from current
HSIN users to federated partners to those with DHS PIV
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cards. Be on the lookout for more information regarding
this and other exciting improvements in the September

HSIN publications!

If you have any questions concerning planned updates to the HSIN platform, contact

HSIN Outreach at HSIN.Outreach@hq.dhs.gov.

Updating the HSIN User Working Group

The HSIN User Working Group (HUWG) is
getting a face-lift! The HUWG was chartered
in March 2013 to encourage stakeholder
participation in the design, development
and maintenance of the HSIN platform.
Based on the HUWG's excellent feedback,
the HSIN Program Management Office
(PMO) reassessed the HUWG model and is
revitalizing the HUWG subcommittees to
ensure alignment with mission needs and to
complement HSIN operations.

There are four primary HUWG
subcommittees, as well as a Best Practices
Community of Excellence. Each of these
subcommittees focuses on a different aspect
of the HSIN Program:

Communications Coordination
Subcommittee

The HSIN story is compelling and we want

to ensure it is shared with the right people.
This subcommittee helps enhance the HSIN
communication strategy. Members identify
and leverage communication resources and
tools that can mutually benefit the HSIN
Program, its users and partner organizations
within the HUWG community.

Requirements and Testing
Subcommittee

Do you have ideas about new tools

or features for HSIN or operational
enhancements you'd like to see? This
subcommittee is the place to voice your
opinion. Members participate in an ongoing,
end-to-end process as an extension of the
HSIN Requirements Team. Members also
have the opportunity to test new features.

Policy and Procedure Subcommittee

This subcommittee is responsible for
reviewing planned updates to official HSIN
pelicies and procedures and providing
feedback prior to any policy update being
released. Members also provide feedback

on forward looking policy changes on topics
such as mobile capabilities and shared space.

Development Subcommittee

This is a new subcommittee that provides
user guidance to the HUWG Board and HSIN
PMO concerning development. Members
are asked to leverage their expertise
concerning development methodology and
best practices.

Best Practices Community
of Excellence

As a revitalization of the HUWG Best
Practices Subcommittee, the HUWG Best
Practices Community of Excellence is a forum
for users from any HSIN community to share
operational, design and membership best
practices. The Best Practice Community of
Excellence is currently open to all HSIN Site
Owners and Administrators. However, a
future expansion to include all interested
HSIN users will be studied.

To learn more about the HUWG or to induire
about becoming a member, contact HSIN
Outreach at HSIN.Outreach@hg.dhs.gov.



HSIN AT LARGE

Spotlight on Michael Snyders and Rocky Stone

Domestic Highway Enforcement National Coordinators

The Domestic Highway Enforcement (DHE)
Strategy has a clear goal—to support
collaborative, information-led policing
along the nine major transportation
corridors DHE has designated throughout
the United States. As DHE National
Coordinators, Michael Snyders and

Rocky Stone use HSIN daily to facilitate
the sharing of tips and leads, as well

as build and maintain relationships
across jurisdictions.

Snyders and Stone began using HSIN
almost three years ago to support the
gathering and sharing of information
gained from the nine monthly meetings
they hold with law enforcement officers
all along each transportation corridor. “In
the early days, HSIN was only a tool to do
our jobs,” said Snyders. “Now, it has been
institutionalized. All of our meetings are
held via HSIN Connect so our members
can watch as their reports are updated to

our site in real time, Everyone on our calls
is very involved and can see immediately
where to go if they need to access the
information at a later date.”

On a daily basis, Snyders and Stone field
calls from their user base discussing tips
that may help law enforcement officers
elsewhere in the nation. From these
calls, they post 4-5 new tips to HSIN each
day. These tips are then accessed by law
enforcement officers in the field. For
example, DHE hosts a database of
vehicle makes and models on their
HSIN site with a photo gallery of
known smuggling compartments.
When a highway patrol officer pulls
a suspicious vehicle over, they

are able to use the database to
perform a more informed and
thorough vehicle search. This
capability has led to innumerable
successful searches and seizures.

For more information about how

DHE uses HSIN, Michael Snyders
(mrsnyders@nhac.org) is available to
share additional information and answer
questions regarding their use of HSIN.,

HSIN Highlights: Spotlighting HSIN Use in the Midwest

Minnesota

Beginning with a small number of users
this year, Minnesota has increased their
user base and overall use of HSIN since
January. Minnesota now uses HSIN as the’
primary collaborative tool for their largest
projects and events, including the recent
Major League Baseball All-Star Game.
Minnesota Emergency Management also
kicked off an innovative information
sharing project for local rail disaster
response and created a repository

for state and local Threat and Hazard
Identification and Risk Assessment plans
using HSIN.

Wisconsin

Milwaukee is known as the “City of
Festivals,” So it only makes sense that the
Southeastern Wisconsin Threat Analysis
Center would use HSIN to develop a portal
to plan and execute the many festivals
each year. Among the public/private
collaborations are the Wisconsin State
Fair and one of the largest music festivals
in the world, Summerfest, which attracts
approximately one million visitors.

lowa

lowa has one of the most robust and
controlled information sharing portals for
sworn law enforcement on HSIN. “We log
in as soon as we start work and interact
on HSIN until we leave. Itis a crucial tool
in doing our job,” said Senior Criminal
Intelligence Analyst Justin Parker with the
lowa Division of Intelligence and Fusion
Center. The lowa law enforcement site is
used for daily operations, event planning
and incident support, including the recent
lowa State Fair, which welcomed more
than one million attendees.

Missouri

Missouri is leveraging HSIN to support
the state’'s committee for 911 service

.oversight. Through the creation of a

new database of 911 service courses

and course providers on HSIN, Missouri
is enabling their 911 commissioners to
streamline the organization and approval
of courses for 911 dispatchers statewide.

Michigan
Protective Security Advisor Michael Moll

"is working with the Midland Security

Consortium to develop a workspace

on HSIN through which the 45 member
companies can foster consensus on
critical infrastructure strategies in a secure
environment prior to sharing them with
official State agencies.




IN THE TRENCHES

West Virginia Launches New School
Safety Capability

As kids are heading back to school, W.Va.
officials have a new capability to support
school safety initiatives. The launch of

the W.Va, Safe Schools community on
HSIN is the culmination of four years of
collaborative work between the W.Va.
School Building Authority, Division of
Homeland Security and Emergency
Management (DHSEM) and the State
Police. Subject matter experts worked

with first responders and school officials
in all 55 W.Va. counties to develop detailed
vulnerability assessments and crisis response plans for every school.
This information and more was compiled using HSIN to develop a
comprehensive resource designed to enhance collaboration and improve response
capabhilities in the event of an emergency at a school.

There are two parts to this new capability: a multifaceted, permissions-based

- Community of Interest (COI) on HSIN and standing HSIN Cannect rooms for use
during active incident response operations. The W.Va. School Safety COl includes a
section for each county with relevant facility information; board of education and
school contact information; and protected critical infrastructure information (PCII)
for every school. Access to this information is based on the area of responsibility
and permissions level for each user. For example, county officials can see and access
information for their county only. Access to PCIl data requires additional permissions
and is only available to PCIl authorized users and then only for schools within their
area of responsibility. '

“Due to the success we've had using HSIN at major events, such as the National Scout
Jamboree, it just made sense to use HSIN for an initiative of this magnitude,” said
Homeland Security Advisor and W.Va. DHSEM Director Jimmy Gianato. "HSIN is more
than a simple repository of data. The platform provides the resources we need for
collaborative incident and emergency response operations.”

In the event of an emergency, such as an active shooter incident or a fire, local first
responders will be able to access comprehensive vulnerability assessments and
detailed floor plans for the school affected, including utility access points and current
photos of the facility. HSIN Connect will be used to facilitate real-time information
sharing during response operations and enable first responders on the ground and in
the air to live stream video feeds and share pictures with the central command center.

For W.Va., the bottom line is safe schools. For more information on the W.Va. Safe
Schools program and the process behind the creation of the HSIN site, contact Tony
Domingo (james.a.domingo@wv.gov) with the W.Va. DHSEM.

Training
Calendar

The following instructor-led
training sessions are scheduled for
next month. Check the Training
Section on HSIN Central for

more information and additional
training materials.

September 3: Nomination and

10:30 a.m.-noon Eastern Time
September 10: Site Owner

Training

10 a.m.—4 p.m. Eastern Time
September 24: Site Owner

Training
1-7 p.m. Eastern Time

October 1: Site Owner

Work: : Lightning Conductor
Web Part

Noon-1:30 p.m. Eastern Time

Visit with HSIN
at these Events!
National Fusion Center_

November 4-7, 2014
Alexandria, Va.

To see the complete event
calendar, go to HSIN Central.

Share Your Ideas and Insight for HSIN

Have you discovered a new way to use HSIN? Do you have an idea about how to
improve network features? We want to hear about it! Let us know by sending an email to

HSIN.Outreach@hgq.dhs.gov.

Better yet, a picture tells a thousand words. If you have an image that helps tell the HSIN story and
want to share it with the HSIN Community at large, email it to us with a few brief words about your

success story!




Outline for the School Safety Task Force
Report

l. Background
. Possible information to be included in report — Tip Line, Student Threat, Assessment,
Positive School Climate, standard response protocol

Examples:

Letter from key Task Force members to the Governor

First part - List Task Force Members

Second Part - Letter from Task Force Chairs

Third Part — Introduction include overview of report

Fourth Part- Section 1: District Leaders - Collaboration, Communication, Guidance

Fifth Part - Section 2: Prevent (Text tip line, threat assessment, positive school climate, risk assessment)
Mitch Kruska, Oregon Dept. of Education

Sixth Part — Section 3: Prepare (Terminology, School Drills) Peggy Holstedt, Oregon School Board
Association

Seventh Part - Section 4: Respond (Standard Response Protocol)

Eighth Part - Section 5: Recover (Aftermath, Collaboration with Mental Health Professionals, External
Communication) Dave Novotney, Superintedent, Oregon Association of Educational Service Districts

Ninth Part - Section 6: Considerations / Recommendations

Considerations based on meeting notes and further ideas:

e Establish a School Safety Day — schools across the state would do safety drills on this day

e Establish a funding source for matters related to safety and school security

e Establish a district level emergency management team with members of law enforcement and
district staff to focus on school safety and ensure drills are consistent throughout the schools in
each individual school district.



(Reduce the risk of and improve the response to threats and hazards of all sorts — Enhance a school’s

capacity to help students learn during regular school days)

Purpose of the Task Force per the House Bill — adopting standardized language and response protocols

in response to emergencies, like an active shooter, incident, or flood.

Deliverables of the House Bill 4087 —

Develop a Request for Proposals (RFP) for the Oregon State Police (OSP) to hire a contractor that
will develop a statewide database of school floor plans, accessible to public safety officials via
the Internet.

Make Recommendations to State Police for the development of rules governing a floorplan
database.

Examine education and training programs for law enforcement officials, first responders, and
school employees in the area of school safety.

Examine whether existing models for school safety and incident response should be
standardized statewide.

Heidi Moawad, Senior Policy Advisor to the Gov. said the final report should include information on

prevention to include a tip line, student threat assessment, and positive school climate.

Prevention — should include information on Tip Line, Student threat assessment

HB 2661 - Provides that school drills and instruction on safety threats include lockdown procedures.
Declares emergency, effective July 1, 2015

Provides specific requirements for safety drills each month

Subcommittee on Terminology set forth the following recommendations:

Lockdown — Used in situation to quickly secure school staff, students, and visitors in the rooms
away from immediate danger

Lockout — Used in potentially dangerous situation outside of school, school’s exterior doors are
locked (may be combined with a lockdown)

Shelter in Place — to take immediate shelter where you are and isolate your inside environment
from the outside environment

Evacuate — Remove from a place of danger to a safe place

(These definitions are standard. A specific school district can drill down to make more specific,
but this is high level definition for statewide use.)

Recommended Web Resources:

Rural Consortium Training Center: https://www.ruraltraining.org/



https://www.ruraltraining.org/

e Readiness and Emergency Management for
Schools: http://rems.ed.gov/OverviewEmergencyoperationsPlans.aspx

e Emergency Management Institute — FEMA: http://training.fema.gov/emi.aspx

e Energetic Materials Research and Testing Center: http://emrtc.nmt.edu/

e | Love U Guys Foundation: (no consensus — 2 to 1 vote) http://iloveyouguys.org

Additional Web based resources for consideration:

e Office of State Fire Marshal — Do the
Drill: http://www.oregon.gov/osp/SFM/docs/yfpi/do the drill 2011.pdf

e Guide for Developing High Quality School Emergency Operations Plans:
http://rems.ed.gov/docs/REMS K-12 Guide 508.pdf



http://rems.ed.gov/OverviewEmergencyoperationsPlans.aspx
http://training.fema.gov/emi.aspx
http://emrtc.nmt.edu/
http://iloveyouguys.org/
http://www.oregon.gov/osp/SFM/docs/yfpi/do_the_drill_2011.pdf
http://rems.ed.gov/docs/REMS_K-12_Guide_508.pdf

